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Introduction

Big Data Policing

A towering wall of computer screens blinks alive with crisis. A digital map of
Los Angeles alerts to 911 calls. Television screens track breaking news
stories. Surveillance cameras monitor the streets. Rows of networked
computers link analysts and police officers to a wealth of law enforcement
intelligence. Real-time crime data comes in. Real-time police deployments go
out. This high-tech command center in downtown Los Angeles forecasts the
future of policing in America.1

Welcome to the Los Angeles Police Department’s Real-Time Analysis
Critical Response (RACR) Division. The RACR Division, in partnership with
Palantir—a private technology company that began developing social
network software to track terrorists—has jumped head first into the big data
age of policing.2

Just as in the hunt for international terror networks, Palantir’s software
system integrates, analyzes, and shares otherwise-hidden clues from a
multitude of ordinary law enforcement data sources. A detective investigating
a robbery suspect types a first name and a physical description into the
computer—two fragmented clues that would have remained paper scraps of
unusable data in an earlier era.3 The database searches for possible suspects.
Age, description, address, tattoos, gang affiliations, vehicle ownership
instantly pop up in sortable fields. By matching known attributes, the
computer narrows the search to a few choices. A photograph of a possible
suspect’s car is identified from an automated license-plate reader scouring the
city for data about the location of every vehicle. Detectives follow up with a
witness to identify the car used in the robbery. A match leads to an arrest and
a closed case.4

A 911 call. A possible gang fight in progress. RACR Command directs
patrol units to the scene all the while monitoring their real-time progress.
Data about the fight is pushed to officers on their mobile phones.5 Alerts
about past shootings and gang tensions warn officers of unseen dangers.6

Neighborhood histories get mapped for insight. Officers scroll through



photographs to visualize the physical geography before they arrive. All of the
data is instantaneously sent to officers, allowing them to see the risks before
they need to act.7

Roll call. Monday morning. Patrol officers receive digital maps of today’s
“crime forecast.”8 Small red boxes signify areas of predicted crime. These
boxes represent algorithmic forecasts of heightened criminal activity: years of
accumulated crime data crunched by powerful computers to target precise
city blocks. Informed by the data, “predictive policing” patrols will give
additional attention to these “hot” areas during the shift.9 Every day, police
wait in the predicted locations looking for the forecast crime. The theory: put
police in the box at the right time and stop a crime. The goal: to deter the
criminal actors from victimizing that location.

Soon, real-time facial-recognition software will link existing video
surveillance cameras and massive biometric databases to automatically
identify people with open warrants.10 Soon, social media feeds will alert
police to imminent violence from rival gangs.11 Soon, data-matching
technologies will find suspicious activity from billions of otherwise-
anonymous consumer transactions and personal communications.12 By
digitizing faces, communications, and patterns, police will instantly and
accurately be able to investigate billions of all-too-human clues.

This is the future. This is the present. This is the beginning of big data
policing.13

Big data technologies and predictive analytics will revolutionize policing.14

Predictive policing, intelligence-driven prosecution, “heat lists” of targets,
social media scraping, data mining, and a data-driven surveillance state
provide the first clues to how the future of law enforcement will evolve.

At the center of policing’s future is data: crime data, personal data, gang
data, associational data, locational data, environmental data, and a growing
web of sensor and surveillance sources. This big data arises from the
expanded ability to collect, store, sort, and analyze digital clues about crime.15

Crime statistics are mined for patterns, and victims of violence are mapped in
social networks. While video cameras watch our movements, private
consumer data brokers map our interests and sell that information to law
enforcement.16 Phone numbers, emails, and finances can all be studied for
suspicious links. Government agencies collect health, educational, and
criminal records.17 Detectives monitor public Facebook, YouTube, and



Twitter feeds.18 Aggregating data centers sort and study the accumulated
information in local and federally funded fusion centers.19 This is the big data
world of law enforcement—still largely in its infancy but offering vastly
more incriminating bits of data to use and study.

Behind the data is technology: algorithms, network analysis, data mining,
machine learning, and a host of computer technologies being refined and
improved every day. Police can identify the street corner most likely to see
the next car theft20 or the people most likely to be shot.21 Prosecutors can target
the crime networks most likely to destabilize communities,22 while analysts
can link suspicious behaviors for further investigation.23 The decisional work
of identifying criminal actors, networks, and patterns now starts with
powerful computers crunching large data sets almost instantaneously. Math
provides the muscle to prevent and prosecute crime.

Underneath the data and technology are people—individuals living their
lives. Some of these people engage in crime, some not. Some live in poverty,
some not. But all now find themselves encircled by big data’s reach. The
math behind big data policing targets crime, but in many cities, crime
suppression targets communities of color. Data-driven policing means
aggressive police presence, surveillance, and perceived harassment in those
communities. Each data point translates to real human experience, and many
times those experiences remain fraught with all-too-human bias, fear, distrust,
and racial tension. For those communities, especially poor communities of
color, these data-collection efforts cast a dark shadow on the future.

This book shines light on the “black data” arising from big data policing:24

“black” as in opaque, because the data exists largely hidden within complex
algorithms; “black” as in racially coded, because the data directly impacts
communities of color; “black” as in the next new thing, given legitimacy and
prominence due to the perception that data-driven anything is cool, techno-
friendly, and futuristic; and, finally, “black” as distorting, creating legal
shadows and constitutional gaps where the law used to see clearly. Black data
matters because it has real-world impacts. Black data marks human “threats”
with permanent digital suspicion and targets poor communities of color.
Black data leads to aggressive use of police force, including deadly force, and
new forms of invasive surveillance. Big data policing, and these new forms
of surveillance and social control, must confront this black data problem.

This book examines how big data policing impacts the “who,” “where,”



“when,” and “how” of policing. New technologies threaten to impact all
aspects of policing, and studying the resulting distortions provides a
framework to evaluate all future surveillance technologies. A race is on to
transform policing. New developments in consumer data collection have
merged with law enforcement’s desire to embrace “smart policing” principles
in an effort to increase efficiency amid decreasing budgets. Data-driven
technology offers a double win—do more with less resources, and do so in a
seemingly objective and neutral manner.

This book arises out of the intersection of two cultural shifts in policing.
First, predictive analytics, social network theory, and data-mining technology
have all developed to a point of sophistication such that big data policing is
no longer a futuristic idea. Although police have long collected information
about suspects, now this data can be stored in usable and sharable databases,
allowing for greater surveillance potential. Whereas in an earlier era a police
officer might see a suspicious man on the street and have no context about his
past or future danger, soon digitized facial-recognition technologies will
identify him, crime data will detail his criminal history, algorithms will rate
his risk level, and a host of citywide surveillance images will provide context
in the form of video surveillance for his actions over the past few hours. Big
data will illuminate the darkness of suspicion. But it also will expand the lens
of who can be watched.

The second cultural shift in policing involves the need to respond to
outrage arising from police killings of unarmed African Americans in
Ferguson, Missouri; Staten Island, New York; Baltimore, Maryland;
Cleveland, Ohio; Charleston, South Carolina; Baton Rouge, Louisiana;
Falcon Heights, Minnesota; and other cities. This sustained national protest
against police—and the birth of the Movement for Black Lives—brought to
the surface decades of frustration about racially discriminatory law
enforcement practices.25 Cities exploded in rage over unaccountable police
actions. In response, data-driven policing began to be sold as one answer to
racially discriminatory policing, offering a seemingly race-neutral,
“objective” justification for police targeting of poor communities.26 Despite
the charge that police data remains tainted by systemic bias,27 police
administrators can justify continued aggressive police practices using data-
driven metrics. Predictive policing systems offer a way seemingly to turn the
page on past abuses, while still legitimizing existing practices.

For that reason, my aim in this book is to look at the dangers of black data



arising at this moment in history. Only by understanding why the current big
data policing systems were created and how traditional policing practices fit
within those systems can society evaluate the promise of this new approach
to data-driven law enforcement. Black data must be illuminated to see how it
might be abused. The promise of “smarter” law enforcement is
unquestionably real, but so is the fear of totalizing surveillance. Growing
“law and order” rhetoric can lead to surveillance overreach. Police
administrators, advocates, communities, and governments must confront
those concerns before—not after—the technology’s implementation. And
society must confront those challenges informed by an understanding of how
race has fractured and delegitimized the criminal justice system for many
citizens. Black data, of course, is not just about African Americans, although
the history of racially discriminatory policing runs deep in certain
communities. But black data exposes how all marginalized communities face
a growing threat from big data policing systems. People of color, immigrants,
religious minorities, the poor, protesters, government critics, and many others
who encounter aggressive police surveillance are at increased risk. But so is
everyone, because every one of us produces a detailed data trail that exposes
personal details. This data—suctioned up, sold, and surveilled—can be
wrong. The algorithmic correlations can be wrong. And if police act on that
inaccurate data, lives and liberty can be lost.

Big data is not all dystopian. The insights of big data policing need not be
limited to targeting criminal activity. The power of predictive analytics can
also be used to identify police misconduct or identify the underlying social
and economic needs that lead to crime. In an era of heighted concern with
police accountability, new surveillance technologies offer new avenues to
watch, monitor, and even predict police misconduct. Systems of “blue data”
can be created to help “police the police.” Similarly, big data technologies
can be redirected to identify and target social, economic, or environmental
risk factors. This is the promise of “bright data,” in which the surveillance
architecture developed to police criminal risk can be redirected to address
environmental risks and social needs. After all, just because big data policing
identifies the risk, this does not mean that law enforcement must provide the
remedy.

The big data policing revolution has arrived. The singular insight of this
innovation is that data-driven predictive technologies can identify and
forecast risk for the future. Risk identification is also the goal of this book—



to forecast the potential problems of big data policing as it reshapes law
enforcement. Long-standing tensions surrounding race, secrecy, privacy,
power, and freedom are given new life in digital form with the advent of big
data analytics. New technologies will open up new opportunities for
investigation and surveillance. The technological environment is rich with
possibility but also danger. This book seeks to initiate a conversation on the
growth of these innovations, with the hope that by exposing and explaining
the distorting effects of data-driven policing, society can plan for its big data
future.



1

Big Data’s Watchful Eye

The Rise of Data Surveillance

The world is full of obvious things which nobody by any chance ever observes.

—Sherlock Holmes1

Data Trails

You are being watched. Surveilled. Tracked. Targeted. Every search on the
internet recorded.2 Every purchase at the store documented.3 Every place you
travel mapped.4 They know how fast you drive, your preferred cereal, your
dress size. They know your financial situation, all of your past jobs, your
credit limit.5 They know your health concerns, reading preferences, and
political voting patterns. They also know your secrets. They have been
watching for years.6 In truth, you live in a surveillance state. The watchers
know you because of the data you leave behind.

But it is not just you. These watchers also know about your family, friends,
neighbors, colleagues, clubs, and associates. They see the circles you contact,
the friends you ignore, and the political issues you embrace. They see you as
part of a group, but they also see all the other parts of the group.7 Links
expand outward, so that all of your contacts can be visualized as a web of
interrelated, interconnected groups.

Welcome to the world of big data, where one’s data trail reveals the mosaic
of lived experience and has become the currency of a new economy.8 “They”
are companies, companies that enable a digital world by offering
convenience, information, and services all in return for one thing: data. Your
personal data and interests—all of those points of commercial interaction,
consumer choice, “likes,” links, and loves—have been vacuumed up,



processed, and sold to others wanting to get to know you. Currently, this
widespread surveillance remains in the hands of for-profit companies, for the
purpose of offering consumers convenience and choice. But law enforcement
is interested too.9 And most of this information is a subpoena (or warrant)
away from being part of a criminal case. The investigative lure of big data
technologies is just too powerful to ignore.

What Is Big Data?
To understand the potential of big data policing, the scope of big data must be
explored. So what is big data? In general, “big data” is a shorthand term for
the collection and analysis of large data sets with the goal to reveal hidden
patterns or insights.10 A report from the Executive Office of the President
summarized: “There are many definitions of ‘big data’ which may differ
depending on whether you are a computer scientist, a financial analyst, or an
entrepreneur pitching an idea to a venture capitalist. Most definitions reflect
the growing technological ability to capture, aggregate, and process an ever-
greater volume, velocity, and variety of data.”11 In simple terms, large
collections of data can be sorted by powerful computers to visualize
unexpected connections or correlations.12 Machine-learning tools and
predictive analytics allow educated guesses about what the correlations
mean.13

A simple example of how big data works can be seen at Amazon.com.
Beneath each item for sale is a recommendation section that displays
information about what “customers who bought this item also bought” and
items that are “frequently bought together.” Amazon generates these
suggestions from the purchasing patterns of its 300 million customers who
bought related items. Correlating the historical data of billions of transactions
leads to an insight into which goods customers usually purchase together.
Amazon, of course, also knows everything you have ever bought from the
company. But Amazon can sort the purchasing data of any particular product
to show the consumer patterns of all past customers. Amazon can use that
large data set to predict what items you might actually want in the future.14

After all, if you bought a coffee maker today, you may need coffee
tomorrow.

A more unusual example involves the correlation between Pop-Tarts and



hurricanes. Walmart—a company that collects more than two and half
petabytes of data every hour from customers15 (equivalent to 50 million four-
drawer filing cabinets filled with text)—discovered that just before a
hurricane, people buy an unusual amount of Strawberry Pop-Tarts.16 Why?
No one really knows. Perhaps the reason for the uptick is because Pop-Tarts
are nonperishable comfort food, and sometimes sugary comfort is just what
you need after a big storm. Or perhaps not. Big data demonstrates the
correlation, not the cause. It offers insight without explanation—a reality that
is both useful and unsettling.

Obviously, big companies like Amazon and Walmart collect personal data,
but what is the extent of big data collection across our daily lives? More than
can be comprehended. As Julia Angwin termed it, “We are living in a
Dragnet Nation—a world of indiscriminate tracking where institutions are
stockpiling data about individuals at an unprecedented pace.”17 The World
Privacy Forum—a watchdog group on personal privacy—estimates that there
are 4,000 different databases collecting information on us.18 Every time we
interact with computers, sensors, smartphones, credit cards, electronics, and
much, much more, we leave a digital trail that is revealing of ourselves and
valuable to others.19 These are the breadcrumbs of the big data maze. Follow
them and they lead right back to you.

Where Does Big Data Come From?
Big data comes from you. You provide the building blocks of big data’s
power in small digital bits.

Think of the normal patterns of your life. You probably live in a house or
an apartment. Even if you do not live in a wired “smart home” that comes
equipped with a “smart fridge” to order milk when you run out, or a Nest
“smart thermostat” to turn down the heat when you leave, your home does
reveal basic data about your lifestyle.20 You have an address. The address
reveals general information about your income (as implied by the cost of the
home) and your family size (number of bedrooms). Your zip code provides
clues about demographics, wealth, and political sentiment.

You probably get mail at that address. First to note, the United States
Postal System runs the Mail Isolation Control and Tracking program, which
photographs the exterior of every single piece of mail processed in the United



States.21 So data about your address is tracked along with the 150 billion
letters mailed each year.22 But more obviously, your mail also reveals things
about you. Magazine subscriptions reveal your political and cultural interests,
and catalogues reveal your hobbies and shopping preferences. Mail reveals
your friends and associates, just as packages reveal your styles, interests, and
lifestyle choices. Even junk mail says something about what marketers think
you want.

You likely also use the internet. Some of those packages came from online
shopping. Those online retail companies track your purchases and even those
things you looked at but did not purchase.23 Inferences from those purchases
are also valuable. If you bought infant diapers for the first time, you might
also need age-appropriate children’s toys for the next holiday season (and for
the next 18 years). If you bought a “how to quit smoking book,” you might
not be the best candidate for a new cigar magazine. But you don’t even have
to shop to give up your data. Google records every internet search, really
every click of the mouse.24 That means every health query, travel question,
childrearing tip, news article, and entertainment site. Google and other search
engines provide little windows into your thinking (if not your soul). Your
internet protocol (IP) provides your exact location,25 and while your IP
addresses might change as you switch from your home computer to your
iPhone to your work computer, Hotmail knows where you are at all times.
Amazon knows the page you stopped reading on your Kindle ebook reader.26

Your cable provider (which may also be your cellphone and wireless
provider) knows what TV shows you watch late at night. Netflix and other
streaming entertainment services rely on personalized predictive formulas
based on past viewing data.

Social media expands the web of data from yourself to your friends and
associates.27 On Facebook, you literally display your “likes” of certain things.
Professional sites like LinkedIn add more information about what you do,
who you know, and what accolades you have received. Personal and social
updates broadcast life changes, and charity or community service activities
get promoted. Photos provide data about where you have been and who you
were with. Geotagging of information from those photos and other services
reveal the time, location, and date of the picture.28 Facial recognition links
people together, so that your photos (and thus your identity) can be tracked
over different social media platforms. And sometimes you might simply tell
people on Twitter what you are doing or upload photos of your dinner entrée



on Instagram or Snapchat.
You might leave your home in a car—a car registered to your address with

a name, gender, birthdate, and identification number. The car can be tracked
through a city via surveillance cameras, electronic toll collectors, or
automated license-plate scanners.29 Your type of car (hybrid or Hummer)
might reveal a lifestyle preference or environmental worldview. The car itself
might have Global Positioning System (GPS) tracking through something
like a GM OnStar program to allow for instant help in an accident or
emergency.30 But that helpful service requires constant locational tracking. Or
maybe you have an insurance provider that monitors real-time driving data of
your habits in return for lower car-insurance rates.31 You drive carefully, you
save money.

But, no matter, if you possess a smartphone with locational services turned
on, the speed, location, and direction of your car is being monitored in real
time.32 Your iPhone knows a wealth of locational information about where
you go, which health clinic you stopped at, and the Alcoholics Anonymous
meeting you just attended. Locational data from Google Maps tracks your
church attendance, political protests, and friends. Other mobile apps leech
data to companies in return for targeted advertisements or travel tips.33

Games, services, geotracking ads, emergency calls—all depend on location.
Everything that little pocket computer does can be tracked and recorded in
granular detail. That means that every YouTube video, every photograph, and
every check of the weather is collected, to reveal the things you do on a daily
basis, as well as where you were when you did them.34

Maybe you took that car to work. Your employment history has been
harvested by credit agencies.35 Your job, finances, professional history, and
even your education are recorded.36 Maybe you went shopping. That
customer-loyalty card offering in-store discounts also tracks each purchase
you make.37 Stores know not only everything you have purchased going back
years but also your physical location when you made the purchase. Maybe
you went to the bank. All of your financial information, account balances,
late fees, investments, credit history—all are recorded.38 Your credit card
statement is a little reminder of everything you did and where you did it for
the past month. Maybe you took the car to have fun. The Google search of
local restaurant reviews followed by a map search of a particular restaurant
and an Open Table reservation provide a pretty good prediction of your
Saturday-night plans.39



If you add in “smart devices” connected through the Internet of Things
(Fitbits, smart bandages, smart cups) or sensors built into our transportation
infrastructure, clothing, and bodies, you have a very revealing web of data
about our activities.40 Researchers predict that there will be over 50 billion
smart things connected among the “Internet of Everything” by 2020.41 These
“smart devices” are scarily aware of you. If your television responds to your
voice or your electronic personal assistant answers your questions, it means
these smart devices are always listening and always on.

Finally, public records filled with census data, property records, licenses,
Department of Motor Vehicle information, bankruptcies, criminal
convictions, and civil judgments can be purchased by companies seeking to
understand us.42 This official, bureaucratic record of life, linked as it is to
governmental data systems, has become the foundation for many credit
histories and personalized data dossiers on individuals.43

This is how big data becomes big. This is why big data can be such a threat
to privacy, associational freedom, and autonomy. Your self-surveillance
provides the currency for commercial profit but also the building blocks for
an intrusive police state. Every digital clue—with the appropriate legal
process—can be demanded by police and prosecutors. Whereas in an earlier
era, only your family might know what you did, what you ate, how you
dressed, or what you thought about, now the digital clues of life online can be
collected, reassembled, and mapped to mirror this same knowledge. In fact,
your digital clues may reveal secrets you have kept hidden from your spouse,
family, or best friends.

Who Owns the Data?
Private data brokers collect, buy, and sell personal data to companies
interested in selling products, determining financial credit risk, or conducting
employment background investigations.44 Data brokers sell your data to others
—including law enforcement—for investigative purposes.45

Data brokers challenge conventional assumptions about individual privacy.
Aggregated private transactions are repurposed and repackaged into a
composite targeted profile of you as a consumer.46 The United States Senate
Commerce Committee detailed how big data companies like Acxiom claim to
have information on over 700 million consumers worldwide with over 3,000



data segments for nearly every U.S. consumer.47 Another company,
Datalogix, claims to have data on almost every U.S. household.48 Much of this
information is demographic, such as name, address, telephone number, email,
gender, age, marital status, children, educational level, and political
affiliation. Some of the information is available through consumer
transactions, detailing where one bought something, and some of the
information focuses on health problems and medical data. The Senate report
detailed how “one company collects data on whether consumers suffer from
particular ailments, including Attention Deficit Hyperactivity Disorder,
anxiety, depression, diabetes, high blood pressure, insomnia, and
osteoporosis, among others; another keeps data on the weights of individuals
in a household.”49 And “an additional company offers for sale lists of
consumers under 44 different categories of health conditions, including
obesity, Parkinson’s disease, Multiple Sclerosis, Alzheimer’s disease, and
cancer, among others.”50

The level of detail can be remarkably creepy.51 Here are two excerpts from
the Senate Commerce Committee’s report:

Equifax maintains approximately 75,000 individual data
elements for its use in creating marketing products, including
information as specific as whether a consumer purchased a
particular soft drink or shampoo product in the last six months,
uses laxatives or yeast infection products, OB/GYN doctor
visits within the last 12 months, miles traveled in the last 4
weeks, and the number of whiskey drinks consumed in the
past 30 days.52

Some companies offer “data dictionaries” that include more
than one thousand potential data elements, including whether
the individual or household is a pet owner, smokes, has a
propensity to purchase prescriptions through the mail, donates
to charitable causes, is active military or a veteran, holds
certain insurance products including burial insurance or
juvenile life insurance, enjoys reading romance novels, or is a
hunter.53



The companies know if you have allergies, if you smoke or wear contacts, if
your elderly parents live with you, if you speak Spanish, the type of roof on
your house, and if you have more than 250 Twitter followers.54 The
creepiness crosses into almost comedic stereotypes as large groups of people
become lumped together on the basis of shared demographics or income.
Data brokers segment out certain groups. Single men and women over age 66
with “low educational attainment and low net worths” are targeted as “Rural
Everlasting.”55 Other singles in the same age group but with more disposable
income are known as “Thrifty Elders.” Certain low-income minority groups
composed of African Americans and Latinos are labeled as “Urban
Scramble” or “Mobile Mixers.”56 Private data companies regularly sell and
repackage this information about consumer activity to other data brokers,
further expanding the webs of shared data.

If you think about what big data companies do in the consumer space, you
will see the allure for law enforcement. Data brokers collect personal
information to monitor individuals’ interests and inclinations. They
investigate connections among groups of like-minded people and uncover
patterns in the data to reveal hidden insights. This is also what law
enforcement investigators do with criminal suspects and gangs. Police
monitor, investigate, uncover, and target. Police look for suspicious patterns.
Police watch. The tools of big data are the tools of surveillance, and law
enforcement relies on surveillance to solve and prevent crime.
Unsurprisingly, police have shown great interest in the possibilities of big
data policing.

A Permanent Digital Record
The first step in solving any crime is analyzing the clues. Knowing who
might be the likely suspect has been part of policing since the mid-1700s,
when courts first recorded those who were thought to have been involved in a
fraud or felony.57 Unsurprisingly, as policing developed in sophistication, so
did data collection and use. The modern “police blotter” now sits on a cloud
server accessible to officers across the jurisdiction or the country.58

Federal databases like the National Crime Information Center (NCIC)
contain 13 million active records, all searchable by police officers on the
street or in their patrol cars. In a routine traffic stop, if a police officer “runs



your name” through the system, NCIC will provide personal details about
any arrests, warrants, gang affiliations, terrorism ties, supervised release, or
fugitive status, as well as information about property including gun
ownership, car and boat licenses, and even if you have been the victim of
identity theft.59 This massive database filled with state, local, and federal
information is reportedly accessed 12 million times a day by authorities.60 The
federal government also maintains watch lists focused on terrorism, including
700,000 names in the Terrorist Screening Database (TSD), a million names in
the Terrorist Identities Datamart Environment (TIDE), and 50,000 names on
the “No-Fly List.”61

States also collect and generate data sets to monitor citizens. Eleven states
maintain extensive electronic gang databases on suspected gang members.62

Over 800,000 men and women are listed in federal and state sex-offender
registries for convicted sex offenders.63 Individuals convicted of gun crimes in
some states have been required to register.64 Details about where these
offenders live, work, and go to school; what cars they drive; and even their
appearance (tattoos, facial hair, scars) are updated constantly in digital
archives.65

After the terrorist attacks of September 11, 2001, federal and state officials
joined forces to establish a national intelligence strategy to improve criminal
justice data collection and information sharing.66 A vast array of law
enforcement organizations now share personal data about suspects, crimes,
and crime patterns. These organizations include state, local, tribal, and
territorial agencies, the Department of Justice (DOJ), the Department of
Homeland Security (DHS), the Federal Bureau of Investigation (FBI), the
Drug Enforcement Administration (DEA), and the Bureau of Alcohol,
Tobacco, and Firearms (ATF). A network of fusion centers seeks to share
threat-related information across federal and state lines.67 Regional
Information Sharing Systems (RISS) Centers coordinate incoming data, while
Crime Analysis Centers (CACs) analyze collected data. These new data-
sharing entities also coordinate with the 17 different agencies that make up
the United States intelligence community, including outward, international-
facing data-collection agencies like the National Security Agency (NSA) and
the Central Intelligence Agency (CIA).

Data projects like the National Data Exchange Program (N-DEx) have
been set up “as a giant data warehouse” to pull together otherwise-
incompatible police databases.68 As described in N-DEx’s “Privacy Impact



Assessment,”

N-DEx provides a national investigative information sharing
system available through a secure Internet site that allows
criminal justice agencies to search and analyze data
representing the entire criminal justice cycle, including crime
incident and investigation records; arrest, booking, and
incarceration records; and probation and parole records. As a
repository of information from local, state, regional, tribal, and
federal criminal justice entities, N-DEx provides these
agencies with the capability to make linkages between crime
incidents, criminal investigations, and related events to help
solve, deter, and prevent crimes. . . . N-DEx contains the
personally identifiable information (PII) of suspects,
perpetrators, witnesses and victims, and anyone else who may
be identified in a law enforcement report concerning a crime
incident or criminal investigation.69

As of 2014, N-DEx had over 107,000 users and over 170 million searchable
records.70 Start-up companies have been building similar private data-
management systems to assist law enforcement in organizing the ever-
growing stores of data.

Beyond investigative records, law enforcement now collects biological
data. Biometric collection regularly includes DNA, fingerprints, photographs,
and iris and retina scans—all secured in searchable databases to investigate
crimes.71 The Combined DNA Index System (CODIS) includes 12 million
searchable DNA profiles.72 The FBI’s Next Generation Identification (NGI)
system integrates fingerprints, palm prints, facial recognition, and iris scans
in one larger searchable database. The FBI has over 23 million searchable
photographs and the largest collection of fingerprints in the world.73 All of
this data pushes police investigation into the future, and all of it opens the
opportunity for new big data tools to sort, search, and discover otherwise
hidden connections between crime and criminals.

Data has also revolutionized how certain police run their day-to-day
operations. Many large police departments follow the crime numbers to guide



strategy.74 Some bigger police departments like the New York Police
Department (NYPD) have gone so far as to hire a director of analytics to
assist in crunching the numbers.75 Other police departments have partnered
with private data-analytics companies or consultants to sort and study the
collected data. Professional crime analysts routinely participate in strategy
sessions in big police departments.76 While relying on data differently, most
have accepted the underlying principle that the big data technologies created
for the private sector can assist police administrators working to improve
public safety. In fact, in 2009, Los Angeles Police Department (LAPD) chief
Charlie Beck wrote a seminal article, titled “Predictive Policing: What Can
We Learn from Wal-Mart and Amazon about Fighting Crime in a
Recession?,” which explicitly advocated adopting data-driven business
principles to improve policing.77 “Analytics,” “risk-based deployment,”
“prediction,” “data mining,” and “cost-effectiveness” all emerged as new
values and goals for the modern police professional.

Currently, consumer big data technologies and law enforcement data
systems operate on separate tracks. What Google knows is not what the FBI
knows. The NCIC system is not available to private data brokers. A
patchwork of federal privacy laws theoretically restricts the direct
governmental collection of personal identifiable information. These statutes
include the Privacy Act of 1974,78 Electronic Communications Privacy Act of
1986 (ECPA),79 and Stored Communications Act (SCA),80 Foreign
Intelligence Surveillance Act (FISA),81 E-Government Act of 2002,82

Financial Privacy Act,83 Communications Act, Gramm-Leach-Bliley Act,84

Bank Secrecy Act,85 Right To Financial Privacy Act,86 Fair Credit Reporting
Act,87 Health Insurance Portability and Accountability Act of 1996 (HIPAA),88

Genetic Information Non-discrimination Act (GINA),89 Children’s Online
Privacy Protection Act (COPPA),90 Family Educational Rights and Privacy
Act,91 Telephone Records and Privacy Protection Act of 2006,92 and Video
Protection Privacy Act.93 In addition to being dated (since some were drafted
decades before the big data era), these laws do not prevent law enforcement
access. As Erin Murphy has written, “The United States Code currently
contains over twenty separate statutes that restrict both the acquisition and
release of covered information. . . . Yet across this remarkable diversity, there
is one feature that all these statutes share in common: each contains a
provision exempting law enforcement from its general terms.”94 Police can
obtain certain data with a court order or subpoena.95 With a valid warrant,



police can obtain most anything big data companies have collected for
consumer purposes. This patchwork of privacy law also does not stop law
enforcement from purchasing the same big data information like any other
customer.96 Just like a private data broker, police can purchase your cellphone
and internet information directly from the companies.97

A complete big data convergence between private consumer data
collection and public law enforcement collection has not yet occurred. But
the lines are blurry and growing fainter. Once data has been collected in one
place, it becomes harder and harder not to aggregate the information. Private
data becomes part of public records, and then public records become the
building blocks of private and government databases. Data gets sold and
repackaged such that the original collection point becomes obscured.98 If
police want to know about a suspect, and the data has been collected by
private third parties, those private companies are hard-pressed to push back
and protect the information from lawful government requests. A few
powerful technology companies have on occasion rejected government
requests for assistance in obtaining customer information or have designed
encrypted systems to avoid being in a position to provide information to
police investigators.99 But other companies have been good corporate citizens
and provided the information as requested.

Big Data Tools
What big data knows is one thing, but the technology used to manipulate and
organize that data is the bigger thing.

The real promise of big data remains with the ability to sort, study, and
target within large data sets.100 Big data becomes intelligible because of
algorithms and the large-scale computer-processing power now available.
Algorithms are just mathematical processes established to solve a particular
task. Using algorithms, pattern-matching tools can flag abnormal financial
patterns; social network technologies can link groups via emails, addresses,
or any common variable; and predictive analytics can take data-driven
insights and forecast future events. Machine-learning algorithms powered by
artificial intelligence models can sort vast streams of data in ways
unimaginable in earlier eras. Collectively, these math tools allow data
analysts to divine insight from an otherwise overwhelming amount of



information.101

As an example of one such insight, the retail giant Target figured out a way
to predict when women are pregnant.102 By studying women who signed up
for an in-store baby registry, Target noticed that these self-identified pregnant
women shared a similar, repeating purchasing pattern. Pregnant women
would purchase folic acid and vitamin supplements in the first trimester (to
improve prenatal health), unscented lotion in the second trimester (due to
heightened olfactory sensitivity), and hand sanitizer close to their due dates
(to protect the newborn from germs). So now if any woman’s purchases
follow that pattern (even if she has not signed up for a baby registry), Target
flags her as pregnant.103 The correlation of three unrelated consumer purchases
leads to a very personal future prediction.

Big data policing is no different. Law enforcement can identify drug
dealers from patterns of supplies (purchasing tiny ziplock bags, rubber bands,
digital scales), suspicious transactions (depositing cash, high-end all-cash
purchases), and travel patterns (to and from a source city for drugs). The
information does not need to be 100% accurate (just as sometimes you
receive the wrong catalogue in the mail), but—the theory goes—better
information allows police to prioritize and target the higher risks to a
community. As Cathy O’Neil wrote in her book Weapons of Math
Destruction, just as Amazon uses data to identify the “recidivist” shopper,
police can use data to predict the future criminal.104

Big data tools create the potential for big data policing. The combination of
new data sources, better algorithms, expanding systems of shared networks,
and the possibility of proactively finding hidden insights and clues about
crime has led to a new age of potential surveillance. Instead of consumer
surveillance, the goal of big data policing is criminal surveillance.

Chapter 2 looks at why police administrators have been open to big data’s
embrace. Technology has not been the only force pushing innovation. Budget
cuts after a national financial recession forced police to change.105 In addition,
long-standing fissures in police/community relations widened as complaints
of racial bias and unconstitutional policing grew louder.106 Protests challenged
continued police violence. Communities demanded change from systemic
practices of social control like aggressive stop-and-frisks. Out of this
frustration, the seemingly objective metrics of data-driven policing became
quite appealing. Turning the page on human bias or racial discrimination



became an important spur in the adoption of big data policing. The next
chapter explores the lure of these new technologies to solve age-old policing
problems.



2

Data Is the New Black

The Lure of Data-Driven Policing

Predictive policing used to be the future. Now it is the present.

—Former New York Police Department commissioner William Bratton1

Policing Darkness

The night patrol. At night, you stay in the squad car. At night, you wait for
the radio run. At night, good guys look like bad guys. In the dark, you wait.

For police chiefs, every day is a night patrol. For years, all police leaders
could do was react, respond to the crime scene, and answer to the media. In
the dark of criminal activity, police administrators could only wait. But what
if police could see in the dark? Map the crime patterns? Illuminate the bad
guys for who they are? Such is the lure of new big data technologies. Digital
crime maps could turn pushpin maps into real-time alerts.2 Hot-spot policing
could predictively target specific blocks of trouble. Databases could
catalogue and monitor the bad seeds that needed to be weeded out.

Another type of darkness. Budget cuts. Layoffs. The 2007 financial
recession in the United States gutted police forces, adding to police
administrators’ woes.3 State taxes dried up. County and municipal budgets
shrunk.4 Hiring froze. Specialized training stopped. Overtime ended, and
services were reduced. From 2007 to 2013, local police agencies across the
country had to do more with less—sometimes dramatically less.5 Then the
federal government began cutting.6 Sequestration meant cuts to federal grants
for gang task forces, drug task forces, community policing projects, crime-
scene investigation, and juvenile diversion, among many other initiatives.7

And at the same time, a fear grew that with more people out of work, crime



rates would rise.
But what if there was an answer? What if you could equip police officers

with better information? What if smart policing technology could allow you
to do more with less? What if data provided an answer to mayors and
communities demanding a comforting response to this fear of crime? The
thinking of many police chiefs could be summed up with one question: “You
mean there is a black-box computer that can predict crime?” And with one
answer: “Sign me up.”

A Boiling Pot
“Hands Up, Don’t Shoot.” A chant. A crowd. Open hands toward the sky. A
man stares down a tactical police vehicle rolling through suburban Ferguson,
Missouri.8 The image of armed police officers pointing assault rifles at
protesters lit a fire in Ferguson that ended up burning downtown Baltimore
and sparking a nationwide protest movement to reform policing.

In 2014, a grand jury’s failure to indict officer Darren Wilson for the
shooting death of Michael Brown touched off a wave of protests and
attention to the problem of police violence.9 Following Ferguson, news story
after news story covered instances of police officers killing unarmed African
Americans. Eric Gardner in Staten Island, Tamir Rice in Cleveland, Walter
Scott in Charleston, Freddie Gray in Baltimore, Alton Sterling in Baton
Rouge, and Philando Castile in Falcon Hills, Minnesota.10 These stories, and
dozens more killings of citizens by police, changed the conversation of
policing in America.

Race became a central point of debate. The Black Lives Matter movement
rose up and rallied social media and communities of color to protest patterns
of racism and brutality.11 Streets filled with demonstrators and conflicts with
police turned violent. Cable news broadcast the events live, and this pot of
simmering anger seemed to boil over regularly.12

The truth, of course, is that the pot had always been boiling.
Discriminatory police practices dating back to before slavery fueled racial
tension.13 Aggressive policing systems created resentment, distrust, and fear
in many minority communities. As James Comey, the director of the Federal
Bureau of Investigation (FBI), admitted in a speech after the Ferguson
protests, “All of us in law enforcement must be honest enough to



acknowledge that much of our history is not pretty. At many points in
American history, law enforcement enforced the status quo, a status quo that
was often brutally unfair to disfavored groups. . . . It was unfair to too many
people.”14 In this speech on “race and hard truths,” one of the nation’s most
senior law enforcement officials recognized that police needed to move
beyond this unjust past, because certain discriminatory and constitutionally
unsound police practices had undermined trust in police.15 A similar sentiment
was echoed by police chief and then president of the International
Association of Chiefs of Police Terrence Cunningham. Cunningham
apologized for the role of police in contributing to citizens’ mistrust:

There have been times when law enforcement officers,
because of the laws enacted by federal, state, and local
governments, have been the face of oppression for far too
many of our fellow citizens. In the past, the laws adopted by
our society have required police officers to perform many
unpalatable tasks, such as ensuring legalized discrimination or
even denying the basic rights of citizenship to many of our
fellow Americans. While this is no longer the case, this dark
side of our shared history has created a multigenerational—
almost inherited—mistrust between many communities of
color and their law enforcement agencies.16

Ferguson, Missouri, exemplified the past and present problem of systemic
racial discrimination. In Ferguson, the Civil Rights Division of the U.S.
Department of Justice (DOJ) documented a systemic pattern of racially
discriminatory policing primarily focused on generating revenue for the local
municipal government.17 These practices fueled the figurative and literal fires
of protest. Ferguson police routinely stopped African Americans more than
they did whites and for all the wrong reasons. As the DOJ Ferguson report
summarized,

Data collected by the Ferguson Police Department from 2012
to 2014 shows that African Americans account for 85% of
vehicle stops, 90% of citations, and 93% of arrests made by



FPD [Ferguson Police Department] officers, despite
comprising only 67% of Ferguson’s population. African
Americans are more than twice as likely as white drivers to be
searched during vehicle stops even after controlling for non-
race based variables such as the reason the vehicle stop was
initiated, but are found in possession of contraband 26% less
often than white drivers, suggesting officers are impermissibly
considering race as a factor when determining whether to
search.18

Nearly 90% of the use of force incidents targeted African Americans.19

Almost 95% of “failure to comply” and 94% of “walking in the roadway”
charges (misdemeanors usually associated with social-control measures)
targeted African Americans.20 Statistics demonstrating racial bias, personal
stories showing racial animus, and smoking-gun racist emails all painted a
dark picture that race had discolored local policing practices.21

Worse, many of these unpleasant and unconstitutional police contacts were
undertaken to collect money for the municipality, not for crime control.22 The
most damning finding of the DOJ report revealed a financial perversion at the
heart of the policing structure in Ferguson:

The City’s emphasis on revenue generation has a profound
effect on FPD’s approach to law enforcement. Patrol
assignments and schedules are geared toward aggressive
enforcement of Ferguson’s municipal code, with insufficient
thought given to whether enforcement strategies promote
public safety or unnecessarily undermine community trust and
cooperation. Officer evaluations and promotions depend to an
inordinate degree on “productivity,” meaning the number of
citations issued. Partly as a consequence of City and FPD
priorities, many officers appear to see some residents,
especially those who live in Ferguson’s predominantly
African-American neighborhoods, less as constituents to be
protected than as potential offenders and sources of revenue.23



Together, the practice of aggressive, revenue-focused policing and the
subsequent financial consequences to poor citizens destroyed the
community’s trust in police.24 The report describes one seemingly minor
police interaction with devastating personal consequences.

In the summer of 2012, a 32-year-old African-American man
sat in his car cooling off after playing basketball in a Ferguson
public park. An officer pulled up behind the man’s car,
blocking him in, and demanded the man’s Social Security
number and identification. Without any cause, the officer
accused the man of being a pedophile, referring to the
presence of children in the park, and ordered the man out of
his car for a pat-down, although the officer had no reason to
believe the man was armed. The officer also asked to search
the man’s car. The man objected, citing his constitutional
rights. In response, the officer arrested the man, reportedly at
gunpoint, charging him with eight violations of Ferguson’s
municipal code. One charge, Making a False Declaration, was
for initially providing the short form of his first name (e.g.,
“Mike” instead of “Michael”), and an address which, although
legitimate, was different from the one on his driver’s license.
Another charge was for not wearing a seat belt, even though
he was seated in a parked car. The officer also charged the
man both with having an expired operator’s license, and with
having no operator’s license in his possession. The man told
[DOJ investigators] that, because of these charges, he lost his
job as a contractor with the federal government that he had
held for years.25

The DOJ Ferguson report documents dozens of similar stories. After
reviewing tens of thousands of internal documents, officer emails, and
transcripts of hundreds of interviews, the DOJ report concluded that a system
of racially biased, petty harassment for citation dollars had replaced a
policing system focused on public safety. Change was recommended, and
community protestors demanded immediate action for a new type of policing.



A different systemic policing practice undermined community trust in New
York City. As the largest police force in the United States, NYPD regularly
draws scrutiny. But in a federal lawsuit over “stop and frisk” practices,
revelations of racial discrimination and systemic harassment came to light.26

In a 2013 decision, Floyd et al. v. City of New York, Judge Shira Scheindlin
of the United States Court for the Southern District of New York held that the
NYPD’s stop-and-frisk practices violated the Constitution.27 Judge Scheindlin
observed that the NYPD’s informal goal to target “the right people, the right
time, the right location” became in practice discrimination against poor
people of color.28

Judge Scheindlin’s findings revealed a demonstrated racial imbalance to
stop-and-frisk practices. Of the 4.4 million police stops conducted between
January 2004 and June 2012, 52% involved African Americans, 31% Latinos,
and 10% whites, even though as of 2010, the resident population was only
23% African American, 29% Latino, and 33% white.29 Of those stops,
contraband was recovered in only 1.8% of stops of African Americans, 1.7%
of Latinos, but 2.3% of whites.30 Weapons were seized in only 1.0% of stops
of African Americans, 1.1% of Latinos, but 1.4% of whites. Of all the stops,
only 6% resulted in an arrest and 6% in a summons, with 88% of police
contacts resulting in no further law enforcement action.31 Police used force in
those stops 23% of the time against African Americans, 24% against Latinos,
and 17% against whites. At the height of the stop-and-frisk program in New
York City, police conducted 686,000 stops a year, with the brunt of these
stops being felt by young men of color.32 Similar programs existed in other
big cities like Chicago, where the Chicago Police Department stopped
upward of 700,000 people in 2011.33

In addition to the federal lawsuit, this policing practice led to major
protests in communities impacted by the stop-and-frisk strategy. It also drew
attention to the physical and psychological fear that such aggressive policing
had on communities of color. The Center for Constitutional Rights—a
nonprofit organization that helped lead the Floyd litigation—documented the
impact on citizens’ trust of police.34 Two quotes from interviews with
community members show the personal and societal impact of aggressive
stop-and-frisk practices:

It makes you anxious about just being, walking around and



doing your daily thing while having a bunch of police always
there, always present and stopping people that look like me.
They say if you’re a young Black male, you’re more likely to
be stopped. So, it’s always this fear that “okay, this cop might
stop me,” for no reason, while I’m just sitting there in my
neighborhood.

—Joey M., a 25-year-old black man living in Central Harlem35

The sheer number of stops is actually ostracizing a huge
number of people who live in these communities that are
impacted by crime. It doesn’t make sense that you’re spending
so many man hours, so much energy and resources, to stop so
many innocent people and end up with very little output. The
number of guns that they found from the stops is extremely
small. So it just doesn’t seem effective.

—Manny W. (pseudonym), New York, New York36

These voices and hundreds like them changed the narrative of the stop-and-
frisk practice from one of aggressive crime control to abusive social control.
Calls for reform altered the 2013 mayor’s race and ultimately led to a
reduction in aggressive stop-and-frisk practices (with no resulting increase in
crime).

Similar stories of systemic racial discrimination and individual abuse can
be told in other jurisdictions. Prior to the Ferguson report, the Department of
Justice had investigated and taken corrective action against unconstitutional
police practices in more than a dozen cities. DOJ has launched 68 significant
investigations into local policing practice over 20 years.37 Allegations of
excessive force, discriminatory practices, unlawful stops, and unlawful
arrests have drawn federal attention and concern.38 Major police departments
in Seattle, Cleveland, New Orleans, Albuquerque, and Newark had
demonstrated patterns and practices of unconstitutional policing.39 Other
police departments such as those in New York and Philadelphia fell under
court-monitored consent decrees as a result of civil rights lawsuits.40 After the
protests over the death of Freddie Gray, DOJ investigated the Baltimore
Police Department and found systemic unconstitutional practices involving
stops, frisks, arrests, and the use of force.41 The Baltimore DOJ report



documents a pattern and practice of racially motived abuse of government
authority.42

In the face of long-standing claims of discrimination, systemic problems,
and rekindled rage, police leaders began looking for new strategies to reorient
policing. The status quo had been exposed as racially biased and unfair, and a
new paradigm was needed to replace it. In response to demonstrated human
bias, it is not surprising that the lure of objective-seeming, data-driven
policing might be tempting. In addition, police administrators were being
pushed from the inside to change policing structures and provide line officers
more tools to do their jobs. Officers expressed anger at a failure to train,
support, or even acknowledge the difficult jobs police were expected to do
every day. Just as communities demanded change, so did police officers who
felt caught in a trap between community rage and bureaucratic neglect.

Blue Lives Suffer
The backlash to the Black Lives Matter movement refocused attention on
policing and the danger of patrolling high-crime neighborhoods. Police
officers voiced frustration at staffing levels, training, and unrealistic
expectations when having to confront daily poverty, anger, and mental
illness. Police felt that their lives and the risks they took had been unfairly
devalued.43 After the tragic murder of five police officers protecting a
peaceful 2016 Black Lives Matters protest in Dallas, Texas, and then the
murder of three additional officers in Baton Rouge, Louisiana, a week later,
an equally powerful call was made to value police lives and the difficult job
they are called on to do.44

Take, as an example, the daunting task to police Chicago, Illinois. The city
has approximately 100,000 gang members, 700 rival gangs, a homicide rate
in 2015 of 17 persons killed per 100,000 (the national average is 5 per
100,000), and certain districts with homicide rates triple the city average.45 In
August 2016, the city recorded 90 homicides with over 400 shootings.46 Yet,
since March 2013, over $190 million has been cut from the police budget.47

This reduction meant training programs had to be cut, supervisory positions
ended, and rookie officers asked to police the most violent areas with the
least amount of training or support.48 Dropped off to patrol neighborhoods
they did not know and surrounded by residents who largely distrusted them,



the rookies emphasized physical force and physical control to establish
authority. Neither side could see the other as merely responding to the
systemic failure to provide adequate resources for community-based policing.
Such ineffective policing strategies also led to internal frustration with police
administration. The lack of training and resources led officers to believe they
were set up to fail.

In similar fashion, after the death of Freddie Gray, Baltimore saw a
dramatic spike in homicides.49 Police officers publicly complained about the
impact of the protests on previously sanctioned aggressive tactics. Tasked to
fight an increase in crime but concerned that officers might not only be
disciplined but criminally prosecuted by their fellow law enforcement
brethren, officers felt abandoned.50 One Baltimore police lieutenant, Kenneth
Butler, was quoted as saying, “In 29 years, I’ve gone through some bad
times, but I’ve never seen it this bad. [Officers] feel as though the state’s
attorney will hang them out to dry. . . . I’m hearing it from guys who were
go-getters, who would go out here and get the guns and the bad guys and
drugs. They’re hands-off now. . . . I’ve never seen so many dejected faces.”51

Nationally, police administrators sensed this growing frustration. The conflict
between black lives mattering and blue lives mattering undermined
established relationships and created calls for something new.

Despite these calls, the daily reality of policing did not change. Men and
women put on a uniform, entered a community, and saw all of the horror
humanity can offer. On an almost daily basis, police in urban areas witness
death, violence, and neglect. Predators hurt children, husbands hurt wives,
and children hurt each other. Blood. Bullets. Bruises. Rape. Anger. Fear.
Frustration. Mental illness. Addiction. Poverty. Despair. Every single shift.
As a professional class, police officers suffer this daily trauma without
sufficient mental health or social support.52 Police face frightening personal
experiences with their own physical safety at risk. Some studies suggest that
one-third to one-eighth of retired and active-duty police officers suffer from
posttraumatic stress disorder (PTSD) as a result of their jobs.53 This
unaddressed trauma, fear, and daily stress burdens officers who are required
to respond every shift to a new emergency.

And police administrators still had to fill those shifts. Police administrators
needed to do more with fewer officers. Demands for new tools increased, as
did the demand for “smarter policing.” Technology, as it has in other areas of
society, became the answer to growing officer complaints and financial



constraints. Technology promised to make hard jobs easier, so administrators
and line officers all bought in, hoping for the best. Big data and predictive
tools offered the chance to change the reality on the ground, but more
importantly, they offered some hope that change was possible.

Responding to Crisis with Innovation
Out of the tension of black lives’ frustration with police officers and blue
lives’ frustration with police administration, the lure of technology to add
objectivity to policing and to do more with less began to grow. “Smart
policing,” “intelligence-led policing,” and “data-driven policing” became
catchphrases and solutions for the future.54

At the center of this change in policing philosophy was William Bratton. If
you had to pick a single law enforcement visionary for the birth of big data
policing, Bill Bratton would be top on your list. First, as commissioner of the
NYPD in the 1990s, Bratton, along with Jack Maple, pioneered a very data-
centered approach to police management.55 Under CompStat (computer
statistics), district commanders reported crime statistics every week, and
police commanders evaluated benchmarks for crime reduction and arrest
rates in every precinct. Accountability for crime reduction based on crime
statistics became the primary focus of police management. Then, as chief of
police in Los Angeles, Bratton brought CompStat to the West Coast, and he
gave the green light to the first predictive policing experiments with the
LAPD.56 Finally, as police commissioner again in New York City in 2014, he
embraced an even more robust data-driven system of surveillance with the
NYPD.57 As a national figure and promoter of the original CompStat system
and the first generation of predictive policing, Bratton remains a singular
figure of data-driven influence.

But notable and largely ignored in the Bratton mythology is the reality that
each of the data-driven shifts grew out of crisis and a need to turn the page on
scandals that revealed systemic problems with policing tactics. In the 1990s,
New York City was facing high levels of crime and wide-ranging police
scandals that resulted in the Mollen Commission’s scathing report on
corruption in the NYPD.58 In 1993, the Mollen Commission determined that
the NYPD had “a deep-rooted institutional reluctance to uncover corruption
in the department” and concluded it had “abandoned its responsibility to



insure integrity.”59 Bratton took over the NYPD in 1994 and instituted the
CompStat program that same year.

When Bratton arrived in Los Angeles in 2002, the police department was
reeling from what Bratton himself called “corruption control.”60 Placed under
a federal consent decree in 2001, the LAPD had been rocked by the Rampart
scandal, which included allegations of widespread fraud, corruption, and
criminality among the LAPD gang unit.61 The entire police department had
been tarnished with legal and media scrutiny about “rogue cops.” A concern
about police corruption had resulted in a defensive and counterproductive
police culture. As Chief Bratton himself reflected on his challenge,

Crime was up and morale was down. The relationship with the
community was deplorable and line officers felt as though
their only mission was to answer assigned radio calls and to
stay clear of trouble. It was like a dysfunctional family where
everyone knows something is wrong, but they are powerless to
change the situation. Crime had risen for the three years prior
to my appointment as Chief. The officers appeared tired and
burned out from what was described by many as a relentless,
vindictive and unfair discipline system. The Department was
also suffering from lowered and poorly defined goals and
expectations.62

The solution to this malaise involved the creation of an LAPD data-driven
system of police management that evolved into the building blocks of
CompStat-West and then predictive policing.63 Data about crime, patrols, and
patterns began influencing police management. Data increased accountability
and professionalism and also reduced crime.

A similar pivot occurred in New York City after Judge Scheindlin declared
the NYPD’s stop-and-frisk practices unconstitutional. Judge Scheindlin’s
ruling came in August 2013, and Bratton took over as head of the NYPD four
months later. Appointed to oversee a police department buffeted by
allegations of racial discrimination with stop-and-frisk practices, again
Bratton doubled down on data-driven policing. Stop-and-frisk was out.
Predictive policing was in. Bratton ordered tens of thousands of crime-



mapping tablet computers for his officers.64 He oversaw the launch of a
cutting-edge, real-time crime command center in Manhattan. Data-based
policing, he argued, did not involve hunches or suspicion, and while critics
challenged the accuracy of these claims, “intelligence-led policing” was sold
as an acceptable alternative to the all-too-human practice of stop-and-frisk
policing.

The pattern of police scandal and technological response is repeating
again. Because of scandal over police violence and growing community
tension, the door to big data policing cracked open. Communities wanted
change. Officers wanted change. The times demanded change. And
technology offered change. Just as there was a need to turn the page from the
past, big data surveillance offered an answer. Data, and the lure of data-
driven solutions, became the hope for a better and smarter policing future.

A Changing Mind-Set
If big data technology has been a wave of hype and innovation, tension
between citizens and the police has been the undercurrent that allowed the
wave to grow more powerful. Yet there have always been strong currents
pushing new technologies forward.

From the early forms of data collection in the 1990s in New York City’s
CompStat program to modern predictive policing programs, three forces
helped spur interest in the first generation of big data policing. These societal
factors made it easier for jurisdictions across the country to embrace the
promise of new technology. None of these changes can be directly linked to
the unrest post-Ferguson (because all predate the tension), nor are they
related to the rise of commercial big data in the conventional sense. But these
changes in mind-set helped seed the field for greater acceptance of how data-
driven technology can improve law enforcement and reduce the tension
between police and the community.

First, police administrators partnered with academic researchers including
criminologists, sociologists, and law professors to study patterns of crime.65

Police chiefs opened themselves to learn from academics studying crime
patterns.66 Theories like environmental criminology, focused deterrence, and
pattern matching developed from academic settings into operational
practice.67



Formal partnerships in Chicago, Los Angeles, and New York to study
violence and gang networks significantly changed police practice on the
ground.68 These partnerships included developing data-driven metrics to
measure what works, building on a rich literature of proactive policing
theories.69 During the early 2000s, researchers promoted the idea that data
could lead the way to a smarter and cheaper law enforcement footprint.70 This
move toward intelligence-led policing, in turn, produced interest in crime-
mapping technologies and in “hot spot” policing. Geographically targeted
interventions began shaping police strategy, and the interest in data-driven
insights grew. The national interest in big data and predictive policing really
began accelerating in 2009 with the first National Institute of Justice (NIJ)
symposium on predictive policing,71 and from that time—mirroring the
growth of other data-driven technologies—adoption of predictive analytics
has rapidly increased across the country.

Second, the federal government provided millions of dollars in technology
grants to fund research and implementation of data-driven technologies.72

From small grants to examine predictive policing to large grants to modernize
data collection to experimental grants to examine body-worn cameras,
violence reduction efforts, and sex-trafficking, the government, through the
Department of Justice’s Bureau of Justice Assistance (BJA) and the NIJ, has
spurred innovation through grant making.73 The federal money allowed local
police departments to experiment without significant institutional cost to the
bottom line. In an era of cost-cutting, federal grants provided cost-free
technological advancement. This governmental largess also created
incentives for private companies to develop technologies to support law
enforcement, such that many big technology giants and several small start-up
companies now compete in the policing space to offer technology and
services.

Third, the technology improved in dramatic ways. As described in chapter
1, the potential of big data grows almost daily. Technology adapted from
mapping terrorists can now map local gangs. Large-scale databases of DNA,
iris scans, photos, and other biometrics can now capture exponentially more
personal data.74 All of these developing techniques encouraged interest in big
data policing. Each change promised greater accuracy, better information,
and more useful tools. While the underlying goal of collecting, cataloguing,
and using data about criminal actors is as old as policing, the new
technological tools offered to make the job easier and more efficient. This, in



turn, makes police officers and administrators more interested in the
possibilities, and this belief has spurred excitement, innovation, and faith in a
data-driven future.

Each of these factors adds to the argument that data-driven policing can
help turn the page on a moment of crisis in law enforcement. For police
chiefs, big data policing offers an escape, a talking point to shift the
conversation from the past to the future. For the community, big data offers a
more objective way to solve the very human problem of biased policing. For
the media, it offers endless buzz-worthy headlines about futuristic “Minority
Report” policing.75 And for technologists, it offers a new world of opportunity
and innovation. The time for big data policing has arrived. The only question
is what it might look like in the real world.



3

Whom We Police

Person-Based Predictive Targeting

We could name our top 300 offenders. . . . So we will focus on those individuals, the
persons responsible for the criminal activity, regardless of who they are or where they
live. . . . We’re not just looking for crime. We’re looking for people.

—Police Chief Rodney Monroe, Charlotte-Mecklenburg, North Carolina1

The Violence Virus

A knock on an apartment door. A man gives the prognosis to a worried
mother. Your son might die. He is at grave risk. Others he knows have
already succumbed. An algorithm has identified the most likely to be
stricken. He is one of a few thousand young men who may die.2 In Chicago,
Illinois, this scene has played out hundreds of times at hundreds of doors. The
danger, however, is not some blood-borne pathogen. This is not a doctor
giving a cancer diagnosis but a police detective giving a life diagnosis.
Violence is contagious, and you are exposed. As a young man in Chicago,
due to your friends, associates, and prior connection to violence, you have
been predicted to be the victim or perpetrator of a shooting. Your name is on
the “Strategic Suspects List,” also known as the “heat list,” and a detective is
at your door with a social worker and a community representative to tell you
the future is not only dark but deadly.3 A vaccine exists, but it means turning
your life around now.

In Chicago, 1,400 young men have been identified through big data
techniques as targets for the heat list.4 Software generates a rank-order list of
potential victims and subjects with the greatest risk of violence.5 In New
Orleans, Palantir has partnered with the mayor’s office to identify the 1% of
violent crime drivers in the city.6 In Rochester, New York, and Los Angeles,



similar techniques are being used to identify juveniles who might be involved
in repeated delinquent activity.7

This is the promise of big data policing. What if big data techniques could
predict who might be violent? What if a policing system could be redesigned
to target those who are at-risk in a neighborhood before the shooting occurs?
This is the theory behind “person-based targeted policing.”

This chapter examines how big data policing alters whom we police.
Person-based predictive policing involves the use of data to identify and
investigate potential suspects or victims. Part public health approach to
violence and part social network approach to risk assessment, big data can
visualize how violence spreads like a virus among communities. The same
data also can predict the most likely victims of violence. Police data is
shaping who gets targeted and forecasting who gets shot.

While these predictive technologies are excitingly new, the concerns
underlying them remain frustratingly old-fashioned. Fears of racial bias, a
lack of transparency, data error, and the distortions of constitutional
protections offer serious challenges to the development of workable person-
based predictive strategies. Yet person-based policing systems are being used
now, and people are being targeted.

Focused Deterrence
Only a tiny percentage of people commit violent crime.8 Police tend to know
the people who commit those crimes, but the difficulty has always been
getting “the criminals” to know that the police know they are committing the
crimes. Enter “focused deterrence”—a theory that seeks to understand and
dismantle the networks of criminal actors that drive violent crime.9 Focused
deterrence involves a targeted and explicit message to a narrow slice of the
population that police, prosecutors, and the community know who is engaged
in violence and that the killings must end.

In 2012, Kansas City, Missouri, implemented a bold data-driven, focused-
deterrence experiment.10 After suffering from a homicide rate two to four
times the national average, Kansas City decided to target the particular men
causing the violence in the city. With funding from the Department of
Justice’s Bureau of Justice Assistance (BJA), the Kansas City Police
Department used advanced social network analysis to visualize the at-risk



men responsible for the violence.11 In Kansas City, the focused-deterrence
process had three steps: (1) identify criminal actors, (2) give notice to those
actors that police are aware of their activities and offer social services, and
(3) arrest, prosecute, and punish those individuals who were warned but
ignored the warnings.12

In step one, police generated a target group of suspects believed to be
involved in murders, shootings, or other serious assaults. Police then looked
through police records to determine who had been arrested with these men.13

These “co-arrestees” (people arrested at the same time) tended to be close
associates, even if they had not been involved in the original crime. Police
then replicated the co-arrest analysis going out another level to see everyone
the co-arrestee had been arrested with at any time. The full social network of
associates thus extended three levels out with targets, co-arrestees, and then
co-arrestees of the co-arrestees included. Information about gang association,
prior criminal history, and other data about the individuals filled out the
creation of this citywide social network data set.14 Once identified from this
police data, these targets became the focus of law enforcement attention.

In 2014, Kansas City police selected 884 identified individuals for
focused-deterrence intervention.15 Community “call-in” events hosted by
prosecutors, police, and community leaders welcomed targeted suspects to
listen to a warning about continued violence.16 Part threat, part intervention,
part “scared-straight” lecture, call-in events provided clear notice—any
further violence would result in a harsh penalty for everyone in the network.
More than 16% of the targets attended these events.17 Almost two-thirds met
face-to-face with a social-service provider.18 The targets had been warned and
told they were the problem and that they would be taken out of society if the
violence continued.

Tyrone C. Brown was one of the targets.19 As reported by the New York
Times, Brown accepted the invitation of his probation officer to attend a call-
in meeting.20 In a large auditorium with other targeted men, police confronted
him with a blown-up mug shot of himself. The image linked him to a local
homicide with a none-too-subtle message that police suspected him of
violence and would tolerate no more. The intervention continued the next
week when police confronted Brown at a meeting arranged by his social
worker. The message became even more pointed. Police warned that they
knew Brown was a leader of his crew but also knew he could lead his
associates away from a life of violence.21 He could make the choice, but he



had to make the choice immediately. If he made the wrong one, police and
prosecutors would use all of their leverage to punish him.

Mario Glenn learned about punishment the hard way.22 After attending a
call-in and being warned, Glenn then found himself caught in a police sting.
He robbed a confidential informant of a gun and was arrested. On the basis of
his status as one of those who had been targeted by the focused-deterrence
project, prosecutors sought the maximum prison sentence possible under the
law.23 Such is the high cost of the program. Swift deterrence in theory means
harsh justice in practice.

Brown took the other path and steered away from crime. Others have
followed. Compared to the previous three years, homicide rates fell 26.5% in
Kansas City. By the end of 2014, the homicide rate had dropped to levels last
seen in 1972.24 Unfortunately, homicides spiked again in 2015, and shootings
have been trending upward.25

The Heat List
A different algorithm selects the young men on Chicago’s heat list.26

Designed by Miles Wernick of the Illinois Institute of Technology (IIT), the
heat list uses 11 variables to create risk scores from 1 to 500.27 The higher the
score means the greater the risk of being a victim or perpetrator of gun
violence. Who gets shot? The algorithm knows. And the heat-list algorithm
has been tragically accurate. On a violent Mother’s Day weekend in 2016,
80% of the 51 people shot over two days had been correctly identified on
Chicago’s heat list.28 On Memorial Day 2016, 78% of the 64 people shot were
on the list.29 Using the heat list, police have prioritized youth violence to
intervene in the lives of the most at-risk men.

Because of the Chicago heat list’s algorithmic approach to focused
deterrence, it has become a leading example of big data policing. Although
starting out focusing on co-arrests like in Kansas City, the heat list has grown
in complexity and scale. The algorithm remains a police secret, but reportedly
the factors include past criminal history, arrests, parole status, and whether
the target has been identified as part of a gang.30 Everyone in the early lists
had some criminal involvement. As described by the Chicago Police
Department, “The software is generated based on empirical data that lists
attributes of a person’s criminal record, including the record of violence



among criminal associates, the degree to which his criminal activities are on
the rise, and the types of intensity of criminal history.”31 The algorithm ranks
these variables to come up with a predictive score of how “hot” individuals
might be in terms of their risk of violence.

Selection to the heat list can be accompanied by a “custom notification
visit.”32 As described at the beginning of this chapter, it involves a home visit,
usually by a senior police officer, a social worker, and a member of the
community (perhaps a football coach or pastor). During the visit, police hand
deliver a “custom notification letter” detailing what the police know about the
individual’s criminal past, as well as a warning about the future.33 As
described in another police department document, “The Custom Notification
Letter will be used to inform individuals of the arrest, prosecution, and
sentencing consequences they may face if they choose to or continue to
engage in public violence. The letter will be specific to the identified
individual and incorporate those factors known about the individual inclusive
of prior arrests, impact of known associates, and potential sentencing
outcomes for future criminal acts.”34 These custom notification letters
symbolize formal messages of deterrence written in black and white. Mess up
and you will be prosecuted to the fullest extent of the law. The message is
also quite personal. You—the person named in the letter—are known by
police and are being watched.

Because of the heat list’s prominence in the national discussion about
predictive policing, a few of the problems with the practice have emerged.
For example, the Chicago Tribune reported on the story of Robert McDaniel,
a 22-year-old man who was visited by a police commander at his home.35

Like others on the heat list, he was warned to avoid a criminal path. The only
problem was that McDaniel was not a hardened criminal. He had one
misdemeanor conviction but had been placed on the heat list anyway. When
he inquired about why he ranked high enough to warrant a visit, he was
informed that his inclusion stemmed from the shooting death of his best
friend a year ago.36 His personal loss increased his risk of violence, according
to the algorithm.

Others find themselves on the list for more obvious reasons. The New York
Times profiled the death of aspiring rapper Young Pappy, aka Shaquon
Thomas, a young man of 19 who had been arrested numerous times, had been
shot, and at the time of his death was involved in an ongoing gang feud.37

Young Pappy’s heat-list score was 500+ (the highest number), and the



prediction proved tragically accurate.38 He was shot just weeks before he was
scheduled to receive a custom notification visit.

Chicago has been a laboratory for this person-based prediction model. As
Chicago police commander Jonathan Lewis publicly stated, the heat-list
algorithm “will become a national best practice. This will inform police
departments around the country and around the world on how best to utilize
predictive policing to solve problems. This is about saving lives.”39

But the hard reality is that violence in Chicago has only increased. In fact,
2016 has seen a heartbreaking uptick in violent shootings, leading to public
criticism of the model.40 Questions remain about the program’s effectiveness
and in particular whether enough has been done to remedy the social and
economic risks identified. For example, there exists the open question of
whether the algorithm adequately distinguishes between targets who are
“high risk” (those who might get shot) and those who are “high threat” (those
who might shoot). Intensive surveillance and police intervention for those
who might be victims may not be as important as targeting those who might
engage in violence. But if the heat-list formula counts the risk and threat
equally, police resources may be misdirected.

In 2016, the nonprofit RAND Corporation examined the initial iteration of
the heat-list system involving just social network co-arrests.41 RAND found
that as applied, the heat list 1.0 showed little predictive accuracy.42 The
system predicted 426 “hot” names, but the forecast did not turn out to be
accurate. Worse, police did not follow up with custom notification letters or
other social services to assist these individuals. Instead, the list became a
shorthand “most wanted list” to arrest suspects. As the RAND reported
concluded, “The main result of this study is that at-risk individuals were not
more or less likely to become victims of a homicide or shooting as a result of
the SSL [Strategic Suspects List], and this is further supported by city-level
analysis finding no effect on the city homicide trend. We do find, however,
that SSL subjects were more likely to be arrested for a shooting.”43 In fact, as
shootings escalated in 2016, Chicago police began rounding up people on the
heat list.44 In May 2016, after weekend after weekend of double-digit
shootings, Chicago police arrested close to 200 people on the heat list.45

Stepping back, two important insights arise from the heat-list experiment.
First, the public health approach of mapping social networks of violence may
successfully identify those who might be involved in violence. While the



RAND study showed that the heat list 1.0 did not appear to be successful, the
predictive model has since evolved.46 The Chicago Police Department
reported that “so far [in 2016], more than 70 percent of the people who have
been shot in Chicago were on the list, as were more than 80 percent of those
arrested in connection with shootings.”47 If true, that is an impressively
accurate prediction of who might be involved in violence.

Second, studying the data to forecast who might be engaged in violence
does not automatically end the violence. Custom notifications, while well
meaning, may not have the intended effect if not implemented with a focus
on addressing underlying social needs. The second step of providing
interventions, resources, and redirection must also accompany the risk
identification. Without targeted (and funded) social-service interventions, the
algorithm just became a targeting mechanism for police. Plainly stated,
mapping the social network of violence may be easier than ending the
violence. Data identifies the disease but offers no cure.

Math and Murder
An example of a more successful, holistic approach to reducing violence can
be found in New Orleans, Louisiana, once the murder capital of the United
States.48 In 2013, the Big Easy averaged 1.46 shootings a day, and Mayor
Mitch Landrieu turned to data to get a handle on the societal problems
driving violence in the city.49 The city’s ambitious public health approach to
violence relied on insights from Palantir technologies, which identified
largely hidden relationships in already-existing city databases.50

Mayor Landrieu’s project—NOLA for Life—began with data.51 Because
the data sources included large-scale city systems with continuously
generating records, Palantir engineers had to carefully integrate existing
police and public-safety data into the system. This data included police calls
for service, electronic police reports, probation and parole records, sheriff’s
office arrest and booking records, gang databases, field information cards,
ballistics, and the current case-management system.52 The analysts also added
community and infrastructure details, including the location of schools,
hospitals, libraries, parks, police districts, liquor stores, and even streetlights.

Using crime-mapping software, particular violent hot spots were
identified.53 Using social network analysis, particular individuals were



identified as being most likely to be victims of violent crime. Like Kansas
City and Chicago, in New Orleans analysts could identify particular
individuals at risk for violence. Analysts predicted they could identify
between 35% and 50% of the likely shooting victims from a subpopulation of
3,900 high-risk individuals.54 In addition, linkages between these individuals
in terms of rivalries, retaliations, and relationships could explain why these
men were in danger. Analysts using Palantir systems identified 2,916
individuals from the general New Orleans population of 378,750 (the 2013
city estimate) most likely to be the victim of homicide.55

The data insights, however, continued beyond people. On the basis of the
Palantir analysis, the Fire Department increased its presence around particular
schools, and the Department of Public Works repaired missing streetlights.
The Health Department targeted high-risk schools for violence prevention,
and police mapped gang territory to identify areas of tension.56 Alcoholic-
beverage enforcement targeted liquor-store violations, and neighborhoods
were targeted for street cleanup. All of these localized interventions came
from the same data set that mapped crime, governmental services, and public
infrastructure.57

Building from the data, the city launched a holistic strategy to address
violence reduction focused on those who were identified as being most at
risk. Some focused-deterrence policies were implemented with call-ins, “stop
the shooting meetings,” and police targeting of suspected offenders. Since
2013, a multiagency gang unit has indicted 110 targeted gang members.58 But
a host of other, non-law-enforcement social-services programs also were
enacted (and funded). These programs included violence-reduction measures
involving mediators, violence interrupters, community first responders, and
other individuals who worked to defuse conflict and thus prevent retaliatory
shootings. City officials also improved social-services programs addressing
family violence, mentoring, fatherhood classes, behavioral interventions, and
other mental and physical health concerns for those who were at risk.
Programs focused on redirecting tension in public school by addressing
trauma and on building restorative justice principles into discipline systems.
All told, New Orleans adopted 29 different programs focusing on family,
school, job training, reentry, and community and economic development.59

The goal of all of the changes was to target those individuals most at risk of
committing violence and then to provide alternatives, support, and an
opportunity to change.



From 2011 to 2014, New Orleans saw a 21.9% reduction in homicide, a
better statistic than could be found in similar big cities such as Baltimore, St.
Louis, Newark, or Detroit.60 More impressively, the city saw a 55% reduction
in group or gang-involved murders.61

Targeting Bad Apples
In downtown Manhattan, an experimental prosecution unit has begun
rethinking how to reduce violent crime. Under the leadership of district
attorney Cyrus Vance Jr., the Manhattan District Attorney’s Office created
the Crime Strategies Unit (CSU) to target the bad apples in communities and
take them out by any means necessary.62 Call it the “Al Capone” approach to
crime, only the targets are young men suspected of violence, not national
mob bosses. Dubbed “intelligence-driven prosecution,” police, prosecutors,
and analysts target individuals for incapacitation and thus removal from
problem areas of the city.63

Analytical and aggressive, CSU prosecutors build cases against the
primary crime drivers in a neighborhood. First, crime data allows prosecutors
to isolate high-violence areas for scrutiny. By crunching police crime data
and mapping neighborhoods, prosecutors identify particular hot spots of
violence. These areas become known as “Bureau Based Projects” (BBP).64 A
small team of prosecutors oversees each BBP and coordinates intelligence
gathering in the area. These prosecutors work closely with the main CSU
staff and may or may not take the cases that result from NYPD making
arrests in the hot-spot areas. A “violence timeline” is created for each area,
highlighting the past pattern of violence between groups, gangs, and
individuals.65 The timeline lists details of each shooting with suspects,
victims, and facts, along with time, location, and date.

Second, as in Kansas City and Chicago, particular individuals are
identified for police attention. Each BBP selects ten or so “priority
targets”—“people whose incapacitation by the criminal justice system would
have a positive impact on the community’s safety and/or quality of life.”66

Field intelligence officers, detectives, and patrol officers help identify the
priority targets for removal.67 These individuals have at least five criminal
convictions and a history of violence. Some have been uncooperative victims
of past shootings. Others are associated with gangs or criminal groups. A



“target tracker” of each young man populates the data system with photos,
prior criminal history, and other personal information.68 These individuals
become the targets. Like Al Capone, who eventually faced prosecution for
tax-evasion charges rather than the more violent crimes he engaged in, these
priority targets do not have outstanding arrest warrants and cannot be arrested
based on existing evidence.

Prosecutors input the names of priority targets into an “arrest alert
system.”69 This arrest alert system then allows prosecutors to know if a target
has been arrested. Routine fingerprinting keyed to a person’s criminal history
(rap sheet) triggers the alert. Under the old system, if a target got arrested for
scalping Broadway tickets or simple assault (or some other minor offense),
line prosecutors would have no way of knowing the level of threat posed by
the individual. Now, alerts (usually an email) inform prosecutors throughout
the office that a wanted target has entered the criminal justice system. The
arrest alert system triggers a process whereby all the power of the
prosecutors’ office can be used to incapacitate the individual.70 Enhanced bail
applications can be used to argue for pretrial detention. Additional charges
can be added to ratchet up pressure to plead guilty. Harsher sentencing
recommendations can be sought to increase punishment. Even after
sentencing, prosecutors are alerted to a defendant’s release, so that the
Manhattan parole system can monitor reentry back into society.

Data sharing also allows a more comprehensive intelligence-gathering
operation. A new data system allows over 400 prosecutors to prosecute
85,000 cases a year.71 Information about cases, suspects, neighborhoods,
witnesses, gangs, nicknames, rivalries, crimes, tips, and a host of other data is
coordinated through shared searchable databases. Prosecutors debrief
individuals in the arrest alert system, looking for more information about
networks of violence.72 Photos of criminal associates, social media postings,
and other tips become part of the data-collection system. NYPD police
commissioner William Bratton called it a “seamless web” of shared data
between police and prosecutors and termed the partnership one of “extreme
collaboration.”73 Inspired by the sabermetrics approach to baseball and
finance, Cy Vance Jr. likened it to a “Moneyball” approach to crime
fighting.74

On a few occasions, this person-based targeting has led to large-scale
arrests and prosecutions. Utilizing the intelligence-driven prosecution
platform, the Manhattan District Attorney’s Office has prosecuted several



violent gangs in New York City. In one case, the District Attorney’s Office in
collaboration with the NYPD studied violence patterns, gang activity, and
even social media before indicting 103 members of local crews.75 In 2014, the
prosecution of these youth gangs for homicides and shootings in West
Harlem stood as the largest gang conspiracy indictment in New York City
history.76

New York City has seen record low crime levels both before and after
implementation of the intelligence-driven prosecution methods. Violence
rates remain low in the targeted microareas, and shootings have dramatically
declined. As a result of the initial success in Manhattan, the concept of
intelligence-driven prosecution is being replicated across the country. In
Baltimore, San Francisco, Philadelphia, Richmond, and Baton Rouge,
intelligence-driven prosecution is using data to target the bad apples for
removal from society.77

Theories of Predictive Targeting
The preceding examples show how person-based predictive targeting can
work. Person-based predictive targeting builds off two foundational insights.
First, by digitally mapping social networks of individuals, police can identify
those most at risk to be involved in violence. Second, within those networks,
a subpopulation can be algorithmically identified as being at even higher risk.
By targeting those highest risk individuals—using either a public health
approach or a prosecution approach—future criminal activities can be
reduced.

Social network theory claims a long lineage of sociological research to
back up its claims. From early experiments in Boston, Massachusetts, with
the Boston Ceasefire Project, to modern Chicago, the idea that small,
identifiable groups of people pose greater risk for violence than others has
been well established.78 One homicide study in Chicago found that “more than
40 percent of all gun homicides in the study occurred within a network of
3,100 people, roughly 4 percent of the community’s population. Simply being
among the 4 percent increased a person’s odds of being killed by a gun by
900 percent.”79 Reasons for this heightened risk came from living in gang
areas, associating with gangs, and being involved in drug-related criminal
activities. Almost all of the individuals at highest risk were men. In Chicago,



almost all were men of color.
As Andrew V. Papachristos has theorized, the key to gang violence is to

understand the interaction between “the corner and the crew.”80 The corner is
the part of the neighborhood that gangs protect. The crew is the young men
who tended to act to defend themselves, their pride, or their territory.81

Knowing the geographic friction between gangs and knowing the patterns of
retaliatory action can allow police to understand the larger patterns of
seemingly senseless violence.82 When crunched into numbers, this
understanding can lead to predictions of subgroups most at risk of harm.

Person-based predictive targeting takes this insight to the next level of
granularity, drilling down to focus on particular risky individuals.
Sociologists recognized that a violence-reduction strategy based on gang data
could target individuals at a very micro level.

From [a violence reduction strategy (VRS)] perspective, going
to the city’s disadvantaged and high-crime communities to
look for street gangs was not a focused strategy. Rather, VRS
sought to use the available data to determine which individuals
and which groups were involved in current and ongoing
shootings to provide precise and strategic points of
interventions. Thus, knowing that “gangs in Englewood” were
fighting was insufficient. VRS wanted to know whether a
dispute between the Disciples on 67th Street and a “renegade”
set of Disciples from 71st Street was responsible for the
violence. The entire premise of changing the street dynamics
behind gun violence in Chicago is first to use data to
determine the actors and disputes of said violence and then to
bring the VRS message directly to those involved groups.83

Intervening before the 67th Street Disciples retaliated for an assault by the
71st Street Disciples could reduce crime. Designing custom notification
letters that recognized not only a young man’s connection with the 67th
Street Disciples but also individual criminal history, social factors, and risk
score made the entire data-driven enterprise very personal.

Person-based predictive targeting takes these insights and operationalizes



them for police. Big data systems can crunch the wealth of accumulated data
about criminal activity and prioritize who gets targeted. Lists can be
generated for intervention, surveillance, or prosecution. Personalized dossiers
can be created to monitor the most violent and dangerous people in a city, so
that in any given jurisdiction, police can visualize the people driving crime
and develop targeted strategies to intervene and disrupt them. This is the
great promise of predictive policing—data can inform strategies to reduce
violence in a more targeted and cost-efficient manner.

The open question is how to use the data. The Chicago RAND study
suggests that the initial heat list did not adopt a true public health model but
instead devolved into a most-wanted list for arrests.84 Police administrators
were not provided resources or even instruction about what to do with the
people on the lists, and social services did not follow. A precise identification
of the problem areas and people did little to stop the shootings because no
resources or training had been provided about what to do next. In contrast,
the more holistic project in New Orleans did much more than identify the
high-risk people in a community. By using public data to address factors that
created an environment for crime, the New Orleans project looked to widen
the lens of big data technologies. Funding public resources to respond to the
underlying economic and social problems appeared to offer more long-term
solutions. Big data alone cannot stop the shooting without resources to
address the underlying causes of violence.

Who Gets Targeted?
The question of who ends up on the heat list raises difficult questions about
racial justice. Burglaries and car thefts may occur across the city (including in
wealthy neighborhoods), but shootings cluster in poor neighborhoods. In
Chicago and New York City, where poverty correlates with communities of
color, predictive policing and intelligence-driven prosecution results in a
focus on minorities.

Some of the reason for this racially disparate result is that young men of
color constitute the vast majority of victims of violence.85 The shooting deaths
in Chicago and New York involve African American and Latino men, gang
members, and the innocent residents of the inner city, all of whom belong to
poor communities of color. But another reason involves the disproportionate



police contact that permeates life in major urban cities.86 While race would
never be included as part of the algorithm, many of the variables (police
contacts, prior arrests, gang affiliations) directly correlate with racially
discriminatory law enforcement practices. If the data is colored black, it
means that the predictive policing systems (using that data) could generate
biased results.

So the question arises about how to disentangle legacy police practices that
have resulted in disproportionate numbers of African American men being
arrested or involved in the criminal justice system. As civil liberties lawyer
Hanni Fakhoury stated, the concern is that the data-collection process reifies
bias:

It ends up being a self-fulfilling prophecy. . . . The algorithm
is telling you exactly what you programmed it to tell you.
“Young black kids in the south side of Chicago are more
likely to commit crimes,” and the algorithm lets the police
launder this belief. It’s not racism, they can say. They are
making the decision based on what the algorithm is, even
though the algorithm is going to spit back what you put into it.
And if the data is biased to begin with and based on human
judgment, then the results the algorithm is going to spit out
will reflect those biases.87

Again, if input data is infected with racial bias, how can the resulting
algorithmic output be trusted?

Interconnected racial realities result in a criminal justice system that
arrests, prosecutes, and incarcerates more people of color than a race-blind
system should. One ACLU study showed that despite equivalent rates of
marijuana use by all races, African Americans were 3.73 times more likely to
be arrested for marijuana possession than whites were.88 In some states, that
figure went up to 8.34 times.89 The same study reported that “92% of
marijuana possession arrests in Baltimore City, MD, were of Blacks; 87% in
Fulton, GA (includes Atlanta); 85% in Prince George’s, MD; 83% in Shelby,
TN (includes Memphis); and 82% in Philadelphia, PA.”90 Another study,
conducted by the Vera Institute in New Orleans, showed that over a five-year



period, African Americans accounted for 94% of the felony marijuana arrests
and 85% of the overall marijuana arrests despite constituting only 58.5% of
the population.91

Recent statistics from the Sentencing Project’s 2016 report The Color of
Justice demonstrate continued racial disparity in stark terms:
 

• African Americans are incarcerated in state prisons at a rate that is 5.1
times the imprisonment of whites. In five states (Iowa, Minnesota, New
Jersey, Vermont, and Wisconsin), the disparity is more than 10 to 1.
• In twelve states, more than half of the prison population is black:
Alabama, Delaware, Georgia, Illinois, Louisiana, Maryland, Michigan,
Mississippi, New Jersey, North Carolina, South Carolina, and Virginia.
Maryland, whose prison population is 72% African American, tops the
nation.
• In eleven states, at least 1 in 20 adult black males is in prison. . . .
• Latinos are imprisoned at a rate that is 1.4 times the rate of whites.92

Such disproportionate minority contact with the criminal justice system seeds
the algorithms that generate heat-list-inspired predictive models. If prior
convictions count as objective factors for dangerousness, then these statistics
matter not just for past crime but for future predictions.

The same is true for predictive systems reliant on arrests or police contacts.
For decades, studies in states as diverse as West Virginia, Illinois, Minnesota,
and Texas have demonstrated that racial bias impacts policing discretion.93

Traffic stops, pedestrian stops, and police contacts all fall on communities of
color harder than on whites.94 This is true even though less contraband is
found on persons of color than on whites. In one Minnesota study, the hit rate
for whites who were stopped and searched by police was 23.53%, but the rate
was only 11.17% for African Americans.95 In West Virginia, African
Americans and Latinos are 1.5 times more likely to be stopped and 2.5 times
more likely to be searched than whites, despite being less likely to have
contraband.96 If criminal justice contacts count as inputs in the risk model,
then the same disproportionate impact will be observed in output data. In
fact, those discriminatory data patterns will train the algorithms for future



predictions, further obscuring the underlying bias.
Race distorts judgment. Recent studies into implicit bias confirm that the

result does not come from explicit racial animus but deep-seeded,
unconscious, implicit associations that cause people of color to be viewed
more suspiciously than whites are.97 Implicit-bias studies have demonstrated
that all people, of all races and education levels, share implicit associations of
groups and that these unconscious influences shape decision making and
judgment calls.98 Police officers—of all races—share these human frailties
and, thus, largely unknowingly replicate racial inequities in policing. This
implicit bias shapes the raw material entering predictive systems and, thus,
determines who gets targeted.

The same type of misjudgment holds true for gang identification, another
critical input for algorithmic police targeting. Going to school with a gang
member or being the cousin of a gang member or being “an associate” of a
gang member remains an easily permeable distinction. If that connection
results in being labeled a gang member in a gang database, such an error can
have negative impacts on otherwise-law-abiding citizens. In a news story
about the heat list, one Chicago police lieutenant described his discomfort
upon learning that his own son had been mistakenly labeled a gang member
by the police.99 The California state auditor found the CalGang database to be
filled with errors including identifying 42 infants as gang members.100 The
state auditor found systemic failures in the way gangs and gang members
were identified, as well as weaknesses in training, policies, accountability,
and security of the data.101

Predictive targeting, thus, raises the fundamental question of whether such
algorithmic risk assessments can avoid being racially discriminatory. Studies
of other criminal justice risk-assessment models provide little comfort.
Investigative reporters at ProPublica examined pretrial risk-assessment scores
for arrestees in Florida to see whether racial bias infected the algorithms.102

Risk-assessment scores have become a common tool to help judges
determine who should or should not be released from custody pending trial.
A high risk score makes it more likely that a judge will hold the defendant in
jail without bond.103 A low score makes it more likely that the defendant will
be released. Like person-based predictive targeting, the inputs include
socioeconomic factors that correlate with structural racism and poverty.

The ProPublica investigators reviewed more than 7,000 risk scores in



Broward County, Florida, in 2013–14 and compared them with actual
outcomes two years later.104 The goal was to see if a predicted outcome (for
example, high risk of recidivism) accurately predicted whether the person
would reoffend (be rearrested within two years). The risk assessments largely
failed. For violent crime, only 20% of the people deemed “high risk for
reoffending” did so, although for nonviolent crime, the arrest rate rose to
61%.105

More troublingly, however, the algorithm falsely assessed African
American defendants as high risk at almost twice the rate as whites.106

Conversely, white defendants were also deemed low risk more than African
Americans were. The reason for this racial discrepancy involves the raw data
going into the model. In Broward County, a series of “criminogenic needs”
were assessed. These needs involved judgments about criminal personality,
substance abuse, social isolation, and stability, as well as questions about
whether the subject had parents in jail or prison or friends who use drugs or
whether the subject got into fights in school.107 The questions—which made
up the data points for risk—while explicitly designed not to focus on race,
encompassed socioeconomic risk factors that correlated with structural
poverty, unemployment, and instability. So, as the ProPublica article details,
an unemployed 18-year-old African American woman with no prior record
(but an unstable family situation) might rate as a higher risk than an older
white man with a job, despite the fact that the older man had several prior
criminal convictions.108 In that case, and in others, the risk-assessment
prediction got the outcome wrong.

Yet this criticism of risk assessments has itself been criticized.109 One
academic study showed that while the ProPublica article exposed anecdotal
inequities, its larger conclusions resulted from methodological flaws.110 Using
the same data, these researchers showed that the risk-assessment mechanisms
themselves did not show predictive bias by race. As a pure mathematical test,
no evidence of bias was found in the algorithm itself.111 White or black,
people with the same risk factors received similar risk scores. Yet the
difficulty is that the data going into the system reflected existing societal
inequities and bias. As Anthony Flores, a criminologist and author of the
critical study, stated, “Perhaps, what looks to be bias is not in the tool—it’s in
the system.”112 So, while the risk-assessment instrument might not itself be
racially biased, the data going into the algorithm might still replicate existing
societal racial inequities, creating a disparate outcome.



Sonja Starr has forcefully challenged the growing reliance on risk
assessments used for sentencing, finding fault with any use of “demographic,
socioeconomic, family, and neighborhood variables to determine whether and
for how long a defendant is incarcerated.”113 As she wrote in an important law
review article challenging what has come to be known as evidence-based
sentencing,

The technocratic framing of [evidence-based sentencing]
should not obscure an inescapable truth: sentencing based on
such instruments amounts to overt discrimination based on
demographics and socioeconomic status. . . .

. . . The use of these and other variables, such as family and
neighborhood characteristics, is also troubling on policy
grounds. Equal treatment of all persons is a central objective
of the criminal justice system, and [evidence-based
sentencing] as currently practiced may have serious social
consequences. It can be expected to contribute to the
concentration of the criminal justice system’s punitive impact
among those who already disproportionately bear its brunt,
including people of color. And the expressive message of this
approach to sentencing is, when stripped of the anodyne
scientific language, toxic. Group-based generalizations about
dangerousness have an insidious history in our culture, and the
express embrace of additional punishment for the poor
conveys the message that the system is rigged.114

Evidence-based or risk-based or data-based criminal justice systems all share
the same underlying bias problem. Relying on socioeconomic variables in a
jurisdiction where socioeconomic conditions correlate with race will lead to a
racially discriminatory result, even without any discriminatory intent.

Big Data Blacklisting
The concern that person-based big data analytics might contribute to false-
positive stops, investigations, and arrests has made many people wary of the



technology. Accurate “black box” targeting is unsettling. Inaccurate “black
box” targeting is terrifying. Police data remains rife with error, and adding
predictive analytics to faulty data can only exacerbate the fear. Like Robert
McDaniel or the Chicago police lieutenant’s son, people will be placed on
these target lists erroneously.

Any discussion of the impact of big data policing must confront data
error.115 Data-quality problems plague all data-driven systems, and police
systems are no different.116 In fact, because of the volume of data coming in,
the complexity, and the lack of resources to cleanse or correct mistakes, these
systems are more likely to contain mistakes. Even the FBI’s arrest records,
which are routinely used for background checks, contain hundreds of
thousands of mistakes.117 Supreme Court justice Ruth Bader Ginsburg warned
of the danger arising from reliance on expanding police electronic databases:

Electronic databases form the nervous system of contemporary
criminal justice operations. In recent years, their breadth and
influence have dramatically expanded. Police today can access
databases that include not only the updated National Crime
Information Center (NCIC), but also terrorist watchlists, the
Federal Government’s employee eligibility system, and
various commercial databases. Moreover, States are actively
expanding information sharing between jurisdictions. As a
result, law enforcement has an increasing supply of
information within its easy electronic reach.

The risk of error stemming from these databases is not slim.
Government reports describe, for example, flaws in NCIC
databases, terrorist watchlist databases, and databases
associated with the Federal Government’s employment
eligibility verification system.

Inaccuracies in expansive, interconnected collections of
electronic information raise grave concerns for individual
liberty. The offense to the dignity of the citizen who is
arrested, handcuffed, and searched on a public street simply
because some bureaucrat has failed to maintain an accurate
computer data base is evocative of the use of general warrants
that so outraged the authors of our Bill of Rights.118



Individuals targeted because of police error will find it difficult to challenge
the mistake, because currently the law makes it extremely hard to correct
negligent record-keeping errors.119 Worse, because of the secrecy of police
databases, no independent auditing system exists to challenge their accuracy.
The lack of transparency directly hinders attempts at accountability.

Fairness matters. Government decision making without fairness or
accountability strikes at the core of due process protections. If the
government wishes to deprive us of life, liberty, or property, fair process is
due.120 And this process usually requires notice of the deprivation and an
opportunity to challenge the deprivation. In the context of who gets placed on
police lists, such notice and opportunity remains absent. Although the knock
on the door will let you know you made the heat list, there is no prior
announcement or ability to challenge the designation. In many jurisdictions,
the process of being put on a target list is decidedly unadversarial and largely
secret.

Secretive databases and watchlists impact daily life. In the national
security context, with the growth of the “No Fly List” or the “Terrorist Watch
List” for airplanes, Americans have grown rather immune to such
designations.121 Despite the stigma or practical frustration or demonstrated
errors in these target lists, they keep expanding. Scholars such as Margaret
Hu have termed the process “big data blacklisting” and written about the due
process limitations of the current practice.122 How do you get off a secret list
you did not know you were on? How do you challenge a list when you cannot
know the criteria? Who can challenge? Who will pay for the challenge? How
do you ensure transparency and accountability with opaque data-driven
systems? Currently the mechanisms to get off the lists range from onerous
and expensive to nonexistent.123 Yet, even in the face of these concerns, a
data-driven policing world has emerged, and these lists have become more,
not less, important.

Big Data Suspicion
Beyond bias and error, person-based predictive targeting also alters the legal
system in which police operate. Big data technologies distort traditional
Fourth Amendment rules that protect citizens against unreasonable searches
and seizures by law enforcement.124



Police operate within an established constitutional system. In order to seize
a person on the street, police need “reasonable suspicion” that the suspect is
involved in a crime.125 Reasonable suspicion has been defined as “specific and
articulable facts that taken with rational inferences of those facts warrant the
belief that criminal activity is afoot.”126 In other words, police need something
more than a hunch to prove that an individual is currently engaged in criminal
activity. In order to arrest a suspect, police need “probable cause.”127 This
Fourth Amendment requirement demands a higher standard of proof that
gives more certainty (a fair probability) that the individual did in fact commit
a crime or is currently committing a crime.

For decades, police officers in large urban jurisdictions patrolled the streets
looking for criminal activities. Did someone look suspicious? Did the officer
see a drug deal? What did the officer see after the report of a crime? Police
used observational skills coupled with practical experience to make
judgments about a suspect. Because police did not know all of the people
who lived on their beat, most policing focused on criminal acts, not the
criminals themselves. This type of policing is quintessential “small data”
policing.128 The facts are limited to the observational data points of human
senses and perception. Police know what they see but not much more.
Suspicion arises from individual officers’ intuition and experience about what
they observed.

The Supreme Court case that created the reasonable suspicion standard
provides an illustrative example of small data policing in action. Terry v.
Ohio involved the observation of officer Martin McFadden, a 39-year veteran
of the Cleveland Police Department.129 McFadden specialized in stopping
shoplifters and others who committed crimes in downtown Cleveland. One
afternoon, McFadden observed three men outside a jewelry store. McFadden
did not know the men and had no prior reason to suspect them. He watched
as the men walked past the jewelry store. Two of the men broke off and made
another pass. They circled back to the third man. The pattern repeated several
more times. At that moment, McFadden had a dilemma. He thought the men
were up to no good. McFadden believed the men were casing the jewelry
store in order to rob it, but he did not have probable cause to arrest them.
Probable cause of acting suspicious around a store is not good enough to
make an arrest.130

The question of reasonable suspicion presented a closer question. There
had been no report of a crime against the jewelry store, and there existed



dozens of innocent explanations for the men’s actions. But Officer
McFadden, solely on the basis of his observational data, became suspicious.
McFadden approached the men, immediately searched them, and recovered a
handgun from a man named John Terry.131 Terry was arrested and charged
with possession of the gun but not charged with any attempted robbery. The
question for the Supreme Court was whether McFadden had enough
suspicious information to stop and frisk Terry and thus invade his Fourth
Amendment rights.132 After all, Terry was physically seized and searched and
had his property taken. If McFadden did not have sufficient information, the
court would find the Fourth Amendment violated, and evidence about the
recovered gun would be excluded from the case. With no evidence of the
existence of the gun, the prosecution would be unable to prosecute Terry on
possession of the firearm.

The Supreme Court decided that McFadden had constitutionally sufficient
information—based on his observations and experience—to seize and then
frisk Terry for weapons.133 The Supreme Court held that looking at the
“totality of circumstances,” McFadden had reasonable suspicion to stop and
frisk Terry. But in a world of small data—of only observational data—one
can see how difficult the judgment might be for police on a daily basis. What
if McFadden had seen the men walk past the store only twice? What if Terry
had a shopping bag? Or a tourist map? Almost every police patrol presents
similar judgment calls about unknown suspects. Police do not know much
about the person they are observing before they make the stop. And after
Terry v. Ohio, tens of thousands of cases asked that same question of whether
police had reasonable suspicion to stop a suspect.

But what if John Terry were on the heat list?134 What if he had been
previously identified by a big data algorithm as one of the top potential
offenders in the city? What if he was a CSU priority target? Suddenly the
justification to stop seems much easier. Now Officer McFadden has specific,
individualized, and articulable facts to justify a stop of this potentially violent
individual. If McFadden were pressed by a court to justify his actions, he
could easily explain that statistically speaking, people on the heat list are
more likely to be involved in violence. But note that factually (or
observationally), Terry has not done anything more or less suspicious.
Terry’s actions—criminal or innocent—were exactly the same, but the
information about him as a person has changed the suspicion calculus.

Or skip into the near future and imagine that police have access through



facial-recognition software and a police database to inform them that John
Terry has several prior arrests, a conviction, and a substance-abuse problem.
Or take one more step and imagine that through social network analysis,
Terry could be directly connected with one of the city’s current mob bosses,
who is known for violence and wanted for murder. These facts (all
interestingly enough true of the real John Terry but unknown to Officer
McFadden) make it that much easier for police to justify suspicion. With a
quick computer search in a patrol car, modern McFaddens can develop
additional information about suspects to justify their suspicion. Again, the
individual on the street has done nothing different, but the big data
information has changed his constitutional protections.

Police suspicion can, thus, be altered by big data. Computer algorithms
targeting individuals for high risk of violence, in turn, can provide
justification for a stop or frisk. As discussed, in Chicago, 1,400 individuals
are on that target list. In New Orleans, it is double that number. When
prosecutors become involved by creating target lists in a community, the ease
of justifying stops for investigative purposes will only grow. While it is likely
that a court would reject the argument that one’s mere inclusion on a heat list
alone could justify a stop, not much more is needed to develop reasonable
suspicion.

The point is that doctrines like reasonable suspicion that came of age in a
small data world become distorted by big data.135 With enough personal
information about a person, police can create all sorts of suspicious links.
Take a predicted area of crime, add a friendship with someone in a gang, and
include a few prior police contacts in a heavily policed community, and
suddenly a very ordinary young man walking home could be subjected to a
stop on the basis of the confluence that he was in a high-crime area, was a
known associate with a gang member, and had prior run-ins with the police.
All the young man did was walk home, but the information around him
created the suspicion. This should not constitutionally be enough, but the
Fourth Amendment protections fade in the darkness of the data.

Big data targeting can distort reasonable suspicion. Worse, it can lower the
level of suspicion for reasons that are correlated with race and class.136

Individuals who live in high-crime areas or who have repeated contacts with
police may increasingly be linked with others who have been targeted for
increased police attention. This may fuel distorting cycles of explicit or
implicit bias, whereby police will associate linked people as criminal actors



even though the correlation is weak or really the result of environmental
factors like neighborhood, family, or friend group.

On the other hand, big data suspicion offers certain advantages that
traditional, small data policing strategies lack. First, the individualized nature
of the suspicion provides a level of accuracy that police do not normally
possess.137 If police can obtain information about a suspect’s prior record
before the stop, this might assist in distinguishing between dangerous and
nondangerous people. It might also distinguish between guilty and innocent
people. If, for example, Officer McFadden ran John Terry’s name through the
system and found he had no prior record and was employed in the area, this
might reduce the suspicion. Instead of using rough proxies of race, age,
gender, and clothing, police could figure out exactly who the person is before
the stop.138 While nonviolent, employed, conviction-less people can commit
crimes just as much as violent, unemployed felons, the information would be
helpful to sort through suspicion and perceived level of danger. In fact, many
unpleasant face-to-face contacts could be avoided if police could know
something about the person they are observing before initiating contact. In a
future big data world, police even might be required to check for exculpatory
information before making a suspicion-based stop.

Accuracy of information strengthens the legitimacy of the police stop. It
also adds a measure of accountability because the big data information will
be available for courts to check after the fact.139 If Officer McFadden explains
to a judge that he observed John Terry and conducted a big data search for
further information, all of that information will be available to double check.
A judge could see if the facts supported suspicion or were exculpatory in
nature. Lawyers could assess the documented—data-driven—record for the
suspicion that generated the stop.

Finally, there is the simple argument of efficiency. With dwindling
resources and more responsibilities, police need to figure out how best to use
their time. If big data can sort the riskier people from the less risky people,
then a measure of efficiency is gained. While one can never forget the liberty
interests behind the police investigation, the ability to prioritize whom to
target in an intelligent manner makes a tempting technological tool for
investigation.

How Big Data Impacts Whom We Police



The idea behind person-based targeting is both old and new. Police have
always known the bad apples in a community. Prosecutors have regularly
targeted them. Yet a policing philosophy that uses data and predictive
analytics to prioritize the crime drivers in a society signifies a new approach.
Four main changes emerge from these technologies—insights that will shape
the future of who gets targeted.

First, proactively targeting violent social networks will change how local
police respond to crime. Traditionally, local police might react to calls for
service, rely on observations on patrol, or respond to community complaints.
With person-based predictive targeting, police can instead target suspects for
surveillance or deterrence before needing to respond to a call. For local
prosecutors, this represents a significant change.140 As the former head of the
Manhattan Criminal Strategies Unit stated, “It used to be we only went where
the cases took us. Now, we can build cases around specific crime problems
that communities are grappling with.”141 Big data policing makes police more
proactive. In many ways, intelligence-driven prosecution and policing at the
local level are really just mirroring some of the approaches federal
investigators and federal prosecutors have used for years. While the FBI and
U.S. Attorneys regularly investigate completed crimes, they also focus on
surveillance and investigation of criminal networks to prevent or disrupt
future crime. For local police, the study of gang networks means a similar
change from reactive policing to proactive policing.

Second, the idea of viewing violence as a public health problem, as
opposed to a pure law enforcement problem, opens up new opportunities to
rethink how best to identify and respond to criminal risk. The idea that
violence is contagious suggests that violence can be prevented. If a good
percentage of shootings are retaliatory, then one can design a cure to interrupt
the cycles of violence.142 Medical science has changed our understanding of
the risks of smoking cigarettes, such that lung cancer is no longer thought of
as an unfortunate or random occurrence but one that can be linked to
particular environmental risks. Address the root causes by changing the
environment (stop smoking), and you lower the risk of getting cancer. So too
with violence: seeing the environmental factors of negative social pressures
in certain communities suggests targeted remedies to remove those pressures.
The violence-reduction strategies designed by those who studied shootings in
New Orleans explicitly adopted social-services programs as part of the
model. At the table of every heat-list “call-in” should be community social-



services representatives actually ready to help. The idea is to offer
opportunities for young men and women to change their environment and
thus reduce the risk.

Third, moving from traditional policing to intelligence-led policing creates
data-quality risks that need to be systemically addressed. Intelligence-driven
systems work off many bits of local intelligence.143 Tips, crime statistics,
cooperating witnesses, nicknames, and detective notes can get aggregated
into a large working data system. Yet the quality of the data is not uniform.
Some tips are accurate, and some are not. Some biases will generate
suspicion, and some informants will just be wrong. An intelligence-driven
policing or prosecution system that does not account for the varying
reliability and credibility of sources and just lumps them all together in the
name of data collection will ultimately fail. Just as national security
intelligence agencies have layers of intelligence analysts to examine
incoming information, so police departments must develop similar structures
to vet this intelligence-like data.144 Blind data collection without information
about sources, reliability, or testability will result in an error-filled database.
Systems must be designed—before adopting data-driven technologies—to
source, catalogue, and make the information useful for officers. Especially
when these systems are used to target citizens for arrest or prosecution, the
quality-control measures of black-box algorithms must be strong.

Other data-integrity concerns may arise when detectives, gang experts, or
police intelligence officers control the target lists. While these professionals
have close connections to the community and valuable knowledge of local
gangs and potential targets, the ability for risk scores to be manipulated by
police interested in prosecuting certain individuals opens up questions of the
objectivity and fairness of the lists. If a gang detective can put someone on
the list and there is no process to change or challenge the list, the system
could be abused. If there is one thing that has been demonstrated regularly
with the proliferation of gang databases, these lists are rife with errors. After
all, without formal criteria to be a member of a gang, rumor, assumptions, or
suspicion can be enough to be labeled part of a gang and thus result in an
elevated risk score. Worse, there is usually no easy way to get off the list,
despite the fact that circumstances change, time passes, and the data grows
stale.

Finally, big data policing may distort traditional roles of prosecutors and
police officers. Prosecutors seeking to incapacitate individuals on their



“priority target” list can bump against ethical lines.145 During a training on
intelligence-driven prosecution, one supervising prosecutor spoke of a case
involving a young man (a priority target) running toward a street fight
holding a lock in a bandana. While the man was likely up to no good, holding
a lock in a bandana is not necessarily a crime. But prosecutors chose to
charge the man with carrying a dangerous weapon with the intent to use it
(despite equivocal evidence of intent).146 Such a serious criminal charge might
not have been pursued if the suspect had not been on the priority target list
and may not even be supported by the facts. But when incapacitation is the
goal, the prosecutor’s power to use charging, sentencing, and bail
determinations aggressively can distort the traditional focus of the prosecutor.
Such a distortion is not necessarily bad. If the prosecutor was correct and the
priority target was a violent risk to the community, maybe such aggressive
predictive prosecution makes good sense. But if this type of human targeting
is inaccurate and if it is misused or even if it is unchecked, it can be
damaging to the perception of fairness in the justice system.

Similar distortions occur when police officers are provided information
about who is on the heat list. Such information offers premade suspicion to
justify stops. Predictive information may influence officers to police the list
rather than to police the community. In addition to lowering the constitutional
bar to conduct stops, issues of racial bias and transparency arise from this
practice. Under the current heat list, men, primarily men of color who have
no ability to see or challenge the designation, will be impacted. This reality
raises serious constitutional concerns and threatens to delegitimize the entire
person-based predictive policing strategy. These concerns only grow when
place-based predictive technologies are overlaid onto policing practices. This
is the subject of the next chapter.
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Where We Police

Place-Based Predictive Policing

This is not Minority Report. . . . Minority Report is about predicting who will commit a
crime before they commit it. This is about predicting where and when crime is most likely
to occur, not who will commit it.

—Jeffrey Brantingham1

Cloudy with a Chance of Murder

Small red boxes dot a computer-generated map. These little boxes represent
an algorithmic forecast of future crime: years of criminal activity catalogued
and crunched to divine a pattern of how crime works. Each red box is an
elevated chance of burglary, car theft, or theft from an automobile.2

Police commanders hand out printed maps at roll call. Squad-car
computers electronically direct police toward the hot spots. Every police
shift, the boxes recalibrate, and every day, new data displays new
probabilities. Police officers drive through the predicted areas during lulls in
their routine patrols.3 The goal: “to deter and protect”—to disrupt the
predicted crime by putting police at the right place before the crime occurs. In
big cities like New York, Los Angeles, Miami, Atlanta, and Seattle and in
dozens of smaller cities, this idea of “predictive policing” is shaping patrol
routes and police routines.4

What is place-based predictive policing? Predictive policing involves a
data-driven approach to identifying criminal patterns in specific geographic
locations and deploying police resources to remedy those risks. Did
burglaries spike in one neighborhood? The computer algorithm will crunch
the numbers to forecast other likely burglaries nearby. In fact, the computer
will provide predicted areas of heightened crime throughout the city. Other



factors can be layered into the computer model. Friday means payday, which
correlates with an elevated risk of robberies around check-cashing stores.
Sunday hosts a football game, which might generate a risk of car thefts
around the stadium but a lower robbery rate during the hours of the game. If
it rains, cancel the crime risk: bad guys don’t like getting wet.

While these crime patterns intuitively may be known by police officers,
now with advanced data analytics, years’ worth of crime patterns can be
studied, mapped, and proactively deployed.5 Volumes of crime data, logged
every day, on every reported crime, in all parts of the city, get fed into
algorithms that shape this data, carving out certain hot spots for additional
scrutiny. Then, police officers patrol those blocks looking to prevent the
predicted crime or catch the unsuspecting criminal in the act.

This chapter explores the promise and problems of place-based predictive
policing. “Where we police” impacts issues of race, community relations, and
constitutional law. Utilizing big data’s forecasts may provide efficiencies and
crime reduction, but it also may change how those areas are policed.

A Computer-Generated Hunch
St. Louis, Missouri, a year after the Michael Brown protests in Ferguson,
Missouri: As a partial response, neighboring police districts adopt a
predictive policing strategy to prioritize resources and professionalize patrols.
In partnership with a small Philadelphia-based start-up company called
Azavea, the Jennings Police Department, in Jennings, Missouri, began
experimenting with a predictive policing program called “HunchLab.”6

The HunchLab model inputs crime data, census data, and population
density and adds in other variables like the location of schools, churches,
bars, clubs, and transportation centers. The algorithm then crunches the
collected crime data, resulting in a constantly updated risk map of the area.7

Color coded by crime, statistically grounded, and visually striking, the model
spits out percentages of likely criminal activity. An officer on patrol can see
that he or she is transitioning from a high-gun-crime area to a high-
residential-burglary area by following the colors on the screen.

As detailed in an investigation by the Marshall Project, these predictive
patrols have direct impacts on the police and those who are being patrolled.8

On a December day, officer Thomas Kenner begins a routine patrol with



HunchLab as his partner. Familiar with the area and its crime problems, he
recognizes the reason behind one of the shaded-green predicted larceny
boxes. He drives past some discount stores in a poor neighborhood that, like
many neighborhoods, has a shoplifting problem. Discount stores plus poverty
equals an elevated theft risk. This is not rocket science, nor is it wrong. The
data confirms what the officer already knows.9

Officer Kenner next drives near to a spot on the map with another color-
coded box, this one shaded to signify a higher risk of aggravated assaults. A
white Chevy Impala with dark-tinted windows drives toward the shaded area,
and Officer Kenner pulls the car over to investigate. By law, the tinted
windows are dark enough to justify a traffic ticket, but this stop is not about
the tints. The driver, a young African American man, is questioned by the
officer. The traffic-stop investigation leads to the smell of marijuana and the
recovery of a handgun in the car. No actual drugs are found, though the man
admits to having smoked pot in the recent past. The gun is legal, and because
possession of a handgun is not a crime in Missouri, after a full search, the
stopped driver is allowed to go.10

This is the reality of place-based predictive policing. Would Officer
Kenner have stopped the car without the HunchLab prediction? He had the
legal power, but would he have made the decision without the predictive tip?
Was this an accurate predictive hit or a false stop? A justified search or a
pretextual inconvenience? Is such machine-generated suspicion any better or
worse than the petty indignities that led to the Ferguson protests and the DOJ
investigation? And how did the fact that this box was predicted to be an area
for aggravated assault actually impact the officer’s thinking? All the officer
initially observed was a tint violation near an area known for aggravated
assaults. As Kenner explained to the Marshall Project’s reporter Maurice
Chammah, “He could have been going to shoot somebody. Or not.”11

Such is the nature of prediction: It could be the future. Or not.

A Seismic Insight
In an academic office at the campus of the University of California–Los
Angeles (UCLA), Jeff Brantingham studies hunter-gatherers using computer
models. An anthropologist by training, he has written articles on a variety of
subjects, with such titles as “Speculation on the Timing and Nature of Late



Pleistocene Hunter-Gatherer Colonization of the Tibetan Plateau” and
“Nonlinear Dynamics of Crime and Violence in Urban Settings.”12 The
connecting thread of his work is the ability to map dynamic patterns of
human action using mathematical models. Today’s criminals are just different
types of hunter-gatherers—instead of animals, they hunt victims.13

The son of two renowned environmental criminologists, Brantingham
turned the insight that environments amplify criminal risk into a
multimillion-dollar business venture. It is called PredPol (short for
“predictive policing”), and it has become a national leader in place-based
predictive policing technology.14 With the help of George Mohler, Andrea
Bertozzi, Martin Short, and George Tita, Brantingham began studying
whether certain place-based crimes—primarily residential burglary,
automobile theft, and theft from automobiles—might be predictable.15 Using
an algorithm originally developed to measure seismic aftershocks from
earthquakes, the researchers discovered that crime followed similar patterns.16

A burglary in one neighborhood might trigger a second or third burglary in
that same area close in time. A car theft from one parking lot would trigger
others. Crime, it seemed, could be visualized as having ripple-like effects,
and once identified, this pattern could be mapped and forecast.

The insight that certain crimes have contagious qualities is not new and, in
fact, has deep support in criminology theory. Studies have repeatedly shown
that certain place-based crimes like burglary encourage other like-minded
crimes.17 The reason is not terribly sophisticated. Criminals are creatures of
habit and tend to keep working where there are few police and fewer chances
of getting caught. If a particular home was broken into, and homes in the
neighborhood are all built the same, then why not keep going back until the
risk of getting caught increases? As Shane Johnson explained, “Having
targeted a particular home for the first time, a burglar acquires knowledge to
inform future targeting decisions. This may concern the internal layout of a
burgled property, the ease of access and escape, the products that may be
found were the offender to return, the risks of identification, and so on. This
knowledge is likely to reduce uncertainty about nearby homes.”18

Over the years, criminologists have differed as to the underlying reason for
this phenomenon, but the “near repeat” effect, as it is known, is generally
accepted.19 There is something about the initial successful crime that either
flags the area for other criminals or boosts the chances of a similar crime
happening close in time to the original crime.20 In one international study, a



statistically significant increase in burglaries could be observed in different
countries under very different environmental and cultural circumstances.21 In
another study, researchers found that 76% of interviewed burglars tended to
keep going back to the same area (sometimes the same house) until caught.22

Place-based policing strategies evolved from place-based criminology
theory.23 For decades, social science research has influenced the development
of hot-spot policing, problem-oriented policing, and even broken-window
policing, all targeting the physical places where crime has occurred. Building
off these strategies and the already well-established techniques of using
computers to map “hot spots” of crime, Brantingham and his colleagues used
data collection of crime statistics to operationalize these theories. Crime
patterns in any city could be mapped, visualized, and with the help of an
aftershock algorithm, forecast on a daily basis.

This initial academic insight turned into a real-life pilot project with the
Los Angeles Police Department (LAPD). With the encouragement of then-
chief William Bratton and then-captain Sean Malinowski, the Foothill
Division of the LAPD began testing whether predictive policing could work
in the real world.24 A project was designed to test whether Brantingham’s
algorithm could reduce property crime (again focused on burglary,
automobile theft, and theft from automobiles). Targeted areas, usually limited
to 500-by-500-square-foot boxes, were identified around the Foothill
Division north of downtown Los Angeles.25 Officers had instructions to patrol
those areas when not responding to calls for service or handling other
priorities. The expressed goal was to be a deterrent—a presence of police
authority to discourage the “near repeat” temptation. An initial pilot project in
2011 showed a 25% reduction in burglaries,26 and other targeted crimes also
dropped. Suddenly, the idea that a computer algorithm could predict and
prevent crime became a national phenomenon.

Almost overnight, predictive policing went from an idea to a reality and
then to a for-profit company. Time magazine heralded predictive policing as
one of the top-50 best inventions of the year.27 The Department of Justice
invested millions of dollars in grants to fund studies.28 Smaller cities like
Santa Cruz, California, promoted the technology,29 and Norcross, Georgia,
made headlines because on the very first day of rolling out PredPol, officers
made a burglary arrest in a precisely predicted burglary box.30 News stories in
the New York Times and other major national and international publications
drew increased media attention,31 and PredPol began heavily marketing the



idea that targeted, place-based crime technology was the “must have”
resource for modern police departments.

Today, several dozen cities are using some form of predictive policing
technology.32 PredPol, which limits its data inputs to crime type, location, and
time of offense, takes a minimalist approach to data variables.33 PredPol also
limits predictions to quite small geographical areas (500 by 500 square feet),
which change daily depending on the data. Other companies have adopted
more complex approaches with the same basic goal: map crime patterns using
predictive data systems in an effort to reduce the risk of crime.

Risk Terrain Modeling
What makes an area vulnerable to crime? What drives up risk? Joel Caplan
and Les Kennedy at Rutgers University have used data to identify
environmental crime drivers. The method is called “risk terrain modeling”
(RTM), and the key is to study the overlapping spatial dynamics of
environmental risks (in other words, why certain areas attract crime).34 In a
recent national study, examining five diverse jurisdictions with very different
crime problems, the RTM approach isolated environmental risk factors and
then partnered with police to create specific solutions to remedy those risks.35

Colorado Springs, Colorado, has a car-theft problem. In certain areas of
that city, the likelihood of having your car stolen is 48 times greater than in
other places. But how do you identify those places? The risk terrain model
identified six overlapping risk factors that could identify the area in which
your car was most likely to be stolen. In Colorado Springs, the risk factors
included (1) calls for service about disorder, (2) foreclosures, (3) multifamily
housing units, (4) parks, (5) sit-down restaurants, and (6) commercial zoning.
By mapping the location of risk factors and where the risk factors overlapped,
RTM could isolate 4% of the geographic area as having the highest risk for
car theft.36 But why?

The answer lies in the physical, environmental reality of crime. In general,
multifamily housing units have large parking lots, so that one’s car is parked
at a distance not visible to the apartment. On cold Colorado mornings, people
would run unattended cars to warm them up. These “puffers,” as the police
called them, became tempting targets for car theft, especially near parks or
foreclosed homes that allowed cover to wait for the right opportunity.37 Sit-



down restaurants (as opposed to fast-food restaurants) offer similar
temptations of unattended cars at a distance from the owner. Limited visual
surveillance of the parking lot plus a set time with the car unattended resulted
in an uptick of theft. Once the predicted areas were identified, police targeted
them with additional code enforcement for property inspections, proactive
targeting of disorder crimes, traffic enforcement, and the deployment of
license-plate-recognition technology to track stolen cars. Compared to the
control area, the RTM target area utilizing risk-reduction strategies saw a
33% reduction of car thefts.38

Newark, New Jersey, has a gun problem. Young men are shooting and
killing each other at disturbingly high rates. But the locations of the shootings
are not evenly distributed, such that the highest risk areas have a 58 times
greater likelihood of crime than some other locations.39 And those areas are
only 5% of the Newark area.40 So how do you find out which areas are the
most likely to be locations of future shootings? The risk terrain model
isolated 11 factors: (1) narcotics arrests, (2) foreclosures, (3) restaurants, (4)
gas stations, (5) convenience stores, (6) take-out restaurants, (7) bars, (8)
abandoned properties, (9) schools, (10) liquor stores, and (11) certain kinds
of housing.41 As these risk factors were analytically laid atop each other on a
risk terrain map, the risk grew that a shooting would occur. Why?

What most of these factors have in common is that they signify places in
which one can hang out. For young men in Newark, hanging out without
being stopped by police means hanging out near an acceptable open place of
business. Some places, like sit-down and take-out restaurants and
convenience stores, provided cover for hanging out. Other places like liquor
stores and bars added a place to hang out plus a risk of alcohol consumption.
The data showed that the most dangerous of those places were open
businesses near otherwise-neglected infrastructure (abandoned properties,
foreclosed buildings, etc.). The abandoned buildings could be used to sell
drugs, use drugs, or hang out, and the proximate public space provided the
targets for violent crimes (be it robbery or retaliation). Also, late at night after
most other services were closed, 24-hour gas stations turned out to be the
location of a disproportionate number of shootings. The response was to send
police to frequent the businesses identified (gas stations, convenience stores,
restaurants) and to target nearby neglected buildings that could be used as
hangouts. After this response, violent shootings dropped 35% in the RTM
target area compared to the control area during the study.42 Interestingly,



while these techniques achieved significant crime reduction, they resulted in
no significant increases in arrests.

Similar experiments were conducted in Kansas City, Missouri; Glendale,
Arizona; and Chicago, Illinois, with a similar risk-based analysis of
environmental factors.43 Earlier projects in New Jersey also successfully
predicted high-risk areas for shootings.44 By studying the spatial dynamics of
crime in particular geographic environments, police could use data modeling
to identify, predict, and potentially remedy the identified risk of violence.

Does Predictive Policing Work?
Place-based predictive policing—as a data-driven innovation—should have
data to support it. But at least as currently understood, the data remains
inconclusive as to its effectiveness. Rather than illuminating, the data remains
dark. Crime rates have gone up and down in cities using PredPol. For
example, in Los Angeles, the initial testing ground for PredPol, early
successes were met with more sobering realities after overall crime rates rose.
On the positive side, during a year period from January 2013 to January
2014, the Foothill Division of LAPD saw a 20% drop in predicted crime.45

But then in 2015 and 2016, crime rose across the city.46 Other cities have seen
initial crime drops for property crimes.47 And while many new jurisdictions
have embraced the technology, a few have discontinued using PredPol or
declined to start after initial interest.48

The only academic examination of PredPol’s algorithm involves a single
peer-reviewed research study authored by the founders of the company.49 The
article examines two real-world experiments comparing PredPol’s computer-
based predictions with police crime analysts’ human predictions. In Los
Angeles, California, and Kent, United Kingdom, the two methods of crime
prediction were compared head to head.50 In Los Angeles, the crime analysts
predicted 2.1% of the crimes, and the algorithm predicted 4.7% of the
crimes.51 In Kent, the crime analysts predicted 6.8% of crimes, as opposed the
algorithm’s better average of 9.8%.52 In Los Angeles, during the period of
testing (117 days), the PredPol model demonstrated a predictive accuracy 2.2
times greater than the control.53

Such testing offers important, although limited, proof of the utility of
place-based predictive policing. Big questions still remain. The first, most



obvious question is whether being 2.2 times better than a crime analyst is a
meaningful measure. To say X is better than Y is only really meaningful if
you have a baseline understanding of the value of Y. Maybe both the
algorithm and the analyst are terrible, so being better than terrible is not
necessarily worth the investment. Currently, no scientific studies exist on the
accuracy of crime analysts. But to be fair, predictive policing happens in the
real world, and it is difficult to conduct scientific experiments in the real
world. PredPol’s study appears to beat hot-spot mapping and human analysts
over the time studied, even if adequate empirical validation of the control
groups does not exist. Perhaps most importantly, PredPol is ahead of some
companies in being willing to test its program through the peer-review
process. Most other companies do not have any peer-reviewed studies to
support their crime-reduction claims.

To test the theory behind predictive policing, the National Institute of
Justice funded a RAND pilot project in Shreveport, Louisiana.54 The hope was
to objectively evaluate the theory behind place-based predictive policing. In
collaboration with the Shreveport Police Department, researchers conducted a
29-week study using an independent algorithm designed by Shreveport crime
analysts and RAND analysts.55 Similar to PredPol, the model focused on
property crimes in known hot-spot areas. Similar to RTM, the analysts
isolated particular geographic factors to input into their risk model. The
Shreveport factors included (1) the presence of residents on probation or
parole, (2) reports of tactical crime over the previous six months, (3) forecasts
of tactical crime, (4) 911 calls for disorderly conduct, (5) vandalism, (6)
juvenile arrests, and (7) weighted 14 days of tactical crime data.56 Patrols
targeted the spots with the highest risk-factor score. After reviewing the
information and comparing the prediction with the control, RAND concluded
that there “was no statistically significant impact of the program on crime
overall, but it is unclear if that is because of a failure in the program model or
a failure in the program implementation.”57 In short, the RAND study failed to
support the efficacy or accuracy of predictive policing, but the analysts were
unsure of exactly why the study failed.

Despite the uncertainty, the theory behind predictive policing should work.
Place has always mattered in criminology. Violence tends to cluster in
observable and predictable spaces. For example, in Boston, Massachusetts,
over a six-year period, researchers found that shootings occurred in a limited
area (5% of the larger geographic area).58 To respond, police isolated 13 target



areas and deployed special police units to patrol those hot spots. The result
was that violent crimes dropped in those areas and across the city.59 Targeting
place meant targeting crime.

Gang violence presents another example of place-based prediction theory
because gangs tend to be territorial. Gangs involved in the competitive
business of drug dealing tend to guard gang territory with violence: if you try
to deal drugs on my corner, you get shot. Gangs also respond to violence with
violence, leading to retaliatory cycles of shootings.60 But, while socially
destructive, the combination of territoriality and predictability means that
future gang violence can be forecast with some accuracy. A shooting will
occur in response to another and along territorial boundaries. One study of
Los Angeles gangs found that 83% of gang crimes occurred within three
blocks of a known gang border.61 Similar predictions have been made about
particular clubs, bars, and other hangouts that combine alcohol, early-
morning hours, and rival groups of people.

These examples show the promise of illuminating the darkness of criminal
activity. Hints of success, theories that make sense, and the growing ability to
test algorithms in the real world shed some positive light on the future of
data-driven policing. But studying crime in the real world has always been
complex. Disaggregating the cause and effect of crime drops is always
contested, and the algorithms keep changing, making it difficult to evaluate
their current accuracy. So the literal million-dollar question remains
unanswered. We do not yet know if predictive policing systems work, even
as they populate the policing strategies in many major urban centers.

Data Problems
Big questions remain open about the data underlying place-based predictive
policing. The biggest might be, what crime data should be counted? One of
the reasons for the early focus on burglary, car theft, and theft from
automobiles is that that those crimes tend to be more regularly reported to
police. Because of insurance claims and the ability to prove the crime, we
have a good sense of the frequency of those property crimes. This is not so
with many other crimes. Interfamily violence, sexual assault, gang violence,
and many drug- and gun-possession offenses never become the raw data for
predictive policing. In fact, the Department of Justice reports that 50% of



violent crime goes unreported,62 which means that systems dependent on
crime statistics necessarily will have a distorted outcome.

As predictive policing grows in scope, this focus on property crime can
create further distortions. In the hierarchy of community concern, violence
usually outweighs property crimes, and yet a system focused on reported
crime data would miss much of that violence. Many gang shootings would
remain under the radar, as would other victims who might also be involved in
unrelated criminal activities (for example, victims themselves involved in
drug dealing, robbery, or gang activities). If the goal of data-driven policing
is to maximize accuracy using data, one must be cautious of the limitations of
data collection.

Another big question involves how crime data is counted. In New York
City, under the first data-driven revolution of CompStat, scandals arose about
how police were recording and categorizing arrests.63 Supervisors wanted
arrests to go up (demonstrating productivity) and crime to go down
(demonstrating safe communities), so serious crimes were reduced to minor
charges, but more arrests were encouraged.64 Thus, an arrest for a purse
snatching would be counted but catalogued as a misdemeanor theft,
maintaining the number of arrests but decreasing the number of felony
robberies. Audits of the NYPD arrest system demonstrated recurring errors in
categorizing types of crime, mistakes that happened to benefit the political
story of crime reduction being told to the public.65 Despite crime rates actually
going down, systemic errors resulted from systemic pressures caused by a
need for increased data collection. Similar issues arose in Memphis and
Chicago, when documented, unflattering incidents of police data
manipulations undermined the accuracy of data-driven systems.66

An even more basic problem involves inadvertent data error. Predictive
policing strategies operate at a level of precision that targets particular blocks
at particular times. But the collection process does not always reflect that
precision. Imagine that police see a man they believe has just been involved
in a drug deal. They chase him five blocks and stop him and find more
narcotics. Did the crime happen in the first block or the second? The address
that the officer memorializes in the report changes the profile of the block.
What if the officer transposes the address? Or writes down the wrong crime
code? Or estimates a block near enough to the arrest? Or forgets to input the
data at all? None of these issues is necessarily critical to the criminal case
involving suspected drug distribution, but they do negatively impact the



accuracy of the future crime forecast. Again, this is why early predictive
policing systems focused on burglary (with a fixed address) and theft of cars
or theft from cars (at a fixed location). Add to the indeterminacy of crime the
natural crush of business for police making multiple arrests each shift and the
annoyance of paperwork, and mistakes will happen. Data error infects data
systems, and as will be discussed later, these data errors can undermine the
reliability of the system.

Is Predictive Policing Racially Discriminatory?
A deeper problem arises from the systemic bias in police crime data. If
policing patterns like those in Ferguson or New York City generate racially
skewed statistics, then what do we do with predictive policing algorithms
based on that data? As Ezekiel Edwards, the director of the ACLU Criminal
Law Reform Project, has criticized, “Chief among . . . concerns is that
predictive policing as currently deployed will harm rather than help
communities of color. If there is one reliable prediction about our criminal
justice system, it is that unwarranted racial disparities infect every stage of
the criminal law process. Time and again, analysis of stops, frisks, searches,
arrests, pretrial detentions, convictions, and sentencing reveal differential
treatment of people of color.”67 If predictive policing results in more targeted
police presence, the system runs the risk of creating its own self-fulfilling
prediction. Predict a hot spot. Send police to arrest people at the hot spot.
Input the data memorializing that the area is hot. Use that data for your next
prediction. Repeat. Kade Crockford, director of the ACLU’s Technology for
Liberty Project, terms this type of data analysis “tech-washing” of otherwise
racially discriminatory police practices.68

Predictive policing advocates might respond to this charge by arguing,
first, that some predictive systems use reported crimes, not arrest data, and
second, that race has been explicitly removed from all predictive models. The
first argument distinguishes between reported crimes (my car was stolen) and
arrests (we arrested the suspect for suspicion of car theft). The report that
“my car was stolen” involves an actual crime with a fixed place and time; the
arrest involves only the suspicions of police. In direct response to the self-
fulfilling prophecy argument, Sean Malinowski of the LAPD stated,



We . . . stress that this is a place-based strategy that develops
and plots forecasts based on a three year look at crime patterns
and that arrests are not part of the equation. We felt this was
important because we heard from some community members
that they were concerned about the program creating a kind of
self-fulfilling prophecy from under which a community could
not recover. For instance, if the police deploy to an area due to
a forecast based on crime AND arrests and do, in fact, make
additional arrests that go back into the model, it could skew
further forecasting. In our model, we would hope to deploy the
officers based on crime only and then hopefully deny the
criminal the opportunity to commit the crime in the first place.
We don’t want to necessarily be tied up taking a report or
making an arrest if we could just as easily be in the right place
at the right time and deter the criminal from carrying out their
plans to commit a property crime.69

This argument minimizes the role of arrests or contacts in predicting areas of
crime and thus also minimizes some potential police bias.

The difference between predictive policing systems that focus on arrests
and those that focus on reported crimes deserves some unpacking because it
is often confused in debates about predictive technologies. Predictive systems
based primarily on arrests will mirror policing patterns more than predictive
systems focused on reported crimes will. A burglary happens and is reported,
so the police data arising from that incident is not police driven. A drug arrest
also happens but can be influenced by where police happen to be stationed.
The models that abide by those reported crime-only limitations avoid some of
the subjectivity and bias that infect other systems. As originally designed by
PredPol, this “crime report” focus, as opposed to an “arrest” focus, may
provide useful crime data without reifying biased policing patterns.

As other predictive policing models add additional variables to the
equation, the questions get more difficult. Again, in cities in which race and
poverty tightly correlate, the chosen risk factors might disproportionately
impact communities of color. True, the algorithms purposely omit race as a
factor, but in many U.S. cities, issues of race are bound up with issues of
place. By law, practice, and custom, neighborhoods have been segregated by



race and class.70 Targeting areas with foreclosures or places of multifamily
dwellings may too easily correlate with poor areas. Targeting areas with
populations of returning citizens or probationers may not be severable from
the policing strategies that caused those individuals to be in the criminal
justice system in the first instance.

Importantly, the choice of crime to analyze can impact the discriminatory
effect of predictive technologies. As stated, a predictive policing strategy that
focuses on drug arrests will almost certainly replicate policing patterns
independent of underlying drug use. Burglaries and car thefts happen across a
city in rich neighborhoods and poor neighborhoods, so PredPol’s red boxes
for car theft might not all cluster in poor neighborhoods, reaching downtown
parking lots and wealthy suburbs. Violent shootings tend to cluster in poor
neighborhoods, so in cities in which poverty and race tightly correlate,
predictive targeting of violence will appear more racially skewed than will
predictive targeting of burglary. But then again, police usually just follow the
bodies. The predicted boxes of heighted gun violence may correlate with
poor communities of color, but that is also where the shootings happen. The
bias lies not in the algorithm but in the real-world facts going into the system.
Accurate predictive policing models, thus, might look discriminatory, but this
uncomfortable result might better be explained by the socioeconomic realities
and crime patterns of an area.

Constitutional Questions
Uncertainties about place-based predictive policing continue in the
constitutional realm. Can location factor into a police officer’s suspicion? Are
there areas where police should be more suspicious? Known open-air drug
markets? Abandoned buildings? The Supreme Court has held that police
observation in a “high crime area” can be a factor in deciding whether the
officer has reasonable suspicion or probable cause.71 Rather unhelpfully, the
Court has never defined a “high crime area,” but as can be imagined,
predictive policing technologies might be quite useful in mapping such
areas.72 After all, the algorithm is literally creating a predicted high-crime area
with every digital map.

Two significant Fourth Amendment questions arise from the move to
place-based predictive policing. First, how does the forecast prediction



impact police officers determining whether they have reasonable suspicion or
probable cause on the street? Second, how should judges evaluate the
predictive tip in court?

Imagine you are a police officer in Santa Cruz, California. At morning roll
call, you receive the daily predictive report. Ten red boxes mark ten predicted
areas of crime. One of the boxes targets a downtown garage with a 10.36%
risk of a vehicle theft between five and six p.m.73 Predictive policing does not
purport to tell you how to do your job, but the theory is that you should spend
some extra time around the garage to deter potential car thieves. So, as a
dutiful officer, you head out on your shift. At around five p.m., you circle
around to the garage. You see a few men loitering about. You don’t know
them. You don’t know what they are doing. One seems to have some tools,
which is consistent with both car theft and lawful employment. You are
suspicious because they don’t look like they have a purpose at the garage.
One of the men moves away, wanting to distance himself from the police
patrol car. At any other place in the city, at any other time, police most
certainly do not have enough suspicion to stop the individual. A police stop
would be based on a hunch and, thus, violate the Fourth Amendment. But
here we have an algorithmic nudge, a one-in-ten chance of a forecasted car
theft. You have a suspect at the right time and location and with tools
consistent with car theft. Further, the men moved away from the police
presence. You can see the way the predictive forecast might influence the
officer’s judgment. Such suspicion can distort otherwise-innocent actions and
justify stops where perhaps there otherwise should not be a stop.

As can be observed, a predictive policing algorithm has just created a mini-
high-crime area, which as the Supreme Court has stated, can be considered as
a factor in evaluating reasonable suspicion.74 A judge reviewing whether the
officer had reasonable suspicion to stop the suspected car thief must make an
even more difficult judgment. Assume that after the stop, police recovered a
“slim jim”—one of those thin metal tools to break open car doors. The man is
charged with attempted car theft, and the constitutional question for the court
is whether the stop and search violated the Fourth Amendment. How should a
judge evaluate the predicted forecast of crime in relation to the stop? Is the
data like a tip (imagine an informant stating that a car theft would occur at the
garage)? Is the predictive forecast like a police colleague stating, “Hey,
partner, next shift be on the lookout for car thieves at the garage”? Is a profile
of an area similar to a profile of a person, which might lead to concerns about



racial profiling (but is generally accepted by the courts)?75 Whatever a judge
decides (and all the options are consistent with current law), the fact is that
predictive policing technology will impact the Fourth Amendment rights of
individuals.

Stepping back, the conclusion that a computer algorithm could alter Fourth
Amendment freedoms in certain areas and especially in communities of color
should be of great concern. Issues of disparate treatment, accuracy,
transparency, and accountability all demand attention. If walking through a
predicted red box changes my constitutional rights to be free from
unreasonable searches and seizures, then a higher level of scrutiny might
need to be brought to bear on the use of the technology.

As of yet, only a handful of advocacy groups have raised the issue, with
little attention being paid by courts or communities. Community teach-ins in
Los Angeles brought concern about predictive policing and other surveillance
technology to Skid Row. Led by organizations like the Stop LAPD Spying
Coalition, activists and community advocates educated themselves and fellow
citizens about constitutional impacts.76 The protests provide a voice of
concern about growing use of aggressive policing practices based on data-
driven justifications. Hamid Kahn, one of the leaders of the coalition,
explained the community’s fear: “Predictive Policing is yet another tactic in
the long trajectory of failed and racist policing programs like broken
windows and the war on drugs and crime. Wrapped in the fancy language of
data analytics and algorithms, Predictive Policing is fundamentally a proxy
for racism and a license to further strengthen the violent policing of black,
brown, and poor bodies.”77 This is the underlying fear—that the history of
unjust policing practices will be justified by technological spin. In
communities marked by police-citizen tension and regularly beset with
aggressive police patrols, the idea that a computer can improve police-
community relations simply does not compute.

How Big Data Impacts Where We Police
Predictive policing literally changes where police go. In cities that have
adopted the technologies, police investigate the red boxes on patrol. But the
real change involves how predictive policing impacts what police do while on
those patrols.



At an individual level, predictive policing impacts how police see
neighborhoods. Quite naturally, police officers who are given official data to
be on the lookout for particular crimes in particular places will be invested or
encouraged to see the predicted crime. This is the danger of “high crime
areas,” as the chief judge of the Ninth Circuit Court of Appeals, Alex
Kozinski, once wrote: “Just as a man with a hammer sees every problem as a
nail, so a man with a badge may see every corner of his beat as a high crime
area. Police are trained to detect criminal activity and they look at the world
with suspicious eyes.”78 Individuals in the predicted areas—innocent or guilty
—will be seen with the same suspicious eyes.

Such suspicion will result in additional stops, frisks, and physical
encounters, which may increase the level of tension between police and
citizens in those areas. The old adage of “what gets measured gets managed”
applies to police. Told to police red boxes, police will do so. Told to target
certain neighborhoods, police will do so. Informed that they need to up their
“stats” (to show productivity), patrol officers will feel pressure to stop people
even when the legal justification for the stop seems weak. This was one of the
problems that led to the NYPD stop-and-frisk program being declared
unconstitutional in 2013.

Predictive policing may, in fact, lead to additional police shootings and
civilian unrest. In the targeted areas, police may feel additional license to
investigate more aggressively. Because the areas have been designated as
more dangerous, police may also respond in a more aggressively protective
posture. While every police stop involves potential danger, the knowledge of
being in an area of higher violence may alter the daily practice of officers,
leading them to resort to physical force more often.

At a crime-strategy level, predictive policing may have distorting effects
on traditional police practice. In one of the first iterations of PredPol in
California, officers had to be reminded to leave the predicted “red box”
areas.79 Apparently, police officers, instructed to patrol the predicted areas,
never left. In explaining the San Francisco Police Department’s concern with
one predictive system, Susan Merritt, the department’s chief information
officer, recounted, “In L.A. I heard that many officers were only patrolling
the red boxes, not other areas. . . . People became too focused on the boxes,
and they had to come up with a slogan, ‘Think outside the box.’”80

In the RAND Shreveport study, a similar distortion occurred. Researchers



observed that patrol officers became more like detectives trying to figure out
the crime drivers in the predicted area. Patrol officers got out of their cars
more, engaged citizens more, and focused on “intelligence gathering.”81

Police officers stopped and questioned more people, ran people’s records,
investigated unreported narcotics use, and tried to understand who was
involved in criminal activity. Ironically, this type of community investigation
slowed responses to traditional calls for service, leading to complaints that
police were unresponsive in emergencies.82 Further, the investigatory tips
generated about the targeted area were handed over to detectives without
contextual information or active cases, burdening already-overloaded
detectives and causing some internal resentment. The detectives apparently
did not like the patrol officers acting like detectives. In both cases, police
officers altered traditional practice to fulfill the metrics designed by police
administrators.

Yet this change—while disruptive to traditional practice—may not have
been such a negative thing. Changing officers’ orientation from being
focused on arrests to investigation and from reactive response to proactive
deterrence may, in fact, be a progressive by-product of predictive policing. In
an interview on the effectiveness of PredPol in Los Angeles, LAPD’s Sean
Malinowski stated that he saw a reorientation in his officers’ attitude about
the goals of policing:

Malinowski said he noticed a shift in officers’ behavior when
they started using PredPol. They became less focused on
arrests, which was desirable from his standpoint because the
public might see that and be more willing to trust the police,
and more focused on preventing victimhood. “They had to
change their way of thinking, because for years they were
rewarded on their productivity, which meant citations and
arrests, and I had to convince them that’s not what I’m
rewarding you for.” . . . “I’m interested in rewarding for fewer
victims.”83

Ironically, a data-driven policing system could—if so implemented—result in
less data emphasis and more human interaction.



Two further concerns emerge from this evolution to data-driven police
management. The first involves “data myopia,” which is when data-driven
administrators follow the data even when it no longer makes sense.84 In the
policing context, this can take the form of forgetting to think about the
underlying “why” of any prediction. For example, if a predictive algorithm
triggers an alert for a burglary because of a series of related burglaries in one
neighborhood, normally it would make sense to follow up on the tip. But if
the burglar had been caught in the last house and admitted to all the other
burglaries causing the spike, the prediction will likely be wrong. The “why”
for the additional risk (the burglar) had been taken out of the equation (he is
in jail), but the algorithm may not know that fact.

The focus on “why” a prediction might work suggests a larger question
about predictive policing: is risk identification enough? PredPol, HunchLab,
RAND’s model, and other predictive technologies all purport to identify
higher-risk areas of crime. But knowing where these risks are does not
necessarily inform police about how to approach those areas. Is just sending a
police car to a predicted area enough? If environmental vulnerabilities
encourage crime, changing the environment might matter more than policing
the area. If abandoned buildings provide cover for drug dealing, you could
put a police car out front for a temporary fix or rebuild the building for a
more permanent fix. You could also address drug addiction and offer
substance-abuse treatment. The predictive data identifies the problem but not
the solution. Of the place-based predictive technologies, only RTM explicitly
attempts to address and remediate “why” particular areas attract illegal
behaviors.85

Without understanding why a prediction might work, data-driven
projections can just serve to cover more aggressive and less constructive
policing practices. This is one of the lurking dangers of predictive
technologies: data can justify poor policy choices.

As one of the more self-defeating examples of this concern, the LAPD
decided to adapt predictive policing theories using police helicopters.86 To be
clear, PredPol did not sanction the helicopter project, but LAPD blended
elements of predictive deterrence theory with a long-standing reliance on
helicopter air support. As might be evident, however, putting an LAPD air-
support helicopter on top of a surgically targeted city block makes little
practical sense. The reality of helicopters is that they are anything but
surgical. Helicopters fly. Helicopters fly beyond the 500-by-500-foot



predicted target area. Helicopters are loud, annoying, scary, and intrusive.
Whatever you think of the risk-identification methods, the remedy is
overbroad. Instead of a crime scalpel, police used a helicopter blade for
surgery. The remedy also undermined the theory. In practice, to
accommodate the flight path of helicopters, police had to expand the
predicted areas (and thus the reach of predictive policing theory) to flight
corridors spanning many city blocks. Obviously, the larger the area covered,
the less accurate the targeted predictions will be. No predictive policing
studies had ever been validated on large corridors of predicted crime, nor
would they be since the whole value of the technology (and theory) was to
narrow the geographic focus. In addition, in order to be an effective deterrent,
helicopters had to fly low enough to be visible, which meant that all of the
law-abiding citizens in those areas also became burdened by invasive and
intimidating police surveillance.87

The true danger of the helicopter project, thus, involves how it was
justified: by data. The argument for helicopter deterrence came from
believing in predictive policing data. If police cars could deter, police
helicopters could deter more. Whether that is true or not, the use of predictive
policing theory to justify it is misleading. This concern of borrowing
predictive data but applying an overbroad remedy runs throughout predictive
policing. Confusing risk and remedy and relying on misleading data can
undermine the positive insights available from predictive policing.

A final concern involves the limitations of adapting predictive tactics to
different geographic areas. Police administrators must understand that even if
a predictive policing system works in one city, it may not work in their city.
What works in the sprawling sections of Los Angeles may not work in the
vertically designed metropolis of New York City. What works in Chicago
may not work in a smaller, more rural town. Data availability may also
weaken the predictive values of the models. To be useful, police systems
need sufficient data to work with, and some small towns do not have
adequate data sets to build a strong model. Police administrators choosing
among the various commercial products must be conscious of the differences
of their cities or towns.

Despite questions about predictive policing’s scientific backing,
effectiveness, and discriminatory impact, anecdotal evidence has convinced
many police chiefs and cities to buy into the idea. The lure of a black-box
solution to stopping crime has won over skeptics. What police department



does not want to be “intelligence driven” or “cutting-edge”? Smarter is
usually better, even when smarter does not always work. As more police
departments expressed interest in new technologies, major companies like
Hitachi, Motorola, and IBM started to create technologies to compete against
the small upstart companies.88

In part, the choice presented can be framed as whether the new predictive
policing technology is better than the old way of doing things. From a
management perspective, restructuring police districts, staffing, and patrols
using data, computer maps, and predictive analytics speaks to a huge
improvement over past practice. One likely apocryphal story of the old way
talks about the “Bud-Shell Method” of creating the districts for police
officers to patrol:

The “Bud-Shell Method” of creating police districts . . .
describes a police administrator who sits down one night with
a “six pack of Budweiser and a Shell station road map” and
uses a magic marker to draw lines down major streets. If you
have a major east-west artery and a major north-south artery
—voila!—you have four districts! Never mind that one
contains mostly upper-class residential housing and another
contains a hospital, a high school, and a methadone clinic. It
would probably be too much to say that the “Bud-Shell
Method” was the predominant method of districting during the
first 90 percent of the 20th century . . . but until the advent of
affordable desktop geographic information system (GIS)
software, the task was too difficult to accomplish any other
way.89

Today, the data available about place—down to the granular crime patterns—
makes such a process laughable. In terms of police administration, there is no
question that predictive technologies and related crime mapping have vastly
improved efficiencies in police patrol and personnel allocation. As long as
crime continues to happen in particular places, understanding those places
and the environmental risks associated with those places is a clear measure of
progress. Place-based predictive policing has hit a nerve to offer



technological solutions to places that need it most. These place-based
solutions have also influenced where to locate new big data surveillance
technologies, which offer real-time monitoring and investigation capabilities.
This is the subject of the next chapter.



5

When We Police

Real-Time Surveillance and Investigation

Our officers are expected to know the unknown and see the unseen. They are making
split-second decisions based on limited facts. The more you can provide in terms of
intelligence . . . the more safely you can respond to calls.

—Fresno Police Chief Jerry Dyer1

Beware Your Threat Score

First responders operate largely in the dark. A 911 call for a disturbance or
report of violence requires police to approach a home without much
information. If you are that responding officer, you might want to know if the
person behind the door is a gangbanger or grandmother, a felon or first-grade
teacher.

Enter big data and the data brokers who have been collecting billions of
bits of personal information about you, your family, and your home.
Conveniently, this information is arranged by address and accessible in real
time for police responding to your home. The same folks who know you have
stable credit, two kids, and a good job and like fine wine and cooking
magazines can also predict whether you will be a danger when you open the
door. Through big data, police can get the information before they need to
act.

Police in Fresno, California, piloted a service called Beware to give them
real-time “threat scores” about addresses and people.2 Beware searches
through proprietary consumer databanks to provide a rough predictive
judgment about the 911 caller, the address, or the neighborhood.3 The
predictions initially involved color-coded threat levels (red, yellow, or green)
and provided some measure of risk assessment for police responding to a



scene. Beware’s data comes from commercially available records such as
criminal records, warrants, and property records—in essence, most of the
data populating consumer big data systems—and early versions also
incorporated social media data, which might pick up on threatening
statements, gang associations, or other violent comments.4

Not much is known about how Beware determines threat levels. The
service is owned by Intrado, a subsidiary of West Corporation, and has kept
the threat-score algorithm out of public view.5 In community hearings about
the technology, the Fresno police chief admitted that Intrado had not even
informed the police about how the threat scores were calculated. But, like
many things with big data, the secret is not really much of a secret.6 Data
about arrests, convictions, gun licenses, neighborhoods, crime rates, and the
like remain readily available in the consumer data marketplace. In fact, if the
same first responder simply typed the 911 caller’s address into an existing
police database, many of the same pieces of information could be obtained
and the same inferences drawn.

Predictions, of course, have consequences. If police officers have
information that a violent felon lives in a particular home, the officers are
more likely to be on guard. Police are more likely to react to the danger and
are more likely to shoot at a perceived threat. Thus, a high threat score might
well produce hostile or even deadly results. A threat prediction literally and
figuratively colors judgment about the relative danger.

Unsettlingly, the data can be wrong. In the same public hearing about the
use of the technology, a Fresno City Council member asked the police chief
to run his address through the Beware system. The council member’s house
came back with an elevated “yellow” threat level.7 While no one suspected
this particular official of being a danger, a responding police officer would
still treat him as such. No one at the hearing could explain the elevated threat
level. These concerns and other civil liberty issues caused the Fresno Police
Department to back away from continued use of the Beware technology,
reducing reliance on color-coded threat levels and social media information.

This chapter explores how new surveillance technologies shift when police
act. Immediately available information, all-seeing surveillance, and large-
scale tracking capabilities with automated alerts help speed up decision
making. For police officers needing to make split-second decisions or
investigators needing to sort through stacks of files, big data can offer



significant efficiency benefits. But data available in real time helps only if the
information is accurate. As with the Beware system, questions of reliability,
transparency, and bias remain and must be addressed. In addition,
constitutional concerns arising from video surveillance systems challenge
traditional Fourth Amendment understandings of personal privacy in public.

Real-Time Domain Awareness
A car drives into lower Manhattan. A man with a red shirt gets out with a
bag. He walks a few blocks and leaves the bag on the street. He hops in a
different car and drives away. In any other city, this action would be one of a
million anonymous acts, untraceable, lost in the bustle of a big city.

But not in New York City. Not with the Domain Awareness System (DAS)
—a partnership between the NYPD and Microsoft. The DAS links
approximately 9,000 closed-circuit surveillance cameras for real-time
monitoring of lower Manhattan.8 The video feeds go directly to a digital alert
system that automatically tracks for suspicious behaviors (such as leaving a
bag on the street). Cameras pick up images of the car and automated license-
plate readers record every car that enters the area. These 500 license-plate
systems connect with DMV records, police watchlists, open warrants, and
terrorist databases and all of the personal information associated with these
databases.9 The recorded video can be replayed to track the direction,
location, and movements of the suspect, and the technology can even search
for descriptions, such as “all people wearing red shirts near the New York
Stock Exchange.”10 Still photos of matching people can be pulled up with one
search, tagged to location, time, and date.

Under the DAS, as soon as the man abandons the bag, an automatic alert
triggers. Cameras within 500 feet of the location can be reviewed, and
officers can play back the path of the man getting out of the car.11 The car
itself could be traced back to the point it entered the network of surveillance
cameras, and using the automated license-plate tracking systems, information
about the owner or whether the car was stolen could be obtained. Similarly,
the getaway car could be tracked and analyzed. Camera data going back a
month can be studied about the area, so that historical information about
whether this was a terrorist or a tourist could be relayed to responding
officers. To augment the data sharing, NYPD invested in 35,000 smartphones



so patrol officers could have access to DAS on patrol.12

More limited versions of the circle of cameras have been tested in Los
Angeles, Fresno, and other cities. Fresno even sought to link police body-
worn-camera videos to the network of surveillance.13 With such linked camera
systems, the normal limitations of human observation and memory become
all but irrelevant. All-seeing digital technologies speed up police reaction
time and also prolong investigative capabilities.

For first responders, real-time surveillance can provide a wealth of helpful
information. Police can know who is on the scene, what has happened, and
whether anyone poses a danger. Police regularly must sort out friend and foe,
victim and offender, in the middle of highly emotional incidents, so visual
assistance from supervisors able to review what actually happened before
police arrived can help make better decisions. In addition, other first-
responder medical services can be provided before police arrive, shortening
ambulance calls or the time to receive emergency services.

Police response time improves through automation. Automated suspicion
algorithms using artificial-intelligence capabilities can turn surveillance
cameras into digital spies able to recognize suspicious patterns and alert the
police to the crime.14 The same type of pattern-recognition algorithm that can
identify an abandoned bag on the street can also identify other suspicious
human activities. For example, in East Orange, New Jersey, police adopted
Digisensory Technologies’ Avista Smart Sensors to automatically monitor
the streets.15 These smart cameras have been trained to look for patterns of
suspicious activity, processing 60 billion instructions a second.16 For example,
repeated, frequent hand-to-hand transactions on a corner may signify a drug
dealer. A quick movement toward a person and then running away might
signify a robbery. Sensors monitor the actions on the street and then alert
police if the pattern observed matches a pattern the sensor has been trained to
identify. Once the sensor triggers, the nearest two officers are automatically
alerted to the potential crime, time, and location. Cameras can trace back the
scene, so commanders at headquarters can make sure the algorithm got it
right. These automated suspicion algorithms guide police to the scene,
providing clues that would be missed by routine police patrols.

Similar algorithms exist to identify gunshots from audio sensors. One
technology—ShotSpotter—provides automated reports of gunshots, alerting
police to possible violent crime before it is reported by human witnesses.17 As



soon as the highly sensitive microphone hears the sound of a gunshot, police
are dispatched to the targeted location. Victims can be found faster,
perpetrators caught, and witnesses interviewed. These automatic sensors have
been deployed in Washington, D.C., Boston, Oakland, San Francisco, and
Minneapolis.18 Crime is being responded to in real time, usually more quickly
than any human could react.

Tracking Cars, Faces, and Spaces
License plates are unique identifiers, linking cars to their owner. Automated
license-plate readers (ALPRs) are camera-like devices that can scan a license
plate and automatically compare the license to a database of active warrants,
stolen cars, unpaid tickets, or any other variable.19 Affixed on the top of police
cars, ALPRs can scan thousands of license plates a day. In practice, a police
officer can drive on a highway, pass a car associated with an open warrant or
registered as stolen, and immediately receive a real-time alert.20

The digital record of ALPRs has grown exponentially, as police vehicles
record millions of license plates each year. Sophisticated enough to read one
license plate every second, ALPR systems can generate citywide maps of car
locations. By driving through parking lots, apartment complexes, and
ordinary streets, the system automatically memorializes where particular cars
were at particular times. An aggregated ALPR map can, thus, link cars and
owners by time, date, and location. Over time, the accumulated tracking of
cars provides clues about travel patterns, habits, and the actual location of
cars at certain times.21 If police suspect that a particular house is used for drug
dealing, the repeated sighting of a license plate might be a clue to suggest
involvement in the drug trade. In emergency rescue situations like an “Amber
Alert” child abduction, searches for car license plates can lead to clues about
the location of the suspect. For investigations, police can find possible
witnesses to a crime. Such a database of locational information, of course,
presents a real privacy problem because everybody with a car can be sucked
into the data stream. Journalists have requested their own ALPR data and
found their personal car tracked, with photos of their car and family and a
revealing pattern of personal activities.22

What ALPR does for cars, facial-recognition technology does for people
walking on the street. Advanced surveillance cameras in Los Angeles have



the capabilities to scan and compare live facial images to mug shots in police
databases.23 These fixed cameras can scan faces from 600 feet and can match
faces with anyone in the police database.24 Like a car with a license plate, a
person wanted for criminal activity can be automatically identified using
facial-recognition technologies. In addition, a digital map of past sightings is
available for later investigatory use, so that should a crime occur near a
camera, police can scroll back the video and identify all the people who
walked past the camera at the relevant time.

Facial-recognition technology offers virtual fingerprinting for anyone in
front of a camera. The FBI possesses a database of 30 million photographs.25

State databases contain millions more.26 Some photographs come from
civilian drivers’ license photos, meaning that millions of innocent people are
regularly put in virtual criminal photo spreads.27 Many other photographs
result from criminal arrests. In just under five years, the FBI requested
215,000 searches of facial-recognition databases, with 36,000 searches of
state driver’s license databases.28 When connected with real-time video
capabilities and sophisticated facial-recognition technologies, a new web of
visual surveillance may soon spread over cities.

The growth of police-worn body cameras provides additional identification
capabilities. Police-worn body cameras are small cameras usually affixed to
the front of a uniform, and some police departments even have adopted
software that allows personal smartphones to double as body-worn cameras.29

These cameras create a continuous feed of the people police come in contact
with during their daily routines.30 The video can be used to identify who,
where, and when police made contact with a particular person. Next-
generation body cameras will include real-time facial-recognition technology
that will allow police to know about active warrants, prior violence, or
generally peaceful conduct (just like the fixed cameras).31 While current
limitations on battery power and computing requirements have made facial
recognition through body cameras more aspirational than real, companies
promise that in the next few years this capability will be operational.32 In
addition, the facial-recognition technology itself is growing more
sophisticated by the month. Facebook’s facial-recognition program DeepFace
boasts of a 97% accuracy rate of identifying faces across its platform, with
new improvements happening every year.33

If DAS and body cameras are not invasive enough, aerial cameras provide
the ultimate mass-surveillance tool. Flying high overhead, able to record



entire neighborhoods for hours at a time, aerial cameras like Persistent
Surveillance Systems can watch crime in real time and record the patterns of
all vehicles, people, and events below.34 Washington Post reporter Craig
Timberg vividly described the plane’s observational capabilities:

Shooter and victim were just a pair of pixels, dark specks on a
gray streetscape. Hair color, bullet wounds, even the weapon
were not visible in the series of pictures taken from an airplane
flying two miles above.

But what the images revealed—to a degree impossible just a
few years ago—was location, mapped over time. Second by
second, they showed a gang assembling, blocking off access
points, sending the shooter to meet his target and taking flight
after the body hit the pavement. When the report reached
police, it included a picture of the blue stucco building into
which the killer ultimately retreated, at last beyond the view of
the powerful camera overhead.35

Add sophisticated audio capture, and these aerial camera systems or drones
provide the potential for cities to be surveilled in real time and for days at a
time. Similar to the Domain Awareness System, police can roll back the tape
and watch how the crime developed, where the suspects fled, and patterns of
behavior before and after the suspects got to their supposed safe houses.
Persistent Surveillance Systems planes have flown missions over Baltimore,
Los Angeles, Indianapolis, Charlotte, and other cities.36 Cars or people can be
digitally identified and tracked over time. Time and movement can be
reduced to searchable data points. A digitized history allows time’s normal
passing to be recaptured. And all of the information (tens of thousands of
witnessed moments) can be (and has been) turned over to police interested in
solving crimes.

Real-Time Investigation
The first 48—homicide investigation lore holds that the first 48 hours of an
investigation remain the most important. If you speed up the investigation,



you close more cases.
Across the country, police departments are developing real-time operations

systems to investigate crimes. These nerve centers centralize information
gathering,37 linking video feeds, calls for service, crime maps, and real-time
police patrols to allow commanders to respond to ever-shifting crime patterns
immediately. An uptick in robberies in the afternoon can lead to additional
police patrols at night.

But the game-changing technology involves big data networks of
investigative leads. Sarah Brayne conducted a groundbreaking two-and-a-
half-year case study of the LAPD’s embrace of data-driven technology.38

Brayne describes how larger and larger data sets have made police
investigation faster, more accurate, and data centered.39 She describes a
homicide investigation that began with a body dumped at a remote location.
The victim appeared to be a Los Angeles gang member, but no witnesses
could be located. Fortunately, an automated license-plate scanner recorded
license plates near the location. By narrowing down the time of day, police
focused on a single license plate from Compton, California. By running the
tags in a database and cross-checking the owner’s name with a gang database,
police generated a suspect who happened to be in a rival gang from the
person killed. The suspect’s vehicle was searched, and incriminating
evidence was recovered linking the suspect to the victim.40 Case closed.

Networked systems allow police to process more data, much more quickly.
Palantir developed an integrated data system that allows LAPD to search for
people, automobiles, homes, cellphones, email addresses, locations, friends,
associates, family, or employment from among the various data sources
already in the possession of the department.41 If any link can be connected
between two of these things, it can be digitally mapped. If investigators want
to extend out a second or third link, entire groups can be connected. Gang
members, people with open warrants, and others targeted for investigation
can all be linked together, so you could see all the home addresses of a
particular gang or the travel patterns of three known drug distributors.42 For
big-picture investigation, this allows police to see the nature of crime
networks in the city (and across multiple jurisdictions).43

Non-law-enforcement data also populates the investigative databases.
Information from social services, health services, mental health services,
foreclosures, social media, utility bills, and even stored phone records from



pizza chains (used to speed pizza delivery) can all be potentially linked up.44

Such a comprehensive data-aggregation system might run into privacy issues,
and the inclusion of health information would certainly add additional legal
complications; but as a technical matter, this data is available and can be
integrated into aggregated police systems.

At a minimum, the LAPD database can be used to target particular crimes.
If, for example, police wish to track a car suspected of being involved in
human trafficking, police can find all the times the automated license-plate
reader tagged the car. The pattern can be visualized on a map. This
connecting thread might lead to finding trafficked people or routes used for
smuggling people between houses. Or if police learn about three particular
houses used for prostitution, a “geofence” (electronic sensor that alerts when
crossed) can be created around the houses,45 such that if any single car shows
up at all three houses, an inference can be drawn that the individuals in the
car are involved in the suspected trafficking activity.

All of this can be done in real time. Instead of conducting a stakeout, an
automatic alert system can be created to ping the officer that a particular car
has entered an area or person has come into contact with police. Literally, an
email goes out informing the officer that the wanted person has just made
contact with a police sensor. In addition, similar to the Beware system, all of
this accumulated data about a location can inform officers responding to a
911 call or effectuating an arrest. Data about the area, the people who live at
an address, past crimes in the neighborhood, and other data that has been
entered into the system can be provided almost instantaneously. Automation
pushes out tactical information constantly, quickly, and conveniently to
officers in the streets.

Race for Data
Proactively studying crime means mapping it. In the most heavily surveilled
areas of Los Angeles, field contacts, ALPR, and facial-recognition records
pinpoint the location of people and cars. As data points, these basic locational
facts can be studied over time. As clues to solve crimes, these facts can be
useful for identifying witnesses, tracking suspects, and even providing (or
debunking) alibis. Further, because the information is not only individualized
but associational, link analysis can connect many other people to the groups



involved in particular group crimes.
Communities of color bear the brunt of these tactics. By and large, it is

poor people from minority backgrounds who are stopped by police. By and
large, it is people of color who are populating the growing police databases.
If these racially skewed databases of past police contacts become the
justification for future police contacts, then biased data collection will distort
police suspicion. Worse, when linked to commercially available big data
systems, citizens might be inappropriately stereotyped based on overbroad
generalizations.

Similarly, the choice of where to place the surveillance systems can be
seen as discriminatory. The Stop LAPD Spying Coalition argued that by
targeting Skid Row, the facial-recognition technology mapped only poor
people of color living and working in the community.46 In Baltimore—home
to a police department under federal investigation for racial discrimination—
the police used data from the aerial Persistent Surveillance Systems over
West Baltimore (a predominantly African American community).47

The choice of targeting communities of color matters, because race
actually distorts the accuracy of certain technologies. For example, facial-
recognition matching works by creating models of faces, digitally broken
down into tiny pixelated nodes.48 With current technology, every face can be
digitally deconstructed to 80 nodal points and thus matched with other faces
in a database system. Facebook recently developed technology that can
identify a face out of the 800 million photographs on its network in under
five seconds.49 Facial-recognition algorithms are trained by looking at faces,
but because algorithms are trained on existing photos, certain racial bias
seeps into the process.50 As Clare Garvie and Jonathan Frankle wrote in the
Atlantic,

Algorithms developed in China, Japan, and South Korea
recognized East Asian faces far more readily than Caucasians.
The reverse was true for algorithms developed in France,
Germany, and the United States, which were significantly
better at recognizing Caucasian facial characteristics. This
suggests that the conditions in which an algorithm is created—
particularly the racial makeup of its development team and test
photo databases—can influence the accuracy of its results.51



Another study of facial-recognition technology found racial disparities
between African Americans and Caucasians. The technology failed to
identify the correct person twice as often when the photo was of an African
American subject.52 This inaccuracy can have one of two results. First,
because the facial-recognition technology cannot find a match (even though
there is a match in the data set), a person who should be identified is not
identified (the guilty go free). Second, because the facial-recognition
technology cannot find a match (because there is no match in the data set),
the algorithm nevertheless suggests the person who is the closest match (an
innocent is flagged). This closest match becomes the target of investigation,53

and in the United States, due to the embedded racial disparity of who gets
arrested (and thus who is in the data system), this error will fall on racial
minorities more than on whites. In any algorithmically dependent project,
these errors can have discriminatory impacts about who is stopped or even
arrested.

Race does not need to have a distorting effect on policing. In New York
City, the Domain Awareness System focuses its attention on downtown New
York, in the financial center. Such placement avoids direct allegations of
racial (or economic) bias correlating with minority communities or that the
cameras were intended to target high-crime areas (assuming Wall Street does
not count as a traditional high-crime area). Because of the commercial nature
of the area and the terrorist attacks of September 11, 2001, use of the Domain
Awareness System in Manhattan has avoided much of the criticism heard in
Los Angeles.

Race, policing, and surveillance collide when police use mass-surveillance
technologies to monitor domestic political unrest. In both Ferguson,
Missouri, and Baltimore, Maryland, the FBI used sophisticated aerial
surveillance to monitor protesters challenging police use of force.54 These
surveillance flights—initially secret—were eventually exposed by curious
citizens who saw small planes flying in odd patterns. In Baltimore, federal
agents accompanied by local police flew planes equipped with high-tech
cameras to provide live video feeds and even lasers to capture photographs in
darkness.55 According to the Baltimore Sun, the surveillance aircraft made ten
flights over the protests during the days following the death of Freddie Gray
in 2015,56 confirming activists’ complaints of ongoing surveillance and
tracking by federal law enforcement agencies.57 Obviously, use of such
technologies against peaceful protests raises difficult constitutional questions



about the limits of police surveillance, the importance of free speech, and the
need to ensure civil order. These questions are made more difficult because
of the racial cast of the surveillance, targeting not just communities of color
but members of the Movement for Black Lives.

Unreal Reliance
Big data technologies are changing the pace of police response. Driving these
technologies are automated capabilities that can search information faster
than human investigators can and that can make that information usable in
real time. The timing of when we police, however, has its downsides as speed
does not always encourage accuracy.

Denise Green learned the hard way that automated suspicion can fail. One
night, Green, a 47-year-old African American woman, was driving her
burgundy 1992 Lexus ES 300 on Mission Street in San Francisco.58 A police
cruiser with ALPR technology passed by and alerted to a stolen car. Green’s
license-plate number was 5SOW350, but the ALPR misread the license plate
as 5SOW750. Due to darkness, the photograph normally used to confirm the
automated report was “blurry and illegible.”59 The officer driving the cruiser
radioed ahead regarding the stolen car, and a second officer, without double
checking the license plate (or the fact that the stolen tag 5SOW750
corresponded with a gray GMC truck, not a burgundy Lexus sedan)
performed a “high-risk stop.” This stop entailed Green being forced out of the
car at gunpoint. Green, a municipal driver for the city with no convictions,
was required to kneel in the middle of the street and be handcuffed by six
armed officers.60 She sued the police for the violation of her constitutional
rights as a result of the mistake. While police protocols did suggest double
checking and confirming the license plate before stopping the driver, police
just deferred to the automatic alert without a second thought.

“Garbage in, Garbage out. Everyone knows that much about computers;
you give them bad data, they give you bad results.”61 So begins another
federal case—written by then-judge Neil M. Gorsuch—dealing with the
accuracy of a computerized state license-plate database. In this case, a state
trooper in Kansas stopped Antonio Esquivel-Rios because his car’s
temporary Colorado tag did not show up in the database that was routinely
used to search for licensed cars.62 It turns out, however, that temporary tags



from Colorado could not show up in the Kansas database because temporary
tags were not routinely loaded into the Kansas system.63 The police officer
based his stop solely on the database response, but the database was an
unreliable source of information. In fact, only at the subsequent court hearing
did it come to light about the types of licenses included in the shared database
and the fact that such temporary tags were never loaded in. The police
officer, however, did not know that fact and relied on the incomplete
information in the database, resulting in the erroneous stop. Such database
errors are unfortunately common. Over the past few years, the U.S. Supreme
Court has decided four cases involving arrests based on faulty arrest warrants
in police databases.64 Data-driven suspicion is only good as the data in the
system.

Accuracy concerns also exist with consumer data repurposed for criminal
investigation. The Beware program in Fresno, for instance, relies on similar
commercial data compiled by data brokers. While data brokers have proven
quite useful in making sure we have the appropriate catalogues in the mail, it
does not matter very much that they occasionally get things wrong. But when
the Beware system provides inaccurate (or merely out-of-date) information to
police responding to an emergency, the errors can turn deadly. If, for
example, a 911 call returns information that a violent felon lives in the house,
any responding officer would be wise to pay attention. But the heighted
vigilance could turn tragic if the data is wrong, is dated, or causes the officer
to overreact out of fear in a situation that did not call for it. Maybe the felon
moved away. Maybe the address had merely been given to receive mail, and
his grandmother lived in the house. Maybe the former felon had turned his
life around. The consumer data captures none of these realities and yet
directly impacts how police perceive the situation and how they respond.

Similarly, facial-recognition technologies have yet to be adequately tested
for accuracy. The Government Accountability Office (GAO) issued a critical
report on the FBI’s facial-recognition technology policies, castigating the FBI
for failing to assess the accuracy of its searches.65 The FBI did not assess the
“false positive rate,” did not conduct operational reviews of the actual use of
the technology, and did not assess the accuracy of external face-recognition
systems from partners.66 Simply stated, the most advanced and sophisticated
user of facial-recognition technology could not validate the accuracy of the
system. In 2016, the Georgetown Law Center on Technology & Privacy
issued a nationwide report titled “The Perpetual Line-Up” detailing the



growth of facial-recognition technologies.67 The report found that 117 million
(one in two) Americans have their images in these law enforcement database
systems.68 Many driver’s license photos now can be used in police photo
arrays to match against suspected criminals. These local, state, and national
databases of images (of largely innocent people) remain unregulated with few
legal (or even regulatory) protections.69 Using this system, police conduct
automated searches for suspects every single day.

The automated nature of the information creates two interrelated problems.
First, the officers relying on the automated tips or matches have no way to
double check the black-box data. This is a real “black data” problem, as the
systems have not been designed to explain the match or data hit but only to
flag the information. Almost by design, police can only defer to the data since
there is no way to see beneath the result.

Second, the speed at which the information is supposed to be used reduces
the ability to check for accuracy. In a non-big-data world, while it is certainly
possible for a police officer to obtain bad information about who lives at a
particular address, the usual human process of obtaining that information
(asking fellow officers, looking through records, personal observation) might
provide more contextual understanding than an automated color-coded threat
score. With automated threat scores or automated license-plate scans or
automated facial-recognition alerts, police will have a tendency to simply
accept the information as true without questioning it or the assumptions
behind it. Worse, they will lack the ability to interrogate why or how the data
was created.

The Time-Machine Problem
Stephen Henderson examined the technological future and realized we have a
“time machine problem.”70 Available mass-surveillance technologies, like
Persistent Surveillance Systems, now can observe, record, and digitize
movement in real time and thus can be used to investigate after the fact.
Police can see into the past, piecing together data about cars, people, and
movements. Drones, ALPR, the Domain Awareness System, and old-
fashioned surveillance cameras all provide wonderfully helpful digital time
machines.

Such surveillance capacity presents a real threat to privacy, because in



order to collect the time-machine data on a particular suspect, the rest of the
population also must be recorded. Associational freedoms can be threatened
by the mere possibility of such mass surveillance. As Neil Richards has
written, “The gathering of information affects the power dynamic between
the watcher and the watched, giving the watcher greater power to influence or
direct the subject of surveillance. It might sound trite to say that ‘information
is power,’ but the power of personal information lies at the heart of
surveillance.”71 With all-seeing surveillance, police power expands, and
citizens’ freedom shrinks.

Big data police surveillance, thus, presents a stark privacy problem. The
digitization and ability to search and recall particular data points changes the
traditional physical limitations of policing. In doing so, it also distorts the
constitutional protections of citizens.

Traditionally, the U.S. Constitution through the Fourth Amendment has
not provided much protection for activities that occur in public.72 Think about
it: if you walk outside your house, why should you expect any privacy? You
are in public, and a nosy neighbor, paparazzo, or police officer can observe
what you do. So for years, police could set up surveillance cameras, trail you
in unmarked cars, and watch with whom you meet without any constitutional
concerns. Most modern police investigation takes advantage of this absence
of constitutional protection from ordinary observational surveillance in
public.

The question becomes, does this analysis change with pervasive
surveillance?73 After all, police have the technology to record your every
public movement (with drones), listen to every public conversation (with
high-tech audio devices), and track your every movement (with GPS
technology). The fact that police can obtain this information as a technical
matter does not mean that they should be able to obtain this information from
a constitutional point of view. This was—more or less—the issue presented
in a recent Supreme Court case, United States v. Jones.74

Antoine Jones owned nightclubs and other business interests in
Washington, D.C. He was a successful man about town but also, according to
police, a major figure in a drug distribution ring.75 The difficulty for police
was being able to connect Jones to the drugs. In an effort to make that
connection, police attached a GPS device to Jones’s Jeep Cherokee and
monitored it for 28 days. As the Court explained, “By means of signals from



multiple satellites, the device established the vehicle’s location within 50 to
100 feet, and communicated that location by cellular phone to a Government
computer. It relayed more than 2,000 pages of data over the 4-week period.”76

Fortunately for police and prosecutors, the GPS coordinates of the Jeep
linked Jones to one of the stash houses suspected of containing the illegal
narcotics.

During the criminal prosecution against Jones, he challenged the use of the
GPS device placed on his Jeep. He argued that this type of tracking without a
valid warrant constituted an unreasonable search and, thus, violated his
Fourth Amendment rights. The government responded that all of Jones’s
movements were in public, so Jones really should not have had any
expectation of privacy in his travels. After all, police could have followed
him using old-fashioned surveillance techniques on public roadways without
any constitutional concern.

Jones presented the Supreme Court with a choice between the traditional
understanding that people do not have much expectation of privacy in public
and the potentially invasive 24/7 surveillance capabilities of new tracking
technologies. If the Court sided with the government, it would mean that
police could track all cars at all times without any judicial approval. It could
mean that big data monitoring in public would have no constitutional limit.

The Court unanimously rejected the government’s argument, although it
divided on its reasoning. The majority of the Court, led by Antonin Scalia,
held that placing the GPS device on the car was a search because it physically
invaded Antoine Jones’s property.77 By physically attaching the GPS device
to the Jeep, police trespassed on Jones’s private property. Other justices took
a more technologically sophisticated view of the problem. These justices
reasoned that the long-term nature of the tracking violated the Fourth
Amendment because it violated Jones’s reasonable expectation of privacy.
These justices, led by Sonia Sotomayor, offered the first real analysis of the
danger of the time-machine problem.78

The privacy fear, as articulated by several justices, stemmed from the long-
term aggregated nature of the data collection and use. The justices reasoned
that long-term surveillance made almost effortless by new technology
presented a different privacy threat than old-fashioned surveillance in public
did. As Justice Sotomayor summarized,



GPS monitoring generates a precise, comprehensive record of
a person’s public movements that reflects a wealth of detail
about her familial, political, professional, religious, and sexual
associations. . . . The Government can store such records and
efficiently mine them for information years into the future. . . .
And because GPS monitoring is cheap in comparison to
conventional surveillance techniques and, by design, proceeds
surreptitiously, it evades the ordinary checks that constrain
abusive law enforcement practices: “limited police resources
and community hostility.”

Awareness that the Government may be watching chills
associational and expressive freedoms. And the Government’s
unrestrained power to assemble data that reveal private aspects
of identity is susceptible to abuse. The net result is that GPS
monitoring—by making available at a relatively low cost such
a substantial quantum of intimate information about any
person whom the Government, in its unfettered discretion,
chooses to track—may alter the relationship between citizen
and government in a way that is inimical to democratic
society.79

Justice Samuel Alito also echoed this concern that big data technologies
required a rethinking of Fourth Amendment protections:

In the pre-computer age, the greatest protections of privacy
were neither constitutional nor statutory, but practical.
Traditional surveillance for any extended period of time was
difficult and costly and therefore rarely undertaken. The
surveillance at issue in this case—constant monitoring of the
location of a vehicle for four weeks—would have required a
large team of agents, multiple vehicles, and perhaps aerial
assistance. Only an investigation of unusual importance could
have justified such an expenditure of law enforcement
resources.80



A majority of the Supreme Court, thus, agreed that the type of digital time
machine at issue presented a threat to Fourth Amendment principles. Yet,
despite the awareness of the dangers of mass surveillance, none of the
justices offered a clear answer about the future. Five of the justices were in
agreement that long-term (28-day) GPS tracking for a drug crime violated the
Fourth Amendment because it violated a reasonable expectation of privacy,
but no further specifics about other technologies, other time frames, or other
crimes were offered. The Supreme Court answered the question before it and
nothing more, leaving for another day how it might address the growth of big
data surveillance technologies. We do not know if surveillance for 14 days or
four days might change the Court’s analysis or if a different crime (murder,
terrorism) might affect the outcome. We know that technology has changed
the Fourth Amendment but just not how much.

The big data surveillance capabilities detailed in this book vastly exceeds
the rather-simple GPS location-tracking device used in the Jones case. Fourth
Amendment questions will arise from use of ALPR devices and facial-
recognition cameras. Fourth Amendment concerns will impact DAS and
drone surveillance. But as of now, these constitutional issues remain
unresolved, and Congress has largely failed to act.

Future threats of mass surveillance are only growing. Wired magazine
reported that technology now exists that potentially could link 30 million
private CCTV surveillance cameras together in a truly massive surveillance
system.81 Private towing companies have begun equipping their trucks with
ALPR scanners to assist with repossession claims and have been willing to
share that data with law enforcement.82 Cities have seen the capabilities of the
Domain Awareness System and are looking to purchase it. In combination,
this surveillance network provides a real-time map of our daily activities
without any guide to future privacy protections or constitutional limitations.
This is the Fourth Amendment question for the future, one that threatens to
rewrite existing constitutional understandings of liberty, autonomy, and
freedom from government monitoring.

How Big Data Impacts When We Police
Changing “when we police” is not just about real-time investigative
capacities but also signals a commitment to proactive information gathering.



Constant collection of data to understand community networks of criminal
activity has altered what police do on a daily basis.

In doing fieldwork with the LAPD, Sarah Brayne observed the effect that
new pre-crime data collection had on policing. Central to the LAPD’s data-
collection effort were “field interview cards.”83 Police on patrol would fill out
these cards, which included personal information such as name, address, sex,
height, weight, “descent” (presumably ethnicity), date of birth, aliases,
probation/parole status, phone numbers, and Social Security numbers.84

Additional information about “personal oddities,” union affiliation, or gang
or club membership can be added on the cards. Other information about the
subject’s vehicle (including damage, custom accessories, or stickers) and
persons found with the suspect can be memorialized. Importantly, the
location and time of the contact (geocoordinates) are recorded, so that all of
this information could be saved for later investigative use and uploaded to the
system to link suspects together. So, for example, if two people were
observed on two separate days in the same vehicle, that link—once reduced
to digital form—could be observed in the data. Or if several field interview
cards identified individuals from the same gang, the location of these gang
members could be digitally mapped over time.

In some cases, the field interview cards were bundled into formal “Chronic
Violent Crime Offender Bulletins,” which became one-page dossiers about
high-risk individuals.85 These bulletins would include a photograph of the
subject with identifying information but also would list the history of prior
contacts between police and the individual (and his associates). These
bulletins were not intended to replace arrests warrants and had no
independent legal significance but did end up having a real tactical impact. In
practice, the Chronic Violent Crime Offender Bulletins were operationalized
into Project LASER (Los Angeles Strategic Extraction and Restoration),86 the
goal of which was “to target with laser-like precision the violent repeat
offenders and gang members who commit crimes in the specific target areas.
The program is analogous to laser surgery, where a trained medical doctor
uses modern technology to remove tumors or improve eyesight.”87 Like
priority targets in New York City, these men became the focus of police
attention before any report of a completed crime.

This move to collect data through field interview cards began to have an
outsized role in policing. Each police contact ratcheted up the likelihood of
future suspicion, because each contact counted toward an informal threat



score. So just by being the recipient of police attention, one’s threat score
increased. Or, in other words, police could increase suspicion just by being
suspicious. Second, the push for contacts encouraged officers to initiate
physical conversations and stops with those who were targeted. Even if
consensual, these stops felt like seizures for those people being stopped. And
information that a person was a “Chronic Violent Crime Offender” likely
would tip the balance into finding some reasonable suspicion for a stop. After
all, if you are a police officer on patrol and you receive a “Chronic Violent
Crime Offender Bulletin” with a photograph of someone who lives on your
patrol route, you are going to be suspicious of that person.

This pre-crime information also impacts how police treat citizens. Police
approaching someone considered a “Chronic Violent Crime Offender” might
reasonably use significant caution and perhaps force, including physical
force, to ensure their safety. From the perspective of the suspect, such
treatment will be considered demeaning, frightening, and unnecessary. While
the suspect may well have gang affiliations and a prior record and may be
under court supervision, it might be the case that at that particular time, the
suspect is trying to go home, get a job, or care for his family.

To be clear, these police contacts do not involve investigating ongoing
crimes or making arrests of completed crimes (there is neither reasonable
suspicion nor probable cause). They involve pre-crime data collection,
transforming police officers into data collectors for a larger system of
information control. Police are policing before the crime and building the
investigative network to solve future crimes. While no doubt these regular
police contacts also impose a measure of social control over a population
likely to be involved in crime, the focus is really about proactively
developing data, rather than responding to reported crimes.

A real-time data-collection focus makes the job of a police officer far more
complex. In addition to doing all of the normal day-to-day tasks, police
officers must also become data-entry experts, interpreters, and technicians.
Data in a data-driven policing system comes from the officers collecting it.
As can be seen in the push for data from field interview cards with the
LAPD, this means a lot of data entry. While certain start-up companies like
Mark43 have offered new digital software to speed up data entry and
automate police reforms,88 for most officers, the paperwork system is not too
different from their father’s police force.



Besides the time-consuming nature of the data-entry process, this data
focus requires police to see things as the data fields consider things. The
cards reduce individuals to categories of race, gang affiliation, gender, and
the like, rather than thinking about the individuals as individuals. Suspects
become data points as much as people. The focus becomes one of tagging
individuals rather than seeing the environments in which they operate. By
design, the LAPD system is trying to mark people in time and place, so
police become hunters, geotagging suspects for the larger data net. Every
patrol becomes a data-gathering mission, rather than a crime-suppression
mission.

With more information, police officers must become fluent data
interpreters. A constant flow of new information is available to police. Before
knocking on a door or stopping a car or talking to a person on the street, a
wealth of data must be interpreted. Much of this instantaneously available
information is imperfectly sourced, contradictory, and overwhelming.
Imagine: a police officer stops a car owned by a convicted violent felon, but
one who appears to be employed and lives in a big home in a nice
neighborhood. Is he dangerous? How does the additional information help the
officer sort through the risks? How can the officer check the reliability of the
information? Adding a Beware “threat score” filled with miscellaneous
consumer data (or the equivalent) only complicates the decision.

Of course, police have always had to make difficult decisions, but the
inputs of traditional policing were much narrower. When Officer McFadden
watched John Terry, he saw what he saw with his own two eyes.89 His prior
experience could inform his personal observation, but much of his decision
making came from inside his head and gut. But in a big data world,
McFadden would be burdened with all sorts of externally derived facts. He
might know the type of neighborhood, down to last week’s robbery stats. He
might know about John Terry, receiving not just the available law
enforcement information but also what the data brokers have on him. He
might have information through cameras about where Terry was beforehand.
All of these additional inputs probably assist in assessing whether reasonable
suspicion exists for a stop, and most are probably quite helpful; but all are
new burdens for officers forced to evaluate the reliability and credibility of
the information.

Police officers must become sophisticated data consumers. All the data in
the world does not help anyone if line officers do not access the information.



NYPD’s handheld devices become expensive phones if officers do not master
the skills of querying the data. These soft computer skills might also have to
go beyond merely using police data to the world of social media or data
mining. This reality involves not just technological competence and
familiarity but the ability to articulate why officers did what they did and why
the data can be trusted. Police officers on the witness stand at a suppression
hearing will not do well if their answer to “why did you stop the suspect?” is
merely “because the computer told me to.” Instead, officers will need to be
able to articulate how the data informed their professional judgment and why
it makes sense to rely on this type of data for this type of case. Only then will
courts accept the value of big data policing to determine the fate of criminal
defendants.

The growth of pervasive surveillance capabilities, big data analysis
technologies, and aggregated personal information threatens to radically
expand when (and how) police investigate cases. A single drone with
sophisticated video, audio, and tracking capabilities could change crime
patterns and privacy protections in one figurative sweep. While the
technology does not quite exist yet, one would be hard-pressed to think of a
crime that occurs in public that could not be observed and then investigated
with an all-seeing drone. Like the ground-level DAS system, police could
digitally search for all hand-to-hand transactions and then observe which
ones involved drug dealing. Police could (again with not-yet-operational
video capacity) identify the individuals and identify where they came from
(their home) and their daily patterns. Big cases like bank robberies or
murders could be watched, with all of the players tracked back not just to
their home but for the past week. Such a time machine might deter a
significant amount of crime. With digital mass collection, the time for police
to use this information changes, allowing quicker responses to emergencies
but also longer-term investigations of criminal patterns on the streets.

But the cost of such surveillance is our privacy, because that same
technology also monitors political protesters, religious dissenters, and
everyone else. This is the dilemma of the “collect it all” mind-set. To catch
the bank robber, you also need to capture the photo of everyone who uses the
bank. Constitutional and statutory law has yet to navigate big data
technologies’ privacy-eroding potential, but the two are on a collision course
with an uncertain future.
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How We Police

Data Mining Digital Haystacks

Our work is very challenging. We are looking for needles in a nationwide haystack, but
we are also called up to figure out which pieces of hay might someday become needles.

—FBI Director James Comey1

Cellular Circuits

The High Country Bandits robbed 16 small-town banks over the course of
two years.2 Two men dressed in ski masks, jackets, and gloves pulled off one
armed robbery after another across rural Arizona, Colorado, and New
Mexico. In a posted “Wanted Bulletin,” the FBI described the bandits’ modus
operandi: “The unknown male identified as suspect number one often enters
the banks in rural locations near closing time and brandishes a black semi-
automatic handgun. Suspect number one then demands all the money from
the teller drawers. He obtains an undisclosed amount of money, puts it in a
bag, orders everyone on the ground, then exits the banks with a second
suspect.”3 The bank robbers netted small amounts of cash and disappeared.
Over and over, they managed to stay one step ahead of law enforcement,
tacking back and forth through small towns in the West. They forgot just one
thing. They were being tracked by their data.

The FBI caught the bandits with a relatively simple digital search.4 First,
the FBI obtained a court order for all of the cellphone-tower records from
four of the most rural victimized banks. Since all cellphones regularly check
in with the nearest cell tower, a continuous log of nearby cellphone numbers
can be obtained. FBI agents figured that if any single phone number showed
up at each of the robbed banks, they would have their suspect.5 And they were



right. One Verizon cellphone number popped up (out of the 150,000 numbers
collected) near three of the four banks (Verizon did not have a tower near the
fourth bank).6 Another cell number popped up in two of the four bank
locations. And that second number had called the first number on repeated
occasions.7 The FBI went back to the judge and obtained another court order
seeking locational data from the two cellphones in question. By examining
the cell-tower records, the FBI could demonstrate that one or both of the
cellphones had been near most of the 16 bank robberies. The FBI then
tracked the phones to their subscribers, Joel Glore and Ronald Capito, and
ended the criminal careers of the High Country Bandits.8

A more sophisticated cellphone investigation broke open the largest cash
theft in Swedish history.9 In a crime right out of the movies, a well-financed
ring of international thieves used a stolen helicopter, fake bombs, and armed
robbers rappelling down ropes into a locked vault to walk off with 6.5 million
in Swedish kronor. As described by Evan Ratliff in his spellbinding article
Lifted in the Atavist magazine, the robbers targeted a cash depot holding the
equivalent of $150 million.10 The plan involved a coordinated assault via
helicopter, high-power explosives, and a violent attack that overwhelmed the
guards at the depot. The plan worked flawlessly, except that despite the
gloves, masks, stolen getaway vehicles, and other precautions, the criminals
could not escape their data trails.

Unlike the High Country Bandits, the international thieves had the good
sense not to bring along their personal cellphones to the heist. Instead, they
used disposable prepaid phones (“burner phones”) to hide their contacts.11 But
even disposable phones leave data trails. One of the Swedish police
investigators, Jonas “Jocke” Hildeby, decided to find the needles in the
haystack of phone calls. He collected a list of all of the phone numbers
processed by cell towers near the cash depot at the time of the robbery. The
list included 300,000 calls and 18,000 telephone numbers. Hildeby’s goal
was to find a closed loop of disposable phone numbers that communicated
only with each other and only around the time of the heist. His theory, which
turned out to be correct, was that the robbers would be given burner phones
to communicate, only use them to plan the robbery, and then ditch them once
the robbery was over. In combing through the data, Hildeby found one such
closed circuit of 14 phones. These phones spoke only with each other, did so
only in the weeks leading up to the robbery, and stopped immediately after
the robbery. In triangulating the location of those 14 phones, investigators



could actually map out the path of the different participants during the course
of the robbery.12 For example, police knew that the helicopter had been stolen
from a particular hanger and could track one of the burner phones to that
location. Essentially, a digital map could be reconstructed with cellular
locational data that mirrored each step of the robbery.

The next step required connecting the burner phones used in the robbery to
actual people. The police had identified two potential suspects but needed to
connect those men to the phones. Again, data trails revealed the link. Police
traced the suspects’ personal cellphones using the same tracking technology.
Lo and behold, the suspects’ personal cellphones were located at the exact
same place as the burner phones (before the robbery). The suspects had used
personal phones to make personal calls and burner phones to further the
conspiracy, but the data trails put both sets of phones at the same place at the
same time. At trial, the suspects tried to explain away the coincidence, but the
data trails undermined their efforts. Using these cell-tower links, as well as
other surveillance, digital, and biological evidence, prosecutors were able to
convict the men of the crime.13

Big data policing takes advantage of these cellular, digital, and biological
data trails by creating new ways to search for connections. This chapter
explores how data can be mined to aid criminal investigations. But it also
addresses the problems with data error, the racial bias infecting data-driven
systems, and the temptation of pure probabilistic suspicion.

Cellular Haystacks
In the United States, police have used cell-tower searches in thousands of
criminal cases.14 In some instances, police simply subpoenaed the phone
numbers from cellphone companies, and in other cases, the police directly
intercepted the cellphone numbers using “cell site simulators.”15 Cell site
simulation technology, formally known as an International Mobile Subscriber
Identity catcher (IMSI-catcher) but informally known as a “stingray device”
or “D[i]RT-box,” mimics a cell tower and tricks cellphones into thinking it is
an official tower.16 Once tricked, the cellphone reveals its unique identifier,
and the cell site simulator captures the location, time, date, and duration of
the call.17 The device is precise enough to find a phone within a few feet.18

The difficulty is that in order to capture a targeted cell number, the stingray



device also has to capture all the other phone numbers in the area.19 To find
the guilty needle in the haystack, you have to collect a lot of innocent hay.
And because cell site simulators collect data from all phones in the area, they
create massive cellular nets of personal information.20 These simulators can be
fixed but also have been mounted on planes, which allows the capturing of
cell data from thousands of phones. For example, the Wall Street Journal
reported that U.S. marshals used small Cessna planes outfitted with DRT-box
surveillance tools to find wanted suspects down below.21

Sifting through cellphone data can result in remarkably effective policing.
On May 9, 2009, an employee at the Central Booking Station at the
Baltimore Police Department discovered that her car window had been
smashed and her cellphone stolen.22 In a city plagued by serious crime, and
without witnesses or clues, these petty thefts generally remain unsolved. Two
days later, the thief had been caught. The secret? Baltimore police used a
stingray device to locate the stolen phone. But there was a problem. The
secret was a secret.23 The Baltimore police had signed a nondisclosure
agreement with the FBI at the behest of Harris International (the maker of the
stingray device), which prohibited the police from mentioning the device’s
use in any public manner.24 So investigators did not mention how they
discovered the phone in the police reports. Prosecutors could not reveal the
information to the defense lawyers or the judge. This secret surveillance
caused problems for criminal prosecutions, and in a few cases, judges threw
out the charges because the nondisclosure agreement restricted police officers
from testifying truthfully about using the devices. In other cases, prosecutors
dropped or reduced the charges.25 In the Baltimore cellphone case,
prosecutors dismissed the charges after a few months.

The scope of this cellular sleuthing is growing with the technology. In
litigation over the use of IMSI-catchers, a Baltimore police detective testified
that the police had used the technology 4,300 times since 2007.26 Some of
those cases involved serious charges such as homicide, shooting, or rapes, but
others fell on the petty-theft side of the line.27 In Florida, court records show
that police have used the devices 1,800 times.28 In Tacoma, Washington,
police used it 170 times.29 The federal government currently owns over 400
cell-site simulation devices and spent almost $100 million on the technology
between 2010 and 2014.30 Other jurisdictions also own the technology but
have maintained secrecy about the scope of its use.



Metadata
When you know a phone has been stolen, it makes sense to search for the
phone’s location (and thus the thief). But what if you do not know whether
there was a crime, but you suspect that watching patterns of communications
could reveal a crime? The capturing of the entire haystack of phone records
can be wonderfully revealing for police investigators, because the metadata
connecting those numbers reveals otherwise-unseen connections. Metadata is
“data about data,” which in the phone context means the number, contacts,
time, date, and location of the call (but not the content).31 Metadata is a big
data creation, only useful because powerful computers can crunch the 3
billion phone calls made to or from the United States each day.32 Metadata is
also created by internet and computer usage, social media posts, digital
photographs, and pretty much every digital activity done today.33

The popular discussion of telephone metadata begins with Edward
Snowden’s revelations that the National Security Agency (NSA) had been
collecting phone-record metadata.34 Although the NSA is focused on the
collection of foreign—not domestic—intelligence, through the agency’s
telephony metadata program, the NSA collected locational data about calls,
the IMSI identity of the callers, and the duration of the calls but not the
content of the calls.35 NSA would query the data for information about
specific, targeted phone numbers. Connections between targeted numbers
could be linked in “hops,” meaning linking all of the numbers connected to
the target phone number. So, for example, an international terrorist target’s
phone number could be linked to all the people he called, as well as all the
people they called (one hop), and then linked to all the people the secondary
group called (two hops). The network map “hops” outward, expanding to
reveal other possible connections between suspected intelligence threats.

In the litigation over the constitutionality of the NSA program, Edward
Felten, director of the Center for Information Technology Policy at Princeton
University, detailed the revealing nature of metadata.36 In a legal declaration
filed in federal court in the Southern District of New York, he wrote,

Although this metadata might, on first impression, seem to be
little more than “information concerning the numbers dialed,”
analysis of telephony metadata often reveals information that



could traditionally only be obtained by examining the contents
of communications. That is, metadata is often a proxy for
content. In the simplest example, certain telephone numbers
are used for a single purpose, such that any contact reveals
basic and often sensitive information about the caller.
Examples include support hotlines for victims of domestic
violence and rape, including a specific hotline for rape victims
in the armed services. Similarly, numerous hotlines exist for
people considering suicide, including specific services for first
responders, veterans, and gay and lesbian teenagers. Hotlines
exist for sufferers of various forms of addiction, such as
alcohol, drugs, and gambling.37

Felten also detailed how calls to certain numbers can reveal charitable and
political donations, connections to activist organizations, employment, and
friendships.38 Sometimes a series of calls can reveal intimate or embarrassing
details. “Consider the following hypothetical example: A young woman calls
her gynecologist; then immediately calls her mother; then a man who, during
the past few months, she had repeatedly spoken to on the telephone after
11pm; followed by a call to a family planning center that also offers
abortions. A likely storyline emerges that would not be as evident by
examining the record of a single telephone call.”39

A Stanford University study confirmed the invasive power of telephone
metadata.40 The study involved 823 volunteer participants who provided
access to metadata information on 251,788 calls and 1,234,231 text
messages.41 The study sought to create a data set that could test just how
revealing a NSA-like metadata program could be. The study provided four
main takeaways relevant to big data policing. First, even a “two hop”
constraint resulted in linking almost all of the quarter million telephone
numbers. Certain “hub” numbers (for example, telemarketers) contacted so
many people that almost all other people could be linked through those
shared connections. Second, even though the phone numbers did not have
names attached, through the use of publicly available social media and
internet searches, the deidentified numbers could be reidentified to find real
people. The researchers concluded, “Telephone numbers are trivially
identifiable.” Third, by studying the patterns of calls, researchers could



determine revealing insights about people’s lives. For example, by studying
the pattern and time of phone calls, researchers could determine who was in a
romantic relationship. Finally, and most interestingly, the metadata revealed
sensitive personal information. The study describes being able to diagnose
illnesses, medical conditions, and an interest in firearms just from the
numbers called.42 Researchers could even develop suspicion hinting at
particular crimes, such as calls to a hydroponics store, a head shop, a
locksmith, and a hardware store all in under three weeks, which could lead to
the inference that the caller had an interest in growing marijuana.43

Despite such privacy concerns, the government has consistently argued
that the metadata program—because it was a non-content-based collection
system—did not reveal constitutionally protected personal information.44

Further, it has argued that because of restrictions on access to and
dissemination of the data, as well as the program’s focus on identifying
unknown terrorist operations and preventing terrorist attacks, the program did
not violate the constitutional rights of United States citizens. Both points are
legally important. If metadata does not reveal private data, then it would be
hard to claim that the Fourth Amendment’s protection of the reasonable
expectation of privacy should apply. Not only did the phone user knowingly
share the information with a third-party provider (the phone company), but
the collected information does not target personal content (all that is revealed
is the data around the phone numbers).45 Second, the government argued that
a vast amount of data collection was reasonable based on the limited way it
was used and the significance of the government’s interest.46 While Congress
has since banned the bulk collection of telephone metadata under NSA’s
previous program, domestic law enforcement can obtain access to metadata
for specific cases.47

But, really, one does not need the NSA to collect the information. NSA
collected the raw information from telephone companies such as AT&T,
which maintained telephone metadata for years.48 Literally, trillions of records
of phone calls exist in searchable form. Certain law enforcement agencies
like the DEA have access to this super database of metadata through a still-
secret program called the Hemisphere Project.49 The Drug Enforcement
Agency has even allowed AT&T employees to work beside DEA agents to
more efficiently search the database.50 The Hemisphere Project database has
been called “a super search engine” or “Google on Steroids” that allows
investigators to search connections between numbers and locations on any



call that passes through AT&T switches.51 Without a judicial warrant, law
enforcement can obtain targeted information using an administrative
subpoena or equivalent judicial order. This metadata connects the dots of
social networks and locations of people suspected of criminal activities.

Social Media Mining
A shooting outside a club, a mass protest, a citywide celebration—these
events generate instant social media commentary, photos, and video.
Individuals at the events can post public comments or images from the
events. What if police could zero in on the geographic location and view all
of the social media commentary happening in real time, identifying both the
people present and the content of the communication? Police in Austin,
Oakland, San Diego, San Jose, Santa Clara, and Philadelphia have
experimented with Geofeedia,52 a software program that allows users to tag,
search, and sort social media content for investigation. Other companies such
as BlueJay or SnapTrends offer similar social media scraping services.53

The possibilities for investigating social media are alluring to police.
Imagine that moments after a club shooting, police use a Geofeedia-like tool
to isolate the geographic area around the club and search all of the Twitter,
Facebook, Instagram, Picasa, and Flickr posts in real time.54 These public
comments could be searched for key words (“gun,” “suspects”), and the
people in the area could be geotagged, thus memorializing witness locations
in real time. Communications between individuals could be linked so that
investigators could see who was associated with whom at the scene, and
videos and photos of the crime scene could be saved for future use at trial.
Police could create a searchable database of all posts within that geographic
boundary, and they could track all future posts of suspects initially identified
as being at the scene.55

Social media surveillance can also help police investigating high-crime
areas. For example, if police suspect a particular housing project as being the
home of a drug gang, police can conduct long-term monitoring, intercepting
all the social media posts coming from that geographic area. Police can
identify all the people posting from the area (both those living there and
visiting friends), and police can link those posts to others contacted through
social media (developing a web of relationships). The result is a social media



surveillance program that can monitor the public content to see if activities,
threats, or social commentary suggest criminal activity.

Police in New York and Chicago have long monitored social media,
including watching YouTube videos to determine the composition of gangs
and related gang activity.56 As most gangs involve youth who are fully
immersed in social media culture, it is not surprising that gang life bleeds into
the digital space. Gangs have used social media to threaten rivals and to stake
out turf.57 Gangs boast and insult others online, and sometimes threats in
videos lead to real-world consequences. Ben Austen in Wired magazine
interviewed a few of the digitally oriented detectives involved in policing the
social media beat, examining the almost “entrepreneurial” way the gang unit
in Chicago approaches social media threats.58 “The police in Chicago now
actively look for inflammatory comments around specific dates: the
anniversary of a homicide, say, or the birthday of a slain gang member, the
sorts of events that have often incited renewed rounds of violence.”59 As an
example, he described how a police gang unit notified a 12-year-old’s parents
that their son had foolishly insulted a well-known gang member in a posted
rap video. Police went so far as to relocate the family temporarily from their
home and then watched as angry gang members stalked the young boy’s
home. Police believe that this type of preventive, real-time intervention saves
lives.60

Academics have also begun studying Twitter to predict crime. The idea is
that Twitter represents society’s current views, organized by location and
content, and thus could be useful for identifying future risks of violence. In
an interview with NPR’s All Things Considered, Desmond Patton, a
professor of social work at Columbia University, explained how he has
developed an algorithm to mine tweets for predicted violence: “One idea is
that if we can decode the language, then perhaps we can send triggers to
social workers, violence workers who are embedded in these neighborhoods
already, so that they can utilize the strategies they already have to reach out
to youth before the post becomes an injury or homicide.”61 While this type of
algorithmic mining of content is still in its infancy, one can see that it could
offer insights to police about patterns of youth activity in a city. Even
something as simple as where the hot parties or hangouts will be on a
weekend night might allow police to respond more effectively to prevent out-
of-control situations in the immediate future.

But, of course, like in the cellular collection situation, in order to monitor



the individualized risks, police and researchers also have to collect
everyone’s data. The haystack keeps growing, with billions of bytes of data
being shared every day. To find the violent tweets, police also must collect
the other content being shared on social media, and this can include First
Amendment–protected public speech. In fact, Geofeedia was used to track
and arrest young people in Baltimore protesting the death of Freddie Gray.62

Similar concerns have arisen after the FBI and the Boston Police Department
declared an interest in monitoring public social media posts for investigative
purposes.63

Data Mining
“Data mining” involves the search of large data sets to discover new
insights.64 In policing, this means using data searches to help solve past
crimes or uncover ongoing ones.

Data-mining searches have been conducted for years by law enforcement.65

Police routinely search for fingerprints or DNA evidence in large national
databases,66 meaning that pattern-matching software sifts through collected
fingerprints or DNA profiles to find a match. The FBI has augmented its
search capacity by building a sophisticated biometric database that includes
DNA, fingerprints, palm prints, face prints, tattoos, and iris scans.67 This Next
Generation Identification (NGI) system builds on big data capabilities to
allow over 18,000 law enforcement entities to search the growing database.68

Similarly, the FBI, the U.S. Treasury, and the Securities and Exchange
Commission (SEC) rely on financial algorithms to track unusual or structured
cash deposits, international transfers, or stock manipulation.69 These pattern-
matching investigative techniques look for suspicious movements in the flow
of money and are expanding in sophistication alongside improved
technologies.

Data mining also allows for more unstructured searches. For example,
when the Richmond Police Department queried its correctional database to
study stranger rapes, it found that “a prior property crime was a better
predictor of a stranger rape than a prior sex offense.”70 As the chief of police
explained,

Upon further examination of the property crimes committed



by some stranger rapists, we noted that many of their
burglaries differed in that they seemed to preferentially target
occupied dwellings and frequently stole property with little
value, if they stole anything at all. Using this type of anomaly
detection, we can identify unusual or suspicious incidents that
are worthy of additional investigation and have been able to
successfully identify cases associated with an increased risk
for escalation based on subtle deviations from normal.71

This data-driven insight was both counterintuitive and critical to
understanding criminal behavior. The result is also something that would
have remained hidden in an era without large, searchable data sets.

Data reveals previously unseen connections between places, people, or
acts. For example, sex trafficking is a vast and transient business, making it
difficult to find the locations of trafficking victims. In response to this
challenge, the Polaris Project, a national antitrafficking group, partnered with
big data companies to begin geotagging the locations of hotline calls
requesting help.72 From a data set of 75,000 calls, the Polaris Project began
identifying organized networks of trafficking across America.73 Each call
could be tagged by location and included the victim’s age, immigration
status, language needs, and shelter requirements.74 Patterns emerged of certain
truck stops that served as the location points for forced trafficking.75 Certain
cities at certain times (like during Super Bowl week) emerged as places to
focus law enforcement attention.76 Data mining allowed a geographically fluid
and otherwise-secret network to be mapped and financial patterns to be
exposed. For example, in targeted areas, nail salons that regularly processed
numerous $100 charges after 11 p.m. were investigated as fronts for illicit
prostitution businesses.77 Fake entertainment companies used to cover
trafficking could be targeted for tax-evasion or money-laundering
investigations.78 By tracing movement and money through data, a global and
quick-moving criminal network could be monitored and prosecuted.

Data mining has also helped police address domestic violence. In New
York City, data helped identify those men most likely to escalate violence on
their partners.79 Over a one-year period, NYPD officers responded to 263,207
calls for reported domestic violence.80 Knowing that precursor acts of
domestic violence tend to escalate into serious assaults and even homicides



but not knowing which of those reports to prioritize, police turned to a
computer program to scan the police complaint reports. The algorithm looked
for words like “kill,” “alcohol,” or “suicide.” In addition, police studied the
addresses of stay-away orders and used those clues to prioritize certain
households for additional attention.81 Building off the data, police created a
program whereby designated houses predicted to be the source of future
domestic violence were visited and the victims interviewed.82 Police
conducted tens of thousands of precautionary follow-up visits to deter future
acts of violence.

Finally, consumer purchases can be mined for possible clues about illegal
activity. For example, one Kentucky study found that sales of over-the-
counter cold medicine with the active ingredient pseudoephedrine directly
correlated with an increase in meth-lab seizures and drug arrests.83 As
reported in the Los Angeles Times, “In any given county, an increase in
pseudoephedrine sales of 13 grams per 100 people translated to an additional
meth lab busted. The results suggest that the computer databases could
actually be used to predict where drug busts are most likely to take place.”84

More basic correlations can also be made about individuals. By studying the
purchase of anyone who bought lye, iodine, ephedrine (Sudafed), Drano,
brake fluid, and lighter fluid—all component parts to making crystal meth—
police might be able to see future criminal acts from otherwise-lawful
purchases.85 From the data of ordinary customer receipts, a pattern of criminal
activity might emerge.

Of course, many innocent people with colds, injuries, and plumbing or car
problems may also buy those fairly basic (and legal) consumer items. The
correlation, while suspicious, is not criminal. And this brings up one of the
fundamental questions with algorithmic investigation: can correlation replace
causation when the underlying data remains imperfect?

Can Algorithmic Investigation Be Trusted?
The rise of big data policing rests in part on the belief that data-based
decisions can be more objective, fair, and accurate than traditional policing.
Data is data and thus, the thinking goes, not subject to the same subjective
errors as human decision making. But in truth, algorithms encode both error
and bias. As David Vladeck, the former director of the Bureau of Consumer



Protection at the Federal Trade Commission (who was, thus, in charge of
much of the law surrounding big data consumer protection), once warned,
“Algorithms may also be imperfect decisional tools. Algorithms themselves
are designed by humans, leaving open the possibility that unrecognized
human bias may taint the process. And algorithms are no better than the data
they process, and we know that much of that data may be unreliable,
outdated, or reflect bias.”86

Algorithmic technologies that aid law enforcement in targeting crime must
compete with a host of very human questions. What data goes into the
computer model? After all, the inputs determine the outputs. How much data
must go into the model? The choice of sample size can alter the outcome.
How do you account for cultural differences? Sometimes algorithms try to
smooth out the anomalies in the data—anomalies that can correspond with
minority populations. How do you address the complexity in the data or the
“noise” that results from imperfect results? The human world remains both
complex and imperfect.87 The choices made to create an algorithm can
radically impact the model’s usefulness or reliability.

To examine the problem of algorithmic design, imagine that police in
Cincinnati, Ohio, have a problem with the Bloods gang—a national criminal
gang originating out of Los Angeles that signifies membership by wearing
the color red. Police use a social media scraping tool like Geofeedia to target
possible gang members involved in drive-by shootings. They search key
terms like “gang,” “car,” “gun,” “hit,” “cap,” “park,” “run,” “drive,” “shoot,”
“strike,” “red,” and “colors.” A series of tweets and social media posts pop
up, and police begin tracking links between the various social media users.
On the basis of the identified problem (shootings), the identified targets
(people using social media and making gang-related comments), and the
location (Cincinnati), the software program comes up with a list of suspects
to target. But unfortunately for the accuracy of the computer program, many
people in Cincinnati might be talking about the local baseball team—the
Reds—using words like “hit,” “run,” “strike,” “cap,” “park,” and other
baseball terms to discuss sports. The correlation might be very accurate given
the search parameters and algorithmic design but overbroad with regard to
finding the actual targets.

Similarly, the data mining of precursor crimes—if designed poorly—can
lead to unhelpful and overgeneralized results. PredPol, which has
successfully tested place-based predictive policing models of property



crimes, attempted to use a similar approach for homicides.88 PredPol’s starting
point, rather commonsensically, was that if you traced the prevalence of
handguns, you could predict future shooting deaths. Find the guns, and you
will find the bodies. Using Chicago as its laboratory, PredPol compiled a data
set consisting of 38,740 violent crimes during the years 2009, 2010, and
2011. Looking at crimes with “handgun” in the descriptive field, the
researchers isolated 17,020 robberies, 6,560 assaults, 8,252 weapons
violations, 5,274 batteries, and 303 criminal sexual assaults.89 The researchers
then compared those precursor handgun crimes to the 1,331 homicides during
that same time frame. In a white paper published on the results, the company
claimed, “PredPol successfully predicts 50% of gun homicides by flagging in
real-time only 10.3% of Chicago. . . . Crimes involving guns continue to have
an impact on future gun homicides for 30–100 days and risk spreads over as
much as 1/2 mile in area.”90 Pulling that conclusion apart, however,
demonstrates the misleading utility of the analysis. First, predicting a
shooting one month to three months out does not provide much guidance to
police on the streets every day. When during that three-month time period
should police be vigilant? What would they be looking for during that time?
Also the area (10% of Chicago) is a vast area—approximately 23 square
miles.91 Again, without more granular information, this correlation—even if
100% accurate, does not offer enough insight to improve policing.

Algorithms can also just get it wrong. Pedro Domingos, a professor of
computer science at the University of Washington and author of The Master
Algorithm, recounted an important lesson of mistaken machine learning.92 In
an article in the Washington Post, he explained how a colleague had created a
computer algorithm to tell the difference between wolves and wild dogs
(which can look quite similar).93 During testing, the algorithm performed
perfectly, too perfectly. Only upon further inspection was it revealed why the
computer did so well. All of the photos of the wolves had been taken with
white snow in the background, and none of the photos of the dogs had snow
in the background. The computer had simply learned to identify snow, not
wolves.94 Similar dangers face predictive algorithms; false flags might prove
correlations but only because of a poorly designed model.

Is Big Data Racist?
Sometimes, the machines get it wrong because of racial or gender bias built



into the model. For policing, this is a serious concern. As Frank Pasquale has
written in his acclaimed book The Black Box Society, “Algorithms are not
immune from the fundamental problem of discrimination, in which negative
and baseless assumptions congeal into prejudice. . . . And they must often use
data laced with all-too-human prejudice.”95

Solon Barocas and Andrew Selbst are scholars who study the disparate
impact of big data technologies.96 In an article on why big data discriminates,
they articulate the four root problems of all algorithmic decision making: (1)
definitional bias, (2) training bias, (3) feature selection bias, and (4) proxy
bias.97 Combined, these problems contribute to largely unintentional
algorithmic discrimination in many big data “supervised learning” models.98

Supervised learning algorithms are those that create rank-ordered targets,
useful for hiring or matching the probability that someone will commit a
crime.

Think about the design problem from a computer scientist’s perspective.
Imagine that you are called into an office and told to build a big data system
to predict crime. You know how to create a model that predicts outputs from
inputs, but there are some big design questions to answer. First, there are
definitional questions. Are the inputs crime? Criminals? Patterns? How do
you label the crime? What constitutes a burglary (some states include
breaking into outbuildings and even cars as burglaries)? What class of crime
does the act fit with? Is a burglary a nonviolent or violent crime? What are
the target variables? Do you focus on arrests (which are only allegations of
crime) or convictions (which might be resolved only months or even years
after the incident)? What types of crime do you care about? The algorithm to
predict burglary will look a lot different than the one to predict sexual assault.
If you pick a place-based property-crime algorithm to guide your policing
strategy, you may be ignoring other crimes in the area that are harder to track.
How do you define the location of a crime (block, address, GPS
coordinates)? The level of locational precision may impact how useful the
resulting prediction model will be for police. These “target variable” and
larger “definitional labeling” problems must be answered. Choices must be
made. Human decisions impact “target variables” (the answers sought) and
“class labels” (the menu of possible answers), and bias from those choices
can impact the ultimate algorithmic model.99

To build a model, you need to use training data to “train” the model.100

Algorithms and machine-learning models learn by analyzing past data. This



means that the mathematical model’s only ability to learn is to sort through
historical data to determine a correlation. Inputs go in, and generalizations
come out, so that if historical crime data shows that robberies happen at
banks more often than at nursery schools, the algorithm will correlate banks
with robberies, without any need to understand that banks hold lots of cash
and nursery schools do not. “Why” does not matter to the math. The
correlation is the key.

Of course, algorithms can replicate past biases, so that if an algorithm is
built around biased data, analysts will get a biased result. For example, if
police primarily arrest people of color from minority neighborhoods for
marijuana, even though people of all races and all neighborhoods use
marijuana at equal rates, the algorithm will correlate race with marijuana use.
The algorithm will also correlate marijuana with certain locations. A policing
strategy based on such an algorithm will correlate race and drugs, even
though the correlation does not accurately reflect the actual underlying
criminal activity across society. And even if race were completely stripped
out of the model, the correlation with communities of color might still remain
because of the location. A proxy for racial bias can be baked into the system,
even without any formal focus on race as a variable.

In building a model and training the data, the system requires human
judgment. Analysts must make decisions about how to use the data. “Feature
selection” has the potential to create bias,101 meaning that the features you
choose for the model will alter your result. Again, take the relatively simple
model to predict the location of a crime. You can build the crime-prediction
model, collect the data, and train the data, but how do you define the resulting
output? How big is the predicted high-crime area? Do you choose a 500-by-
500-square-foot box, or a half-mile radius? The data could fit both, but the
effectiveness and adverse impacts could be quite different for actual policing.
How long does the targeted area remain “hot” (a month, a day), and does the
strength of the prediction decay over time? Which crimes are weighted as
more important to track? These are choices independent to the data but
critical to the usefulness of the model.

Finally, proxies for racial bias can infect the data. Barocas and Selbst
discuss the problem of “redundant encodings,” when “membership in a
protected class happens to be encoded in other data.”102 It may be that the data
has been trained to look only at neighborhoods, but if city neighborhoods
have been segregated though racially discriminatory zoning laws or have



been economically fractured such that poverty, race, and place correlate, then
a place-based predictive model may unintentionally discriminate. Data-based
systems import the biases of their builders and the larger society. Data is not
blind. Data is us, just reduced to binary code.

These concerns with predictive big data technologies appear in most big
data policing models. Worse, the bias in the system can justify unequal or
unfair treatment by police. If the algorithm is guiding policing, then police
administrators and patrol officers are likely to follow. Thus, as Jules
Polonetsky, Omer Tene, and Joseph Jerome have recognized, “big data could
have the perverse result of exacerbating existing inequalities by suggesting
that historically disadvantaged groups actually deserve less favorable
treatment.”103 If one does not see the potential bias in the inputs, all that is left
is a seemingly neutral objective output.

As algorithms become more central to our lives, the racial biases built into
them have been exposed. Notorious examples involve an experiment by
Harvard professor Latanya Sweeney, who demonstrated that Google’s
AdWords sales program discriminated by race.104 Sweeney studied 120,000
internet-search ads promoted by data services that provided criminal
background checks. When names associated with someone of African
American descent were queried, the ads displayed for criminal background
checks. When names associated with the white community were queried, no
such ads displayed.105 Another Google algorithm has been called out as sexist.
Researchers at Carnegie Mellon created a tool that showed that Google
search queries promoted prestigious job openings to men more than to
women.106 This was not because Google programed its search algorithm to be
intentionally sexist, but the underlying data reflects existing gender bias in
society. Simply taking gender or race out of the model does not cure the
underlying bias. As mathematician Jeremy Kun has written, “It’s true that an
algorithm itself is quantitative—it boils down to a sequence of arithmetic
steps for solving a problem. The danger is that these algorithms, which are
trained on data produced by people, may reflect the biases in that data,
perpetuating structural racism and negative biases about minority groups.”107

Big data policing involves a similar danger of perpetrating structural racism
and negative biases about minority groups. “How” we target impacts “whom”
we target, and underlying existing racial biases means that data-driven
policing may well reflect those biases.



Probabilistic Suspicion?
Data mining cell-tower numbers or metadata or crime data all rely on the
same principle: there is a high probability that suspicious linkages will
connect a suspect to a crime. The probability that the High Country Bandit’s
cellphone coincidently would be at each of the banks at the exact time of the
robberies is just too high to ignore. The probabilities suggest criminality and
to a high degree of certainty.

But should an algorithm be sufficient to generate probable cause for an
arrest? Should an algorithm that alerted police to your purchase of fertilizer,
propane tanks, and matches, plus a rental truck, be sufficient to generate an
arrest warrant on the suspicion of creating a truck bomb like that used for the
Oklahoma City bombing of the Alfred P. Murrah Federal Building? While
everyone might want the danger investigated, does it rise to the level that you
can be actually handcuffed and brought to jail? Or stopped on the highway?
What if the algorithm said it was a 90% certainty? Can any well-designed,
well-trained, bias-free algorithm with high levels of accuracy be enough to
generate an arrest warrant to result in a physical, real-world detention? This is
the ultimate data-driven policing puzzle.

Two contradictory intuitions collide when thinking about pure probabilistic
suspicion. The first involves acknowledging that prediction has long been a
part of law enforcement, and predictions, almost by definition, can be
wrong.108 The second involves the discomfort felt about generalized suspicion.
When it comes to liberty, mere correlation or a mathematical probability
should not, the thinking goes, be enough to justify police action. Both sides
can claim some support from the case law, and neither side has won the day
in court.

First, unquestionably, the Fourth Amendment recognizes the need for
predictive suspicion. When police officers draft a search warrant, they are
making a prediction that contraband will be located at that particular place.109

The judge must determine whether “there is a fair probability that contraband
or evidence of a crime will be found in a particular place.”110 It is always
possible that the contraband will be gone or was never there in the first place.
Predictive suspicion is, thus, not a new concept, tracing its roots back to the
words “probable cause” in the text of the Fourth Amendment. As the
Supreme Court stated, “In the typical case where the police seek permission
to search a house for an item they believe is already located there, the



magistrate’s determination that there is probable cause for the search amounts
to a prediction that the item will still be there when the warrant is
executed.”111

Probable cause, as the term suggests, turns on probabilities. And these
predictive probabilities are not necessarily the stuff of fixed numbers. In fact,
the Supreme Court has refused to provide clear percentages as to the certainty
required for probable cause.112 The Court has stated, “The probable-cause
standard is incapable of precise definition or quantification into percentages
because it deals with probabilities and depends on the totality of the
circumstances.”113 The reason for this lack of guidance is largely because
judges must make quick decisions with imperfect information, and holding
courts or police officers to a particular percentage seems both unfair and
unrealistic.114

This deference continues on the streets, where investigative detentions
(police stops) also involve quick predictive judgments. The standard from
Terry v. Ohio states that to justify a stop, police must “be able to point to
specific and articulable facts which, taken together with rational inferences
from those facts, reasonably warrant that intrusion.”115 In other words, police
must articulate why they predict a certain person is involved in criminal
activity. Again, the prediction can be wrong, but at its core, it is a predictive,
probabilistic judgment.

Predictions also underlie forensic investigation. A DNA match is, in
reality, a probability that the two biological samples match.116 The prediction
can be quite strong (with a low chance of error), but it is still a prediction.
Strong predictions can even be used to justify an arrest warrant—for
example, in a “cold case” where a DNA match is the only thing linking the
suspect to the crime scene. Police reliance on predictive theories and
technologies are thus neither new nor necessarily controversial.

Background principles about prediction, however, run into our discomfort
of generalized suspicion. In each of the examples just given—arrest warrant,
Terry stop, DNA match—the prediction is linked to an individual person
suspected of a crime. There is a reason why this person or that house or that
biological material should be searched. But what about a situation in which
all you have is a generalized suspicion, albeit with a high probability of
accuracy? In an article on the Fourth Amendment, Arnold Loewy offered an
intriguing hypothetical question on this point: “Suppose that in a particular



city block of Main Street, between Fourth and Main and Fifth and Main, it
could be established demographically that nine out of every ten men on the
street between 6 p.m. and 10 p.m. are carrying drugs. Would that create
probable cause (or reasonable suspicion) to arrest any man found on that
block of Main Street at the requisite hours?”117 By any measure, a 90%
probability would easily surmount the probable cause standard required by
the courts. Yet something feels wrong. The generality of the suspicion, which
very likely will target innocent people (one in ten are not guilty), cuts against
the support of otherwise-strong probability-based suspicion.

What is wrong is the lack of individualized suspicion. As Loewy answered
his own question, “The answer, I believe, is ‘no.’ Probable cause and
reasonable suspicion require more than demographic probabilities. There
must be something specific to the defendant to create the probability as to
him (perhaps a furtive gesture, an informant’s tip, excessive nervousness,
etc.).”118 Something more than generalizations about the “high crime” location
or the “hot” people who frequent the area must be established. As the
Supreme Court said in another case, “probable cause requires ‘that the belief
of guilt must be particularized with respect to the person to be searched or
seized.’”119 Or as Tracey Maclin put it in historical context, “It is a fair
summary of the history of the Fourth Amendment to say that the provision
reflected the Framers’ desire to control the discretion of ordinary law
enforcement officers and to eliminate governmental intrusions lacking
particularized suspicion.”120

Applying this principle of particularized suspicion to the problem of pure
probabilistic data mining, courts may be reluctant to allow generalized
suspicion (even with a high degree of accuracy) to constitute probable cause.
Something more, individualizing the suspicion to a person, may be necessary
to satisfy the Fourth Amendment. So database suspicion alone should be
insufficient to meet the constitutional threshold.

But this requirement presents difficult questions. For example, imagine
that an algorithm alerts when any white man between 40 and 60 years old
files bankruptcy, receives emergency psychiatric services, and buys a gun in
the same week, on the theory that in combination, those life stresses and
actions are statistically more likely to result in impulsive, emotional acts of
violence. Assuming that there is clear data that such clusters of events result
in violence (as of now, there is no such data), should police act to stop, seize,
or even arrest the suspect? One difficulty is that the judge or arresting officer



will have no way to test the accuracy of such a correlation. The numbers
remain a black box. Another is that the generic suspicion that may attach to
such a cluster may not attach to this particular suspect. An innocent man who
is facing already-significant life issues will now face criminal suspicion. A
third issue is that no one in the system knows what to do with the
information. One solution, of course, would be to have the alert lead only to a
contact, not any actual criminal action. Police might call or inquire but not do
anything more invasive. In this way, the algorithmic alert would serve more
of a public health function, rather than a law enforcement function. But,
again, one can only imagine the response of this already-stressed individual
when the police knock on the door to “talk” about his problems.

Other scholars have pushed back against the whole conception of
individualized suspicion.121 After all, if you consider how police really make
decisions, they routinely generalize and use intuitions from past experiences
to predict future actions. Individual judgments, in truth, are just reflections of
generalizations from past experience.122 For example, our understanding of
concepts like “pretty” or “ugly,” “suspicious” or “innocent” only come from
our own personal algorithm of accumulated past experiences and intuitions.
Bernard Harcourt and Tracey Meares detail a more accurate reality of police
suspicion:

Suspicion attaches to a group trait that an individual displays,
such as having a bulge in one’s pants pocket, fitting a
description in the vicinity of a recently committed offense,
throwing away a plastic vial at the sight of a police patrol
car. . . . These are group-based determinations often made
irrespective of the officer’s knowledge of whether a specific
offense has been committed, and suspicion potentially attaches
to all individuals within these categories. Suspicion in these
cases is “individualized” only in the sense that it attaches to an
individual because he or she is a member of the suspect group.
In other words, in most cases of policing, suspicion does not
originate at the individual level.123

In other words, individual suspicion really incorporates generalizations about



group action. Police use these cognitive shortcuts all the time, and if police
can use these group traits for suspicion, why should algorithms not also be
able to draw similar group correlations together? The difficulty, as has been
discussed, is that these shortcuts or generalizations include implicit (and
sometimes explicit) bias, and the same problems that infect human
generalizations can also infect algorithmic generalizations. Just because
police generalize does not make it permissible to design an algorithmic
system to mirror the same biases.

The legal question about pure algorithmic suspicion remains open. Daniel
Steinbock has argued, “Predictive profiling is not inconsistent with the Fourth
Amendment, [and] the factors used must indicate to the investigating officers
(and, later, the reviewing court) the requisite degree of suspicion. Nothing
suggests that these actors should defer to a computer algorithm for projecting
that level of suspicion, but nothing rules out that possibility either.”124 Perhaps
improved big data technologies will allow us to feel more comfortable with
this type of generalized but accurate correlation. I have my doubts, as the
human requirement to confirm suspicion seems necessary in a human system
of law enforcement. Even if the algorithm or alert system can help find the
needle in the haystack, a human should confirm that the correlation makes
sense in this particular case. But courts have yet to answer this question, and
the existing law may well allow it. This will matter because the rise of data
mining and the ease of matching those data-driven clues to real people will
only increase in the future.

How Big Data Impacts How We Police
Data collection, data mining, and data analysis shape both police
investigation and police practice. The work involves technical expertise and a
significant investment in technology.

For investigation purposes, the move toward data mining opens up a new
type of suspicion. Data creates the clues. Data generates the leads. Human
suspects emerge only after the data has been queried. As Erin Murphy has
recognized, “The use of databases to generate suspects represents a new kind
of investigation altogether—whether based on particular information (e.g.,
“who called this number”) or upon predefined algorithms (e.g., “who has
traveled to these three countries and bought these two items within a one



month period”).”125 This type of suspicion offers the ability to develop targets
without the report of a crime. Building off the proactive, intelligence-led
investigative model, this type of predictive suspicion will result in more
surveillance and a greater need for police to collect data. If you combine the
various different surveillance technologies discussed in this book, you can
see that a huge change awaits law enforcement. Although analyzed
separately, each of these technologies—person based, place based, real time,
social networks, aerial surveillance, and so on—can be aggregated in ways
such that data mining will offer new possibilities to develop suspicion.

More practically, police administrators will need to begin hiring more
technologically savvy data geeks. Unless police agencies wish to outsource
their investigation to private companies and consultants to manage the
technology, then in-house officers will have to be trained (and retained).
Currently, the public-private partnerships between LAPD and Palantir or
NYPD and Microsoft (which built the Domain Awareness System) appear to
be working, but one can imagine all sorts of problems in the future. The
private company could decide not to continue working in the policing space,
abandoning the technology and the city contract. The private company could
itself be suspected of criminal activity (creating a major conflict of interest).
Budget issues could require police to scale back the participation
arrangement, and without continually trained, data-smart officers, a data-
dependent policing system could fail.

Changing how we police also involves a change in mind-set. Police
administrators face a big challenge to get officers to buy into big data’s
potential. Policing is a status quo job, which by design and tradition protects
the status quo. Many police officers have practiced within traditional policing
structures for decades, so moving to a data-driven system brings resistance,
distrust, and tension.126 Early versions of predictive policing technologies have
been met with skeptical tolerance, with senior officers thinking the
technology adds little to their own professional knowledge of the area and
others thinking that the products are more magic than science. Police
administrators thus must educate officers of the value added by data-mining
technology.

Finally, data-driven policing will require a focus on precision. Police
administrators will need to develop quality-control mechanisms for data-
mining systems. Big data in the consumer space does not need to be perfectly
accurate to be helpful, but big data in the policing space does not have the



same luxury to tolerate error. As big data systems grow in scope, more errors
will be included, and government officials must be able to cleanse, cure, and
trust the data. It cannot be the case that a chief of police has no idea of the
content or reliability of the information that is influencing his or her officers.
It should not be the case that the police cannot reveal the nature of the
technological tools used to capture information. As attractive as new
surveillance tools may be, police must take ownership of their use and be
able to defend their legality. Police departments cannot live in the dark.



7

Black Data

Distortions of Race, Transparency, and Law

Seeing in the Dark

In the near future, the innovations of big data policing will amplify “who,”
“where,” “when,” and “how” law enforcement targets crime. While not all
jurisdictions will utilize all of these new technologies and while new
technologies will continue to develop, every police force using big data
techniques will share one thing: a “black data” problem.

“Black data” denotes three overlapping concerns with the rise of data-
driven policing, involving race, transparency, and constitutional law. First,
data comes from the real world, weighted with racial disparities and a history
of unfair application. Second, new data technologies are secretive, scary, and
unfamiliar. There exists a darkness. A void. A fear. We cannot see into the
future. And, third, what we do see regarding privacy or constitutional
protections seems distorted.

The tensions inherent in black data will shape perceptions about new
policing technologies. At this moment, at the intersection of new technology
and old policing problems, black data must be illuminated. This chapter seeks
to examine the future of big data policing through the lens of black data. Only
by confronting the issues of race, transparency, and constitutional distortion
can a future vision of big data policing become clear. Like one’s eyes
adjusting to a dark room, seeing in the darkness of black data allows a
differentiation of those shapes that one should be scared of and those that are
harmless or even helpful.



Black Data and Race
Big data’s claim to objectivity and fairness must confront the racial history of
American policing. Police data remains colored by explicit and implicit bias.
Police data is racially coded, shaded by millions of distrustful looks and
thousands of discomfiting physical encounters. The data incorporates the
lived experience of African Americans, Latinos, and other people of color
who have rightly or wrongly felt discriminated against because of society’s
suspicion.1 In short, big data policing must acknowledge that race is still part
of modern policing. Even as code, the data is black.

Acknowledging the “blackness” of police data serves two very useful
goals. First, this admission pushes back against the facile claim that the issue
of race can be removed by “objective,” data-driven policing or that new big
data technologies avoid racially biased effects. Second, the acknowledgment
forces a serious examination of the very human injustices that still stir
resentment and distrust in minority communities. Police can develop
technologies to address and overcome these racial tensions, but first the
adopters of data-driven systems must acknowledge and design around this
racial reality.

As detailed throughout the book, big data policing reifies many of the
systemic inequalities of traditional policing. Place-based predictive systems
culled from unrefined crime statistics reflect policing patterns, not necessarily
the underlying crime patterns.2 The choice to send undercover narcotics
investigators to inner cities as opposed to Ivy League colleges ensures drug
arrests of the poor instead of the privileged. Targeting high-risk blocks
because of the number of returning citizens or people on probation living
there encodes the prior decisions of a criminal justice system that
disproportionately punishes people of color. Suspect-based predictive
policing, because it takes into account prior arrests, suspected gang
associations, and the like, cannot help but also reflect the socioeconomic
impacts of traditional policing patterns.3 As none other than Jeff
Brantingham, the father of modern predictive policing, warned about person-
based models, “These ‘person-centric’ models are problematic . . . because
they carry an elevated margin of error and can legitimize racial, gender-based
and socioeconomic-driven profiling. As a scientist you better be damn sure
the model of causality is right or else it’s going to lead to a lot of false
positives.”4



Other systemic racial inequalities exist. One can see how the pressure to
collect “field interview cards” can create a self-fulfilling system of suspicion
for those high-risk individuals targeted.5 Official policies of aggressive stops
in minority neighborhoods generate future suspicion shaped in part by the
number of prior contacts. Even pure algorithmic suspicion, which should
avoid charges of racial bias, can be found to be infected with biases due to
the way the models are built or the data collected and trained. If facial
recognition, pretrial risk assessments, and Google search query technology
cannot avoid race-based disparate effects, then all data-driven technologies
must be alert for potential bias.

So, while promising a clean start, big data policing cannot—in truth—
escape a long history of racial discrimination. Instead, it must confront an
uncomfortable tradition of social control in minority communities. As Sandra
Bass has summarized,

The interactive relationship between race, space and policing
has been of social and political significance since the earliest
days of American history. Monitoring the movement of slaves
was a central concern for plantation masters and slave
patrollers. The desire to regulate and subjugate the behavior of
newly manumitted slaves was the primary impetus for creating
new legal rules against vagrancy and loitering in the post-
antebellum South. The rise of Jim Crow and the location and
construction of urban ghettos and public housing were
deliberate efforts to promote social control and isolation
through racial containment. For the better part of our history,
race has been a central determinant in the definition,
construction and regulation of public spaces.6

For over a century after the Civil War, local police enforced racially
discriminatory laws.7 Police captured escaped slaves. Police enforced
economic peonage. Police failed to protect civil rights protesters.8 Police
allowed violence, lynchings, and prejudice to undermine the criminal justice
system.9 It is no accident that the major urban riots from the 1960s to the
present day all arose in anger to instances of police brutality.10 The petty



harassment of Ferguson, Missouri, or the repetitive disrespect of NYPD’s
stop-and-frisk program or the death of unarmed men in police custody all
reclaim—in the present day—a shared history of racial discrimination at the
hands of the police.

And these dark marks exist branded with official sanction. The racial harm
was inflicted knowingly. In Terry v. Ohio, the case that constitutionalized
stop-and-frisks in 1968, the Supreme Court conceded the future racial impact
on overpoliced minority communities: “The frequency with which ‘frisking’
forms a part of field interrogation practice . . . cannot help but be a severely
exacerbating factor in police-community tensions. This is particularly true in
situations where the ‘stop and frisk’ of youths or minority group members is
‘motivated by the officers’ perceived need to maintain the power image of the
beat officer.’”11 The NYPD stop-and-frisk program, declared unconstitutional
in 2013, systematized a modern version of this “power image of the beat
officer.” The constitutional wrong involved a system of control using the
legal authority and physical force of police against particular communities.

This “black” reality of social control literally and figuratively colors the
introduction of big data technologies in the modern era. The history of
American policing includes the history of surveillance of African American
communities and civil rights protests.12 The FBI in the 1960s specifically
targeted civil rights protesters for government surveillance13 as agents of the
state imprisoned Martin Luther King Jr. and many others in order to silence a
message of racial equality. Phones were bugged, lives examined, meetings
infiltrated. From W. E. B. Du Bois to Fannie Lou Hamer to the Movement
for Black Lives, police have sought to monitor threats to social order through
surveillance.14 So why should big data technologies be different when they
emerge from such a dark history? How can big data surveillance avoid the
traps of the past, when initial uses—“predictive heat lists” filled with nothing
but poor people of color, African American activists monitored on social
media, sentencing risk assessments found to be racially discriminatory, and
surveillance flights only over West Baltimore—all point to a high-tech form
of parallel discrimination?

Answering these questions will shape the future of big data policing.
Fortunately, the questions are starting to be addressed. In 2016, Paul Butler
and Alvaro Bedoya hosted a conference, “The Color of Surveillance,” at
Georgetown University Law Center that focused on the intersection of
surveillance and race. Scholars, activists, technologists, the general counsel



of the FBI, and a national audience began the process of acknowledging past
police practices with an eye toward the technological future. Bedoya
explained the purpose of the conference:

We’re having the most intense surveillance debate in a
generation. But that debate largely misses the point that when
everyone is watched, not everyone is watched equally. The
burdens of surveillance have historically and to this day been
disproportionately borne by African Americans and other
“others” that society deems dangerous. The justification for
that surveillance has been both law enforcement and national
security. If we want to create meaningful protections for
privacy and civil liberties, we have to reckon with the color of
surveillance.15

These types of events, engagements, and forums will ensure that big data
policing does not remain anchored to the past. By acknowledging the impact
of race on black data policing, a space can open for discussion. Or as Butler
reflected, “The race crisis in criminal justice is not just about police and
incarceration, it’s also about surveillance in its more technological forms. The
voices, history, and moral authority of African Americans are crucial to the
discourse on privacy and technology.”16

Acknowledging race in policing data requires new technological
capabilities. Both the inputs and outputs of big data policing must be
monitored for a disparate impact on communities of color. Clearly, explicit
uses of race can be kept out of computer models, but race is too easy to mask
as something else. Choices must be interrogated to ensure that race does not
impact police decision making, which is easier said than done. Arrest
statistics might be simple to collect and measure, but a system that looks only
at arrest statistics applied to a city like Ferguson, Missouri, will lead to racial
inequity.17 Such a system would measure arrests at the expense of actual
crime drivers. Such a system would confuse a desire for municipal revenue
(in the form of arrests/fines) with actual crime, thus disproportionately
impacting people of color.18 Changing the inputs from arrests to reported calls
for service (reported crimes) or removing low-level arrests from the inputs



could alter the outcomes.
Designing data systems to avoid racial bias has begun in other professional

fields.19 Private companies now use algorithms for hiring decisions, because
sorting through a stack of applicants can be done relatively easily by a
computer model that examines past successful hires and then looks to
replicate those hires from résumés submitted. Of course, bias can creep in; if
most of the company’s past hires were white, Ivy League–educated men, then
training the data to match past hires could result in a racially imbalanced
hiring strategy. Recognizing this reality, scholars like Ifeoma Ajunwa have
proposed a system to examine hiring algorithms and evaluate them for racial
bias.20 Using such a technique, companies can be comforted that the hiring
algorithm did not unintentionally discriminate based on race or gender, and if
bias is identified, the model can be modified. Such a process, because it
focuses on the model itself, as opposed to the inputs, might also be applicable
to policing models. Cities could request that companies certify that their
predictive policing systems avoid disparate impacts.21

The blackness of big data policing cannot be easily fixed. But one
important lesson can change how big data policing moves forward in the
future. The lesson is simple: remember race. Despite the temptations to focus
on the math or the technology or the futuristic sound bite, big data policing
will remain black (and brown). Being conscious of potential racial bias does
not delegitimize big data policing but merely offers a constant corrective
reminder that the implicit and explicit biases that impact policing on the
streets also impact the black data in the system.

Black Data and Transparency
Beyond race, big data policing also suffers from a transparency problem.
With the exception of data analysts, almost all data systems are black-box
mysteries to the user.22 Proprietary predictive algorithms protect their secrets.23

Open-source predictive algorithms remain inscrutably complex. Even simple
databases cannot be easily understood by the end user. Policing is not a field
that typically requires PhD-level technological expertise, and while some data
scientists participate in developing police strategy, the vast majority of police
administrators and patrol officers do not have the code-writing capacity to
look under the big data hood. In addition, the black data being used by police



to monitor criminal activity needs to remain secret enough to be effective.
For both officer safety and tactical advantage, data secrecy matters.

The concept of black data symbolizes this problem of transparency and
lack of accountability. If police, courts, or citizens cannot understand the
technology and if lawyers, journalists, and academics cannot interrogate the
data, then how can anyone trust it?

Big data policing must address this opacity. Secrets live in the dark.
Secrecy distances citizens from publicly accountable government entities and
heightens confusion about the technology. Black data policing, thus, creates a
legitimate fear that secret systems will impact people’s lives and liberty.
Citizens rightly may question why the tools used to protect them cannot be
explained to them. Communities may fairly express skepticism that secret
technology that cannot even be revealed in court (like the stingray device)
works to their benefit.

Police seeking to overcome the black data transparency problem must first
orient citizens to the fact that big data policing is not too different from other
algorithmic decisions in their lives. Algorithms are already controlling what
we read on our Facebook feed, what our credit looks like at the bank, what
opportunities exist in the job market, what medicines are prescribed, who gets
audited by the IRS, which insurance rates cover us, what consumer coupons
we receive, and even the answer you get when you query Google for “what
do algorithms control in daily life.”24 Admittedly, with the exception of the
taxman, none of those other decisions inflict as much physical or
psychological discomfort as may arise after a visit from the police, but
acknowledging this reality may allow people to come to terms with the fact
that much of our lives are controlled by nontransparent algorithms and
scoring systems.25

Second, police must see that the response to a lack of transparency is not
more information but more accountability. Citizens do not necessarily need
information about the mathematical formula underlying the algorithm but do
need explanation about why the algorithm is being used and what
mechanisms exist to hold the creators accountable. Revelations about secret
stingray devices or the secret NSA metadata program generated far more
controversy than the equally privacy-invasive Domain Awareness System in
New York. The outrage came from the secret nature of government
surveillance, more than the actual technological surveillance capacities.



The public health model of identifying environmental health risks provides
a helpful analogy. Imagine that a city realizes that its public water supply is
potentially contaminated with lead pipes installed in poor neighborhoods.
The pipes are hidden, irregularly placed, and limited to only some homes.
The city knows the likely risk of homes by reviewing old work contracts,
shipping supply receipts, out-of-date plumbing maps, and a host of other
imprecise variables. The identification process is a guessing game ordered by
a simple algorithm to figure out the risk of homes and then separately the risk
of children of a certain age in those homes. Creating a secret, largely
incomprehensible algorithm to rank children most at risk of developing lead
poisoning would be seen as unobjectionable even though personal data is
exposed, children are targeted, the math is complex, the formula is hidden,
and the outcome is perhaps racially skewed to impact poor children of color.
Yet a similar algorithm to identify young men who might be victims of
violence triggers fear and questions about transparency. The issue—in reality
—is not the transparency of the algorithm (in both cases, we might not
understand the math) but the transparency of how the program is explained to
the public and, of course, what is done with the information.

An emphasis on algorithmic transparency, thus, may be misplaced for two
separate reasons. The first is political, the second technological. Politically, as
seen in the public health example, what matters is the reasons given to the
community for why the algorithm is used. The issue is explaining not the
mathematical formula but the reasons why a mathematical risk assessment is
necessary (to find those who are most at risk of lead poisoning).
Transparency in explanation for why the nontransparent algorithm is being
used may be more valuable than the actual schematics for the computer
model. Sitting down with a mother and explaining why her son’s three prior
arrests, friendship with a homicide victim, gang ties, and truancy from school
make him a target of violence provides the transparency needed. His raw
“heat-list score” provides very little additional clarity and the underlying
rank-ordering formula even less. In Chicago, the plan for individualized
meetings, custom notification letters, and personalized threat assessments
recognized the value of procedural fairness and communicating the reasons
behind the targeting system to the targets.

The second reason why demanding algorithmic transparency may be
misguided is that as a technological matter, it may be impossible. Many of
the predictive policing technologies are owned by private companies whose



business models depend on keeping proprietary technology secret.26

Revealing the source code means revealing the company’s competitive
advantage in business. Other algorithms are built using machine-learning
tools that by design learn from prior modeling and, thus, never repeat the
same calculations.27 In artificial intelligence, machine-learning models, the
analysis will be different each time because the machine will have learned
from the last time it processed the information.28 Doing calculations millions
and millions of times means that the last calculation is different from the one
before. Such a constantly evolving technology means that one cannot—even
with the technical abilities—see the underlying formula because the system is
not static. Nor can you audit the artificially intelligent model in the traditional
way because the model will always be a moving target.29

Calls for transparency, thus, may not be possible in the sense of revealing
the inner workings of the machines. But such calls also may not be necessary.
What matters is not the math but the design and proving that the design of the
model is fair, is accurate, and works. A group of computer scientists and
scholars—Joshua Kroll, Joanna Huey, Solon Barocas, Edward Felten, Joel
Reidenberg, David Robinson, and Harlan Yu—collaborated on an article that
addresses this challenge of looking for transparency in an ever-evolving
black-box system.30 They propose a solution that involves designing computer
systems with “procedural regularity,” which means revealing how a computer
system makes decisions and then creating mechanisms to test whether the
computer system worked as designed.31 Using tools of computer science—
complicated things like “cryptographic commitments,” “zero-knowledge
proofs,” and “fair random choices”—a predictive model can be designed to
be tested for fairness without having to give up the source code.32 For our
purposes, what needs to be understood is that computer scientists can test
whether a model works, even if they do not know exactly how the model
works. By designing a model that can be tested, the most advanced machine-
learning systems can be held accountable, even though they remain decidedly
not transparent.

In the end, all of the fancy math comes down to the question of
accountability. Does the model work, and how can we be convinced it does
so in a fair manner? Accountability rather than transparency provides a way
out of the black data opacity problem. Accountability by design will require
big data policing to confront the problems raised in this book about bias, fear,
and fair application. Some of this accountability may require additional



communication—for example, explaining the inputs, explaining the design,
and explaining how the system was designed to avoid racial or other bias—
but this does not require complete transparency. True, certain predictive
models may fail this basic requirement. Those companies or programs that
refuse to disclose inputs, theories, or how they avoid bias may not be able to
overcome the black data problem. But others may rise and succeed precisely
because they embrace the challenge to explain how their predictive models
work and why they should be trusted.

Black Data and Law
The law must also confront the distortions of big data policing. Data-driven
changes of police role, practice, and culture have blurred traditional legal
analysis and weakened existing constitutional protections.

Police action ends up in court. Policing technology gets litigated in court.
Judges, prosecutors, and defense lawyers will be confronted with the problem
of black data in the near future, and their jobs will be made more difficult
because big data surveillance threatens to significantly reshape the existing
Fourth Amendment doctrine.

As has been discussed, new surveillance technologies alter understandings
of a reasonable expectation of privacy. With a Domain Awareness System
recording your movements 24/7 or ALPR tagging your car everywhere you
drive or facial-recognition technologies marking your location, how can one
claim any expectation of privacy in public?33 Five justices of the U.S.
Supreme Court expressed a willingness to protect long-term (28-day),
aggregated surveillance through GPS tracking, but real questions remain
about short-term surveillance.34 We simply have no clear answer to whether
things like pervasive, high-altitude video surveillance violates the Fourth
Amendment. Nor has Congress stepped in to provide statutory clarity.

Big data also skews the reasonable-suspicion decision to stop individuals
on the street. The algorithmic decision to place someone on a Chicago-style
heat list could mark that person for less Fourth Amendment protection.35 After
all, how does a judge deny the reasonable and articulable suspicion of an
officer who sees the “number four”–ranked person in all of Chicago and
stops that person on suspicion of being involved in violence? As a
constitutional matter, the ranking should not be enough to justify the stop, but



as a practical matter (in the crush of criminal court), it will likely influence
the judge to find suspicion. With more information about individuals, the
rather-weak limitations of reasonable suspicion will fall away. Innocent
factors cobbled together (friendships, neighborhood, clothing, social media
connections) will be crafted into suspicion as necessary. The result of a
“small data” doctrine confronting a big data world will be less constitutional
protection.

Similarly, the predictive policing technologies that can mark out areas of
suspected crime may also mark out areas of lesser Fourth Amendment
protection.36 The “high crime” designation may merge with the predictive
forecast, and suddenly an algorithm will alter the constitutional protections in
a neighborhood.37 Again, what is a judge expected to do when she learns that
the stop occurred in a predicted “red box” of crime and the officer based his
suspicion in part on that prediction? Factoring in that information to the
totality of circumstances will add weight to the officer’s otherwise-
unconstitutional hunch. Predictive technology will impact the Fourth
Amendment protection for all persons located in that targeted area.

Finally, questions of probabilistic suspicion will bedevil courts. Precise
algorithms providing accurate but generalized suspicion will make decisions
on probable cause very difficult. Metadata will provide actionable clues that
police will want to act on in real time. Courts will have a difficult time saying
highly predictive, pure-probability suspicion is not good enough. Unmediated
social media threats or admissions of guilt will raise new issues of whether
personal online communications are enough to support probable cause.
Warrants for cell towers, stingray intercepts, and biometric samples will
become more and more routine. Each of these technologies will face a certain
legal challenge and an uncertain legal future.

Fortunately, the constitutional problem is probably the easiest of the black
data problems to solve. Courts have regularly faced new technologies. Cars,
telephones, and smartphones were all once “new.”38 While slow, judges have
largely managed to adapt old law to new technology. In fact, courts are pretty
well suited to the slow evolution of legal principles and are certainly well
practiced. Legislative responses on occasion have also filled in the legal gaps,
and law professors like myself have made careers theorizing how the Fourth
Amendment fits these new technologies. While it is true that the fear of the
new is disorienting, as in the past, the Fourth Amendment will adapt and
change and respond to the challenge.



Overcoming Black Data
Big data policing is here to stay. Beyond being helpful, the technology is
simply too innovative and futuristic to ignore. The appeal of new
technological solutions goes deep in our psyche. Americans in character and
temperament remain fascinated by “the next new thing.” Splashed across
every magazine, newspaper, and television news show is a headline about the
“next breakthrough in science or technology.” A country of upstart rebels,
restless innovators, and progressive thinkers has always had one eye on the
future, which is why police, like the rest of us, have embraced the idea of big
data so effortlessly. The insights and advantages of new data-driven policing
remain just too tempting to ignore.

To get to that promising future, police must overcome the black data
problem. Black data policing must absorb the complexity of new
technologies and old practices. Police must respond by acknowledging
challenges and addressing the complexities of racial bias, a lack of
transparency, and legal distortions—good and bad. The black data problem
can be overcome but only by confronting the complexities rather than blindly
pretending to turn the page to something new. In this way, a light can shine
on the blackness and reveal a deep and much-less-frightening future.

Big data’s potential, however, goes further. The next chapter examines
how big data could revolutionize policing practice, by inverting the
architecture of surveillance to collect blue data systems of police misconduct
and racial bias.
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Blue Data

Policing Data

Blue Risk

The lens of big data policing generally points outward—toward crime and
criminal activity. But, big data technologies also provide valuable internal
lessons. Police can learn a lot about the profession by studying the insights
coming from big data surveillance.

This chapter examines the role big data technologies can play in improving
police effectiveness, reducing police violence, and strengthening training and
accountability. These blue data innovations mirror the surveillance
technologies developed to police society, including crime mapping, heat lists,
real-time monitoring, data mining, probabilistic suspicion, and predictive
targeting.

On a national level, blue data remains relatively sparse, with data-
collection systems being the exception rather than the rule. Despite concerns
over police shootings, at the time of the Michael Brown protests in Ferguson,
Missouri, no law enforcement database catalogued the number of police
deadly force incidents across the nation. As then attorney general Eric Holder
complained, “The troubling reality is that we lack the ability right now to
comprehensively track the number of incidents of either uses of force
directed at police officers or uses of force by police. . . . This strikes many—
including me—as unacceptable.”1 Despite concern over racially
discriminatory stops, no national, government-run police database exists to
measure racial profiling. Local data-collection systems are equally poor.

While many jurisdictions have experimented with “early warning systems”
to flag officers who might be at risk for citizen complaints or violence, other



jurisdictions have failed to institute any serious internal disciplinary system.2

Department of Justice investigations found that many troubled policing
systems had no functioning internal review process.3 Only a few cities have
countered that trend, trying to get ahead of the problem, and usually only as a
result of a court order requiring such data collection (after police have run
afoul of constitutional rights). Systems to track officers who
disproportionally or unlawfully use force simply have not been successfully
implemented in most police departments.

This lack of attention to police accountability may be changing. In 2014,
Congress passed the Death in Custody Reporting Act, which requires
reporting of the death of any person “who is detained, under arrest, or is in
the process of being arrested.”4 In 2015, President Barack Obama launched
the White House “Police Data Initiative” to create financial incentives and
organizational capacity to start studying police data.5 Federal leadership and
money, in partnership with local data scientists, could—if prioritized—result
in the development of new forms of risk assessment.6 In late 2016, the
Department of Justice announced a pilot project to begin collecting national
statistics on police use-of-force incidents.7 While still in development and
subject to political priorities and funding, the idea that blue data matters has
grown from a hope into a national plan.

The rise of big data offers a new opportunity to collect blue data. Parallel
to the innovations to monitor and understand crime patterns, police can now
map and track police patterns to better understand police practices and predict
future personnel problems. The goal is to systemize but also to solve
recurring problems in modern policing.

Full Crime Maps
Place-based predictive policing tracks crime using geolocational data.8 Police
administrators can visualize crime patterns and hot spots in particular
neighborhoods. But crime mapping and predictive policing focus on only half
the picture; we know where the crime occurred but not where the police were
when the crime occurred. We have a crime map with only half the relevant
information. If a robbery happens at a particular alley and police happen to be
two blocks away, examining this near miss could be very helpful to stopping
future robberies or designing patrols. Or if the robbery happens and police are



nowhere in the area, this big miss might reveal a larger resource-allocation
error. Or if robberies routinely happen just after police leave an area, police
administrators might see that the criminals have been monitoring police
routines waiting for opportunities.

In prior eras, police administrators had a sense of where police officers
drove on patrol. Police had routines and communication points and used
radios to make sure that dispatch knew where they were in order to respond
to a crime scene. But generally, after roll call, police headed out on their own,
using their discretion and professional judgment to patrol, respond to calls for
service, or investigate as they thought necessary. The same occurred with
foot patrols, with very limited tracking of where police officers were at any
given time. Today, better information about these patrols and the resulting
police-citizen interactions now can be visualized through contact cards. For
example, in New York City, police fill out a UF-250 card memorializing the
exact location of every police-citizen interaction.9 This data (like the LAPD’s
field interview cards) are uploaded to a database that can be used to track
patterns of police contacts. Similar systems exist in other big cities, providing
a useful ex post understanding of locations of police-citizen contact that can
be mapped out after the fact.

New GPS tracking technology, however, changes what police
administrators can know about these discretionary patrol patterns in real time.
Just as crime mapping went from retrospective hot-spot mapping to real-time
visual mapping, so too can police mapping. Today, many patrol cars have
GPS tracking, second-generation body cameras have GPS tracking, and
police departments like the NYPD, which recently gave out thousands of
handheld devices to its officers, now have the capability to track officers at a
granular geolocational level.10 If police administrators wished, they could
have a real-time, precise digital map of every officer walking or driving every
beat in the city. Police-citizen contacts could be tracked in real time. This full
crime map (live monitoring of crimes and officers) could produce valuable
data about the interrelation between crime and policing. It would also
improve police efficiency and effectiveness and provide community
accountability.

At an operational level, police administrators could see the locations of
available officers to send backup when necessary and to respond to crime
scenes. This is already happening in some departments that have the capacity
to switch patrol patterns on the basis of daily crime figures and problems. An



uptick in car thefts in the morning means redeployment in the afternoon.
Next-generation technologies might allow immediate redeployment based on
newly identified environmental risks. Using full crime maps augmented with
information about hot spots or environmental crime drivers, police
administrators could direct extra patrols after a shooting or during the hours
most likely to see young people on the street. Or police commanders could
combine social media feeds with officer GPS to direct police officers toward
groups communicating from particular locations at protests, parties, or other
large events. The real-time tracking could monitor not only the watched but
the watchers as well.

At an individual level, police administrators could monitor particular
officers to evaluate effectiveness. Does one officer follow the exact same
patrol route each day, spend too much time at the local coffee shop, or stay in
his car rather than engage the community? Supervisors might well suspect
that such suboptimal policing is happening, but now it can be monitored.
Like worker-surveillance technologies in other industries,11 police can adopt
mechanisms to ensure compliance with specified work goals (number of
blocks walked, number of businesses checked, number of hot spots
monitored). While obviously invasive and perhaps unwelcome for line
officers, big data’s tracking capabilities are tracking them anyway (with their
personal smartphone), so this just gives supervisors the information. Again, if
Google knows, why should police administrators not also know where police
are during their official patrol shifts?

At a systemic level, mapping police patrols over time can provide a
revealing insight into the effectiveness of patrol design. Imagine a month’s
worth of patrols superimposed on a digital crime map of the city. Each patrol
officer is a colored line following a path of daily activity. Together, the
colored lines would overlap to show the frequency of coverage. Where are
police actually patrolling? Are certain neighborhoods being patrolled too
aggressively? Are other neighborhoods being neglected? And how do the
lines match up with the crimes? Do any of the resource decisions reflect an
unintentional racial bias? Can they be justified to communities concerned
with policing patterns and resources? In the same way that predictive policing
allows commanders to more effectively use resources to do more with less,
this type of tracking of officers will allow commanders to more effectively
use police officers’ time and skills.

Finally, monitoring real-time deployment could offer a new way to



measure the efficiency of 911 call response times.12 One complaint in many
communities of color is that police do not respond quickly enough to 911
calls. Despite complaints of high levels of police saturation patrols, in an
emergency, no police are available.13 Patrol data could identify problems of
911 response times and reduce resource inefficiencies.14

Risk Flags
Person-based predictive policing recognizes that certain individuals can be
predicted to be more at risk for bad behavior.15 The algorithms do not predict
who will commit a criminal act but analyze risk factors that make such
behavior more likely. The same insight can identify police officers who are
more at risk for negative civilian interactions or the use of force.

Studies show that only a small number of officers create a disproportionate
number of “use of force” complaints.16 In Chicago, 124 out of 12,000 police
officers were responsible for one-third of all police-misconduct lawsuits over
five years.17 The ten worst offenders averaged 23.4 complaints a year.18 In
Orlando, Florida, only 5% of police officers were responsible for a quarter of
the 3,200 use-of-force incidents.19 The difficulty for police chiefs has always
been predicting who the “problem officers” will be before something bad
occurs.

Enter big data. What if risk factors could flag officers before they crossed
the line and inappropriately used force? What if police supervisors could
intervene, warn, and retrain officers before a shooting? Rayid Ghani, director
of the Center for Data Science and Public Policy at the University of
Chicago, has begun to experiment with a big data solution.20 Ghani teamed up
with the Charlotte-Mecklenburg Police Department for a real-world
experiment about how to identify at-risk police officers. To build the risk
model, the Charlotte-Mecklenburg Police Department provided 15 years’
worth of personnel records21 and data about arrests, stops, dispatches, and
other police actions.22 The research team settled on an algorithm that crunched
300 data points to find predictors of negative police-citizen interactions.23

Everything from the time of day to the neighborhood to the type of case was
sorted for analysis. As Ghani explained, “The idea is to take the data from
these police departments and help them predict which officers are at risk of
these adverse incidents. So instead of the systems today where you wait until



somebody—something bad happens and, again, the only intervention at that
point you have is punitive, we’re focusing on, can I detect these things early?
And if I can detect them early, can I direct interventions to them—so training,
counseling.”24 The process directly parallels the evolution of early focused-
deterrence programs, emphasizing risk and rehabilitation rather than
punishment.

The new system tried to isolate hidden variables that might increase police
overreaction or poor decision making.25 In comparison, the old early-warning
system in Charlotte-Mecklenburg flagged an officer if he or she had three
use-of-force incidents in the past 180 days, so that anyone with three hits got
referred to internal affairs for further investigation.26 Officers did not like the
system because it was punitive and looked at only one data point to identify
“hot cops,” ignoring other factors like the types of patrols or cases, the time
of day, or other things that might add stress.27 “The old system was also over-
inclusive identifying more than half the police force for further
investigation.”28 Ghani’s predictive system offered a more targeted approach
that isolated previously unrecognized patterns: “One of the things we’re
finding—a few predictors we’re finding are that stress is a big indicator there.
For example, if you are an officer and you have been subject to—you know,
you’ve been responding to a lot of domestic abuse cases or suicide cases, that
is a big predictor of you being involved in an at-risk incident in the near
future.”29 Other insights included that many domestic violence responses
ended in police violence due to the highly emotional nature of the situation,
which officers could not control. Police realized that by sending three or four
officers to control the scene rather than one or two, they decreased the
likelihood for violence.30

Similar to the public health approach to violence, the goal of the blue data
project was to identify environmental risks so as to change policies, training,
or services to better address the stress that police face. The goal was not, as it
was in the old system, to investigate for purposes of internal affairs
discipline. This systems-based approach, focused on minimizing foreseeable
risk, rather than punishing past conduct, parallels the proactive, predictive
model of other big data policing strategies.

Such risk-based assessments to find “hot cops” are not new. Over 20 years
ago, the Chicago Police Department came up with an algorithm that studied
an officer’s past history of complaints and personal stressors like debt or
divorce.31 But two years after launching the program, the system was shut



down over protests by police unions and the Fraternal Order of Police.32 The
concern had been—ironically parallel to modern concern about predictive
technologies—that such predictive judgments were unfair to officers since
they were being punished for something they had not yet done. The system
that replaced the Chicago Police Department’s early-warning system has
been less than effective.33 Notably, according to analysis of recent police-
misconduct data, the existing system failed to flag 161 out of 162 police
officers with ten or more misconduct complaints from 2011 to 2015.34 The
2017 Department of Justice investigation into excessive force in Chicago
found that the Early Intervention System “exists in name only” and does not
assist supervisors in correcting behavior.35

It remains to be seen whether other police departments will welcome
analysis of blue data as Charlotte-Mecklenburg has. The focus on proactive
risk identification with training, education, and empathy as the goal, rather
than professional punishment, might mollify some who would resist a call for
more accountability. Clearly, privacy issues arise, and police, like all
workers, will probably resent overly intrusive workplace monitoring. But just
as employees in other professions have learned the hard way, big data may be
too attractive to resist for managers looking to find efficiencies and
improvements in lean times.36

Algorithms seeking at-risk police officers could also—in theory—
incorporate consumer big data insights. The Charlotte-Mecklenburg project
focused on police data arising from professional activities. For privacy
reasons, the individual backgrounds of officers were omitted from the
analysis. But, while highly controversial and personally invasive, other forms
of consumer data could also be mined for risk-based insights about individual
officers. Credit scores could alert supervisors to high levels of financial
distress. Social media posts could be studied for racial or gender bias or
expressions of stress or violence. In a 2017 DOJ investigation into the
Chicago Police Department, federal investigators found troubling social
media posts that demonstrated animus toward Muslims and repeated racial
insensitivity toward African Americans.37 Even hobbies could be flagged for
contributing to potential problems. One expert identified participation in
mixed martial arts or Muay Thai (a combat sport) as a predictive factor for
increased use of force on the job.38 It may be the case that police officers will
feel this type of big data surveillance too invasive, but as with the rest of
consumer surveillance, the creepy nature of the personal invasion does not



necessarily undermine its predictive value.

Data Mining Police Practice
The next stage of blue data collection will involve the mining of otherwise-
mundane police data to find efficiencies, bias, and ways to improve accuracy
and fairness in the routine practice of policing. Like the power of consumer
data mining, discovering these hidden correlations and efficiencies can add
value to policing.39 This section explores three ways researchers have
suggested police data can be used to improve police practice. Parallel to the
black data discussion, these projects focus on ways to address error, racial
bias, and opacity.

Stop-Level Hit Rates
What if there was a way to calculate the likelihood that a particular stop-and-
frisk would be successful or whether a particular practice of stop-and-frisks
would discriminate against racial minorities? The Floyd litigation involving
the NYPD stop-and-frisk practices revealed that most police frisks recovered
no weapon (the success rate was only 1.5%).40 Further, the statistical data and
supporting trial evidence demonstrated that racial bias infected the practice.41

Building off these revelations, a multidisciplinary group of scholars—David
Sklansky, Sharad Goel, Ravi Shroff, and Maya Perlman (a law professor, an
engineering professor, a data scientist, and a law student)—have shown that
big data can improve the predictive accuracy of stop-and-frisks.42

Using the data from the NYPD litigation covering the years 2008–10, the
researchers created what they call a “stop-level hit rate” (SHR), which can
calculate before the stop-and-frisk the numerical likelihood of a successful
search for a weapon.43 The SHR was calculated by crunching the data from
472,344 UF-250 cards to see what attributes lead to a successful seizure of a
weapon and what attributes do not help the police recover weapons.44 Because
police officers were required to fill out the UF-250 card articulating their
suspicion for the stop, a database of official justifications already existed (the
suspicious factors included things like “furtive movement,” “high-crime
area,” and “suspicious bulge”). In crunching the data, the researchers simply
compared which of these justifications actually helped police make accurate



stops and which did not. The model examined demographic information
about the suspect, location information, date, time, year of the stop, the
context of the stop (radio run, uniform patrol), and how long the officer
observed the suspect and then weighted this data with other information
about the area of the stop. The model eventually included 7,705 predictive
features to figure out the key factors to the successful recovery of a weapon.45

Next, the researchers took the predictive model they created and applied it
to the 288,158 stops conducted in the years 2011–12 to see if the predictions
tracked the success rate in the real world.46 As applied to the data set, the
model correctly predicted which stops would successfully find a weapon 83%
of the time. More importantly, the model predicted which factors did not
correlate with a successful recovery of a weapon. From the findings, a claim
of “furtive movements” statistically offered no support for eventually finding
a weapon. Strikingly, 43% of stops had less than a 1% chance of turning up a
weapon.47 Operationalizing this data means that police could reduce the
number of stops but maintain the same number of recovered weapons.
Further, the data showed that “49% of blacks and 34% of Hispanics stopped
under suspicion [of carrying a weapon] had less than a 1% chance of
possessing a weapon, compared to 19% of whites.”48

The SHR method provides a way that police data can be made to improve
policing practices. By studying police data using methods like SHR, police
can refine which suspicious behaviors actually correlate with criminal
behavior and which do not and can design training or strategies to avoid
unnecessary stops. Further, this method could be developed into a predictive
guideline to help police think through their stop-and-frisk decisions before
they go out onto the streets.49 By studying blue data, new efficiencies can be
discovered and old biases reduced. Blue data could be used in court cases to
prove or prevent racially grounded equal protection violations and for
training purposes to make sure systemic inefficiencies do not burden
communities of color.

Hit-Rate Percentages
Data could also be collected and used to determine which police officers were
better (more accurate) in stopping suspects. In most Fourth Amendment
suppression hearings, a police officer testifies about the suspicion that gave
rise to the police stop at issue. The judge listens to the testimony, considers



the evidence, and then decides whether the Constitution was violated or not.
Because of the nature of how the inquiry arises—after contraband has been
found and in the middle of a pretrial suppression hearing—judges tend to
credit the suspicions of the police officer and deny the motion to suppress the
evidence. After all, the officer got the question of suspicion “right” this time
(contraband was recovered). This process, while understandable and quite
typical, misses an important fact that is never considered: how many times
did the police officer get the question of suspicion “wrong” before this
particular correct stop?

Max Minzner has proposed a more individualized, data-driven test for
stop-and-frisks, suggesting that judges review the accuracy of an officer’s
prior success in recovering contraband.50 As a matter of course, judges would
examine historical hit rates and include them in the Fourth Amendment
analysis. As Minzner explains,

When deciding whether a baseball player is likely to get a hit,
we look at his history of success at the plate. When deciding
whether to listen to the advice of a stock analyst, we look at
whether the prices of her past recommendations rose or fell.
But when police officers claim that they have probable cause
to believe a certain location contains evidence of a crime, we
do not look at whether they have been right or wrong when
they have made the same claim in the past. This is a mistake.51

With accurate blue data collection systems, such probability statistics could
be determined with little difficulty. In some cities, the data already exists; in
others, it could be collected. Judges could examine the success rate of the
particular police unit or the particular officer and then “increase their scrutiny
of search types that are particularly unlikely to recover evidence and officers
who, especially in relative terms, are less capable than their colleagues.”52

The result of Minzner’s proposal could have both individual and systemic
impacts. Individually, the use of statistics could provide some additional
information to a judge making a decision about reasonable suspicion or
probable cause. Obviously, the information would be only one factor and
maybe not even a big factor, as prior success rates give only a general sense



and do not directly bear on the particular circumstances of a case. Homerun
sluggers do strike out, and terrible hitters do get on base. But in the totality of
circumstances, knowing whether an officer was particularly good at finding
contraband (success rate of 80%) or horribly bad (success rate of 1%) might
impact the final decision.

Systemically, if police officers knew that their hit-rate pattern could impact
their credibility in courts, it could alter how they conduct stop-and-frisks.
Police officers and administrators would try to ensure a level of accuracy by
curtailing unnecessary stop-and-frisk practices. Police officers might study
the information that could help them get better and improve their scores.
High percentages could create an incentive for improvement, and this type of
historical information might also rebalance the deference given to police
officers in suppression hearings. Currently, judges see the cases only when
officers recover contraband. In a judge’s eye, the officer always hits a
homerun. Knowing the overall statistics of all of the misses or pattern of
errors would rebalance the presumption of accuracy that occurs because of
the way cases come before the court for Fourth Amendment challenges.

Data for Change
Data-driven insights about accuracy and racial bias can be found in a
groundbreaking 2016 study—Data for Change—from Stanford University.53

The research team led by Jennifer Eberhardt collaborated with the city of
Oakland to study real-world policing data from the Oakland Police
Department.54 The data-mining process was as sophisticated as it was
innovative. First, the researchers used computer tools to analyze “stop data”
from 28,119 forms that police filled out after stopping pedestrians and drivers
over a two-year period.55 Second, they used search tools to analyze the
language captured from body-worn cameras, studying 157,000 words spoken
by officers during 380 of the stops during one month. Third, they used
programs to analyze the written narratives from 1,000 police stops.56 The goal
was to examine the collected police data to see who was being stopped,
searched, and arrested and how they were treated by police.

After reviewing data from close to 30,000 stops and conversations from
body-worn cameras, along with interviews and surveys of police and
community members, the researchers concluded that the culture of the
Oakland Police Department resulted in a racially discriminatory practice of



stops, searches, arrests, and the use of handcuffs.57 The study showed that the
Oakland Police Department stopped more African Americans than whites
over a year period, even controlling for neighborhood crime rates and
demographics. In real numbers, 60% of the stops were of African Americans,
although they made up only 28% of the population.58 Again, this fact of racial
bias existed even when controlling for the high-crime nature of the area and
demographic factors. Further, African Americans were more likely to be
handcuffed and arrested than whites were, and the language and tone used
toward African Americans tended to be less respectful.59

The Stanford study provides a model of how to mine blue data. In Data for
Change and the companion report, Strategies for Change,60 the Stanford
researchers provide some novel data-driven methods for studying just how
police interact with citizens. For example, going beyond just the decision to
stop, the data explored the use of handcuffs as a measure for differential
treatment depending on race. The study found, “African American men were
handcuffed in one out of every four stops, as compared to one in every 15
stops for White men. Even after controlling for neighborhood crime rates,
demographics, and many other factors, our analyses showed that [Oakland
Police Department] officers handcuffed significantly more African
Americans than Whites.”61 Also of interest, 20% of the officers did 67% of
the handcuffing, meaning that not every police officer reacted to similar
situations the same way.62 Yet the researchers cautioned that their findings
revealed a discriminatory culture—a systemic problem—which should not be
written off as the work of a few bad apples:

In a 13-month period, for instance, three-quarters of all OPD
officers who made stops never handcuffed, searched, or
arrested a White person, but the majority of officers who made
stops did perform these actions with African Americans.
These findings are not evidence of a few or even many bad
apples, but of pervasive cultural norms (that is, the unwritten
rules of how to behave) about how to police people of
different races. Focusing on individual officers, rather than on
the culture as a whole, would likely allow racial disparities in
policing to persist.63



As another example of the possibilities that exist for data mining, the
researchers explored the language used during traffic stops. Data collected
through body-camera recordings could be searched with automated programs,
so that researchers could query whether honorifics were used (“sir” or
“ma’am”) or whether apologies were given (“sorry” or “apologize”).64 The
study examined whether different types of words were used when speaking to
people of a different race. Researchers found that police did speak differently
to people of color, and they even set up an algorithm that could predict with
68% accuracy whether the person was white or black depending on the words
used. The researchers found no use of racial or derogatory words and no
curse words, but other differences were uncovered about the time taken for
explanations and the questions between the officer and the citizen. As might
be imagined, this ability to search for the language used between officers and
citizens opens up a whole world of data-driven possibilities for training or
identifying risk factors for future problems. Similar data-mining systems can
search through police reports, affidavits, or even testimony,65 creating a future
where big data search tools can be used to study the words, justifications, or
reasons given for a search.

Andrew Crespo proposed a similar big-data-inspired investigation into the
way police officers justify their suspicion. In an article in the Harvard Law
Review, Crespo suggested thinking about the information in court files,
arrest-warrant affidavits and returns, suppression-hearing transcripts, and
administrative metadata not as distinct bits of data but as “systemic facts”—a
revealing (if untapped) treasure trove of information.66 For purposes of
examining blue data, it can offer a new measure of accountability and
transparency for traditional police actions.

For example, ordinarily a judge making a probable-cause determination
reviews a written affidavit in support of a search or arrest warrant. The
affidavit usually includes a narrative story that follows traditional patterns or
“scripts.”67 These scripts are familiar fact patterns that tend to result in the
recovery of contraband. For example, a warrant affidavit seeking to search a
drug dealer’s apartment might read, “upon information and belief, the affiant
believes that drug dealers usually stash money and weapons in their homes.”
What Crespo proposes is to study the scripts using data-mining techniques.
Tens of thousands of such scripts exist in every court system yet are never
consulted to determine accuracy or consistency. As Crespo explains,



A judge asked “to determine whether a police officer complied
with the Fourth Amendment” will typically “listen to the
officer tell the story of an individual incident and then” decide
“whether that officer” has or “had enough information to
disturb the target’s privacy and autonomy.” A judge armed
with the searchable database of systemic facts just described,
however, can do much more than that. Specifically, she can
assess the consistency, the descriptive accuracy, and even the
predictive accuracy of the probable-cause scripts that are
routinely presented to her as justifications for the
programmatic Fourth Amendment events carried out by police
officers within her jurisdiction.68

In studying the data, certain omissions or contradictions in the current
practice become exposed. Crespo points out that to justify a search warrant,
police officers in the District of Columbia regularly state in sworn affidavits
that suspects arrested for drugs routinely possess records, proceeds, and
firearms in their homes.69 It turns out that officers also regularly state in
separate sworn affidavits that suspects arrested for drugs routinely do not
possess records, proceeds, and firearms in their homes but in certain stash
houses, homes of friends, or homes of relatives.70 Conceptually, one of these
alternatives might be true in a particular case, but as routine scripts, they
reveal contradictory statements of fact. Sworn affidavits exist claiming both
that suspects arrested for drugs routinely have drugs at home and that they
routinely do not have drugs at home. In the individual case, the judge never
sees the contradiction. Only by data mining the contradictory claims can the
systemic facts be revealed.

Similarly, in studying a database of warrants, one could divine legally
cognizable “high-crime areas.”71 In many warrants, a claim is made that the
area is a high-crime area, but the fact gets lost because no one tracks the
consistency of the claims. Studying affidavits alleging that a particular home
is in a high-crime area could allow a mapping project of court-approved high-
crime areas.72 A judge could look through the past areas to see if in fact the
affidavit fit the pattern. For blue data purposes, these contradictions or errors
could be corrected. Training could be conducted to ensure that truthful and
consistent statements were provided to the court. Scripts could be studied to



determine effective warrant arguments and those that failed to create probable
cause. In fact, one could run a similar experiment like the stop-level hit rates
but with arrest-warrant success rates. The point is that systemic facts can be
data mined to reveal patterns of police behavior in order to improve practice.

Police Awareness System
In the future, the ability to monitor cities in real time will also allow police
administrators to monitor police officers on the street. Imagine if the Domain
Awareness System (DAS) in New York City changed its focus from
thwarting terrorist plots to instead holding police accountable for
unprofessional acts, unconstitutional stops, and acts of violence.

Such a police awareness system would need continuous real-time video
surveillance, callback capabilities, real-time monitoring of police cars, video
from body cameras, and personalized GPS location from handheld devices—
exactly the capabilities currently available through DAS and the 35,000
smartphones handed out to NYPD officers.73 An administrator using these
capabilities would be able to monitor all police officers at all times, to review
uses of force, examine treatment of citizens, and evaluate training protocols.

The problems destabilizing policing in the United States—poor community
relations, constitutional violations, use of force, racial bias, lack of
transparency, and lack of data could all potentially be solved, ironically
enough, by the very surveillance designed to create order on the streets.
While very few jurisdictions have embraced big data policing as fast or as
broadly as New York City has, it—perhaps accidently—provides a model for
a new form of blue data accountability.

The tinder for the firestorm against policing pre- and post-Ferguson
involves daily police stop-and-frisks. The act is disempowering. Police ask
for identification, frisk for weapons, or simply intrude on the daily business
of life, generating fear, resentment, and distrust.74 Part of that fear comes from
the fact that police hold seemingly unreviewable state-sanctioned power
(including the use of force). Resistance can lead to violence, and stopped
individuals feel isolated and unable to challenge the act, complain about their
treatment, or provide another side of the story. For this reason, the advent of
citizen cellphone videos following police confrontations and the push for
body-worn police cameras have been seen as a means to alter that power



imbalance. But the fortuity of a camera is not necessary in a DAS world.
Administrators can watch in real time the interactions of police and citizens.

Imagine the practice of stop-and-frisks at the height of the NYPD program.
As detailed by the New York Times, relatively inexperienced officers would
aggressively patrol targeted areas, systematically stopping and frisking young
men of color.75 These routine “surge patrols” probably fall on the
unconstitutional side of the line but happened so frequently and to individuals
without political power that the stops became a significant source of
community-police tension.76 In one particular eight-block area of Brownsville,
Brooklyn, police stopped 52,000 people over four years.77 One 26-year-old
legal assistant reported being stopped between 30 and 40 times.78 But with
real-time DAS, police administrators could see what their junior officers were
doing.79 Administrators could observe stop after stop. They could evaluate
which officers conducted the stops. They could inquire about the legal
justification for the stop. They could train individuals and groups when they
observed unconstitutional actions. Further, by reviewing body-camera
footage, they could confirm language, tone, and levels of respect or hostility.

This type of police monitoring could also be very useful for data
collection. Do police disproportionally stop people of color? How often? Can
police observations of “furtive movements” or “bulges” (signifying a gun) or
“flight” be corroborated by visual evidence? The same digital recall
technology that can identify all people with red shirts can also identify every
time a police officer draws a weapon. Electronic data-collection cards
recording the legal justification for the stop could be filled out on handheld
devices and uploaded in real time. It is hardly a radical proposition to suggest
that instead of measuring productivity by citations or fines, police
administrators monitor productivity by actually watching police do their jobs.
One of the perverse incentives of the early NYPD CompStat practice was to
encourage citations as measures of productivity, irrespective of their utility in
stopping crime,80 so a focus on observing actual police behavior, as opposed
to proxy metrics like citations, could change incentives and, thus, police
interactions with citizens.

Such DAS monitoring could also improve the constitutionality of policing.
In the cities required by court order to keep data about police stops, a
consistent theme of unconstitutional policing emerges. In Philadelphia,
Pennsylvania, a team of lawyers led by David Rudovsky found that over one-
third to one-half of police stops fail the reasonable-suspicion standard, even



under the police officer’s own version of the relevant facts.81 In Newark, New
Jersey, the Department of Justice found that local police failed to adequately
articulate reasonable suspicion for 75% of the stops.82 In Albuquerque, New
Mexico, DOJ found that police unconstitutionally used excessive force in
more than half of the deadly and nondeadly use-of-force cases over a three-
year period.83 All of this court-ordered compliance involving data collection
could be done much more efficiently and quickly if the policing (and thus
data) were immediately visible. Supervisors would not have to re-create the
ex post legal justification of officers when they could evaluate the stop that
same day. Access to data that raises constitutional concern would give police
departments the opportunity to correct problems before they become
systemic. Prosecutors and defense lawyers would also have access to video
footage of some of these stops, adding an additional level of accountability to
policing. Litigating what the officer saw on the street can be made much
easier by actually seeing the reality of the police stop through video in court.

If you asked police administrators to respond to claims about the perceived
unconstitutionality of stop-and-frisk practices, most would truthfully say
supervisors train as best they can but cannot be out on the street holding the
hands of officers as they do their jobs. Yet with DAS and real-time policing,
supervisors can be virtually present. With certain nonemergency situations,
police officers on the street could obtain legal permission by supervisors (or
even lawyers) in the central command center. Imagine that a police officer is
watching a house thinking that the people leaving have likely purchased
drugs.84 He wants to stop the next person. He can now communicate with
central command for advice. They can see what he saw by reviewing the
video. Does he have enough legal justification? Or does he need more
information? More details about the suspicious nature of the house (via law
enforcement or data-broker records) or any of the people leaving it could tilt
him toward reasonable suspicion. Or administrators could say, “No, do not
stop anyone because you would be violating the Fourth Amendment.” All
options could be possible with DAS and real-time communication.

The same type of real-time accountability can reduce tensions involving
police use of force. Citizen cellphone videos have opened a window into
these events, but the truth is that many more deaths every year remain hidden
from public discussion. Because of the prevailing distrust, without objective
evidence, lawful uses of police force get lumped into the same narrative as
police misjudgments or crimes. The lack of clarity means police agencies



remain defensive, and citizens remain distrustful. But with a DAS network,
all police officers’ use-of-force events would be captured. Not only would
you have the body-camera footage, but you would be able to see the “before”
and “after” of the event, so you could trace through the hour leading up to the
violence and the aftermath. No longer could either side make up a narrative to
fit a position. Claims that the victim “had his hands up” (as was the initial
reporting in the police shooting of Michael Brown) could be debunked in real
time (rather than waiting months and only after an exhaustive independent
federal investigation).85 While video does not always tell the full story, the
transparency of the process will be much improved. All of this is technically
possible with DAS.

Community Collection
Blue data does not have to come from law enforcement. Academics,
journalists, and activists have begun collecting information on policing
practices, using big data technologies that allow data collection to be
crowdsourced, aggregated, and queried in untraditional ways.

Academics like Phillip Atiba Goff, president of the Center for Policing
Equity, now oversee a new “National Justice Database” that seeks to track
and standardize national statistics on stop-and-frisks and police use of force.86

The project, funded by the National Science Foundation, is working with
dozens of law enforcement jurisdictions to collect data. The project is just
beginning but has pledges of cooperation from the law enforcement
community. The Center for Policing Equity’s first report, The Science of
Justice: Race, Arrests, and Police Use of Force, surveyed 12 jurisdictions on
racial disparities of police use of force,87 finding that “even when controlling
for arrest demographics, participating departments revealed racial disparities
across multiple levels of force severity.”88 Stanford University’s School of
Engineering has launched a “Project on Law, Order & Algorithms” to use big
math to study policing patterns.89 Sharad Goel and his team have already
collected data on 50 million traffic stops from 11 states with the hope of
getting a database of over 100 million stops.90 The project’s goal is to see if
big data strategies can determine racial or other systemic bias in police
practice.

Journalists at the Washington Post and the Guardian have begun collecting



data about police shootings in an effort to understand the extent of the
problem.91 The journalists built a website and have undertaken a public
education campaign to highlight the human stories behind the shootings.92

Other journalists and news organizations like the Marshall Project,
ProPublica, and Nate Silver’s FiveThirtyEight website have exposed the lack
of empirical data behind police violence and other criminal justice problems.93

In addition, mobile applications created by national advocacy groups like
the ACLU and small start-up entrepreneurs allow citizens to report police
abuse, upload videos, and learn about constitutional rights on their
smartphones. The ACLU’s Stop & Frisk Watch app allows people in
participating cities to document police abuse,94 and because the information is
digital and thus able to be aggregated, a national map of police incidents can
be tracked using the system. As more and more police-citizen incidents get
uploaded, a parallel, community-driven blue data source can be created.
These types of parallel data sources serve not only as a resource for the
community but also as an incentive for police to gather and maintain their
own data that can be used to counter narratives they believe to be incorrect.

New technologies have even sought to restructure the metrics being
assessed when it comes to policing. Instead of CompStat, which collects
crime statistics, Chicago and other cities have experimented with
RespectStat, which collects community-sentiment data from citizen surveys
about police treatment.95 The idea behind RespectStat was to assess police
officers by evaluating their level of respect, helpfulness, and competence.96

Police supervisors would thus have another metric to decide how police
officers are doing their jobs, and measuring respect might shift the
“productivity goals” from stops and arrests to something more community
friendly.

Systems of Blue Data
What all of these blue data innovations have in common is a systems-oriented
approach to police practice. Mapping, tracking, mining, or watching police
officers do their jobs opens a window to see that the recurring problems—
police violence and unconstitutional stops—are not the fault of a few bad
apples. Instead, these mistakes result from unaddressed systemic forces that
heighten the risk of “accidents” in an inherently high-risk job. Policing



systems create foreseeable environmental risks that result in misjudgment and
misconduct, and blue data exposes these risks and offers opportunity for
reform.

Seeing things systemically marks a change in how we think about the
profession of policing. Being a police officer appears to be a chaotic,
contingent, systemless, dataless profession. There are so many types of
policing, so many ways a day can be spent, and so many different quirks and
oddities that thinking systemically seems impossible. On any patrol, an
officer might be in a city or a rural desert, arresting a murderer or delivering a
baby, saving a life or taking one. Because of the randomness, policing
remains localized and largely unexamined by data-driven systems. This does
not mean to ignore the libraries of books on policing theory, policing
practice, training manuals, and general orders for police to follow, but good
data is hard to find. Information exists on how to do the job, but information
does not exist on how the job gets done.

In this seemingly dataless world, police can be joined by doctors, airline
pilots, and other high-risk professionals who also work in chaotic
environments and who initially resisted data collection and analysis.97 Doctors
argued that every surgery was different, with unique patients, health histories,
and diagnoses, such that no system could improve on their expert judgment.98

Pilots argued that every flight presented a different test of weather,
technology, and planning, such that no system could address the particular
flight plan.99 Doctors and pilots preferred to see themselves as artists, not
scientists, masters of the system, not part of a larger system of doctors and
pilots all doing more or less the same thing. As a result, when things went
wrong—mistakes made on the operating table or before a crash—the cause
was thought to be isolated errors, not systemic problems. This turned out to
be wrong. The mistakes were never a single misjudgment but a cascading
series of little errors that resulted in a major surgical mistake or crash.100 The
artistry and ego common to professional experts hid the recurring avoidable
small errors that resulted in avoidable tragedy.

Over time, the high-risk professions of surgeons and pilots came to
embrace a “systems analysis” of error.101 Those professions changed to collect
data about what was happening in the operating room or cockpit and then
invited other players in the system (nurses, mechanics, supervisors, and
auditors) to expose systemic risks and study recurring errors. In doing so,
harmful, sometimes deadly risks were minimized and systems improved.



Today, both doctors and pilots have come to share a safety culture that
addresses and proactively seeks to prevent risk before the error occurs.102

James Doyle, a lawyer and criminal justice expert, has been applying that
systems approach to improving the criminal justice system.103 For two years,
he led a National Institute of Justice project examining lessons that could be
learned from studying errors in the criminal justice system. The NIJ project,
supported by then attorney general Eric Holder and a host of leading criminal
justice experts, pioneered the idea of holding “sentinel event” reviews of
errors arising from wrongful convictions and other known injustices.104 These
sentinel events bring together all of the stakeholders to evaluate in a
nonjudgmental manner the cause of the error and then to strategize systemic
ways to address future risks and threats. The core idea, again, is that any
single catastrophic error is really the product of many smaller cascading
system errors.105 The failure is not personal (the detective screwed up) but
systemic, an organizational accident (the system of checks and accountability
measures failed). Viewing errors as the collective fault of many different
actors intersecting with structural risk factors makes it easier to fix the
systemic problems. By studying the data collected, the “sentinels” can see
that the doctor did not choose to err but that a combination of circumstances
built within a flawed system led to error. Borrowing from the medical
profession, where such sentinel events are used to study medication errors or
“near misses” (almost operating on the wrong patient), Doyle has applied the
lessons to wrongful convictions and other police errors.106

Similar to the NIJ work, John Hollway, the director of the Quattrone
Center for the Fair Administration of Justice at the University of
Pennsylvania Law School, initiated a series of national discussions about
systems-based change of the criminal justice system.107 Errors in the criminal
justice system, including policing error, can be analyzed using “a root cause
analysis.” This process, similar to a sentinel event, seeks to create a blame-
free space to understand how error occurs in high-risk systems. Looking to
find the “root cause” of the problem, the goal is always to promote learning,
not punishment.108 All parts of the problem (the system) get broken down and
examined by a team looking to see what parts failed, with the ultimate goal to
see if there are changes, training, or improvements that will prevent the error
from ever occurring again.

Visualizing police mistakes as a systems problem can open the door for
dialogue about how to reduce the risk of recurring problems like the



unnecessary use of police violence. The shooting deaths of Michael Brown,
Tamir Rice, and Philando Castile—all tragic endings resulting from relatively
petty wrongdoing—cannot be simplified to a single bad act of a single bad
actor fueled by racial animus. The errors were more ordinary, overlapping,
and cascading. Racial bias—implicit or explicit—may have played a role. But
in addition, officers received partial, imperfect radio dispatches of criminal
activity. Officers were isolated, approaching the suspects without adequate
backup. Officers confronted men perceived to be a physical threat without
any knowledge of who they were or the danger they posed. Officers did not
have acceptable other nonlethal weapons, and officers erred in the
proportionate response to the perceived threat. These errors can be
reconceptualized as structural risk factors (involving communication,
awareness, bias, training, hiring) that, if not remedied, will lead to a deadly
situation. By studying police practices, collecting data, and visualizing the
events not as isolated mistakes but as part of a flawed system, a new
approach to structuring high-risk encounters can be created.

Similarly, the conflict over aggressive stop-and-frisks in New York City
did not result from individual police officers going out to intentionally
racially harass young men of color. Instead, a systemic, “cultural” policing
problem existed. Since Terry, the Supreme Court has allowed stops based on
an indeterminate and undefined Fourth Amendment law, meaning that
reasonable people can disagree on the definition of “reasonable suspicion.”
Police receive little clear guidance, and in fact, training on the standards can
be confusing or even wrong, as demonstrated in one of the companion NYPD
lawsuits, in which the court found that a training video used to teach police
about Fourth Amendment seizures was legally incorrect.109 This training video
had been shown in almost every precinct and to every patrol officer.110

Further, in New York, systemic pressures to show “productivity” in the form
of citations or arrests encouraged unnecessary confrontations, while tensions
of race, class, and neighborhood, along with a history of police violence,
seeded resentment. Most importantly, a culture of aggressive policing was
encouraged, both explicitly and implicitly, with the police seeing the need to
establish social control on the streets.111 The list goes on, with all of these
latent risks heightening the possibility of an organizational accident in every
new stop-and-frisk. To say that a police officer acting aggressively and
unconstitutionally in this environment made an isolated error in judgment is
to miss the deeper systemic flaws. The systems and culture of aggressive



policing—identified through data—exposed an unnecessarily high level of
constitutional risk.

Using blue data to reveal these systemic weaknesses provides an
opportunity to address the risks. Three changes can be made. First, blue data
like the type of data discussed throughout this chapter can be collected and
analyzed. Without the data collection, the component parts of the system
cannot be examined. Second, a systems approach focused on improving
organizational culture and reducing latent risks needs to be adopted. Blue
data provides the visualization tools to see the entire system, but police
administrators and other stakeholders must want to make a cultural change.
Finally, when the organizational accident occurs—and it will—the parties
need to be willing to hold open and nonjudgmental sentinel events to study
the problem using the data collected.

The Future of Blue Data
The future of blue data faces traditional headwinds. Police, like all
professionals, would rather not be micromanaged or surveilled. Police, like
all people, would rather not have their personal lives invaded or professional
judgments analyzed to see if an algorithm deems them “at risk.” Police
unions and organizations representing their members will, as they have in the
past, push back on more oversight.

Oversight has, however, proved valuable in the past. The idea of collecting
police data is not exactly new.112 The Department of Justice has overseen and
investigated dozens of police departments.113 Civil rights injunctions under 42
U.S.C. § 14141 have led to decades of data-intensive investigations.114 Formal
consent decrees resulting from private settlements regularly require data
collection as a remedial measure.115 Private police lawsuits under 42 U.S.C.
§ 1983 have also resulted in data collection of police practices as a remedy.116

Adapting these data-collection mechanisms to big data technologies may
simply augment the capacity of civil rights advocates and agencies trying to
monitor a diffuse and geographically disparate set of problem jurisdictions.
Big data oversight may—assuming the political will—be able to add value to
the existing systems working to improve policing.

Despite resistance, data collection and analysis, as in other professions,
will likely force their way forward. This push, and the larger push for blue



data, was helped by the Obama administration. As mentioned, the Obama
White House Police Data Initiative envisioned an ambitious collaboration
between government, academics, and the private sector.117 Over 50 local
jurisdictions have opened 90 data sets for study.118 The federal government
through the Department of Justice Office of Community Oriented Policing
Services (COPS) agreed to fund training and technical assistance for local
police departments that want to engage with the Police Data Initiative. In
addition, private companies and nonprofits like the Police Foundation, the
International Association of Chiefs of Police, the Sunlight Foundation, and
others have agreed to provide additional technical and digital tools to allow
more people to access and use the data.119 The key to policing is legitimacy,
and being smarter about systemic problems can both help solve these
problems and improve legitimacy. Police chiefs see the need for transparency
and trust, and the hope is that blue data can lead the way.
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Bright Data

Risk and Remedy

Illuminating Risk

Big data policing technologies all share one thing in common: the
identification of predictive risk factors that correlate with criminal activity.
As described throughout the book, risk identification technologies have led to
a host of innovative policing strategies to address crime. But this new data-
driven ability to identify risk does not necessarily require a policing remedy.
Risk is severable from remedy. Big data insights do not have to be addressed
by the police. Counterintuitively, a predictive policing approach may be just
as effective without direct police involvement.

This chapter examines big data’s approach to risk and remedy. It suggests
decoupling the automatic assumption that a crime problem needs a policing
solution. While big data policing has largely been funded and promoted by
law enforcement, it need not be controlled by the police. This chapter seeks
to shine light on what I call “bright data remedies”—“bright” because they
are smart (precise and focused) and “bright” because they are illuminating
(revealing hidden problems and patterns).1 Bright data remedies offer a
contrast to big data policing because they remain purposely agnostic about
the role of the police. In some cases, police may be necessary to address the
identified risk, but in other cases, a nonpolice response might suggest a
better, more long-lasting solution. In all cases, the big data identifies the risk
but not necessarily the remedy.

Bright Data and Place



A predictive policing algorithm can forecast a particular likelihood of crime
in a particular place. But identifying risky places does not determine the
appropriate remedy to fix the crime problem.

Take, as an example, a modified version of the RTM car-theft case study in
Colorado (discussed in chapter 4 on placed-based prediction). One winter
morning, imagine that the algorithm predicts a heightened likelihood of car
thefts at a particular apartment complex. The reason, as discussed, is the
problem of “puffers”—the phenomenon where people leave their cars
running on cold winter mornings out of sight of their apartments. A
predictive algorithm might forecast that on a particularly cold morning, a
particular parking lot has a high risk for car theft.

PredPol or HunchLab might respond to such a prediction by directing a
police car to patrol the area during the high-risk morning hours to deter
potential thieves. RTM proposed a more holistic approach that involved
intensive police patrols but also enforcement of existing municipal
regulations (traffic offenses, housing violations), all of which should reduce
the risk factors and make the location less attractive for criminals. Another
predictive company might suggest a foot patrol in the parking lot or installing
a real-time video surveillance feed to police headquarters. But all of these
remedies involve the police. Because predictive policing grows out of a law
enforcement culture and because police agencies control the technology, the
solutions focus on what the police do best—police.

Yet the bright data insight is not that there needs to be more police in the
parking lot. Nor is it that there needs to be more citation enforcement around
the risky area. Instead, the insight of the technology concerns a pattern of
human action (starting your car in the cold) in a place with certain
environmental vulnerabilities (distance of one’s apartment to parking lot,
available places to loiter, and lack of security). Many other nonpolice
measures could be taken to remedy the environmental vulnerability that leads
to puffing. Everything from physical changes to the parking lot (installing
gates, locks, security passes) to educational outreach to the neighbors
(explaining the dangers of leaving your car running unattended) to
civilian/community watches in the morning to technological fixes (quicker
heaters in cars) to structural fixes (rebuilding the parking lot underground)
could all address the specific risk identified without burdening police.

Now expand the lens of big data outward. Think of the existing consumer



data about that particular crime location.2 Data brokers know who lives in
each apartment and what types of cars they drive. Matched with crime
patterns showing preferred cars to steal or easiest cars to steal, particular
vehicle owners could be specifically warned about the risk. Certain cars come
equipped with smart sensors emitting geolocational data, and such cars might
serve as both a deterrent before the theft and an aid to investigation after the
theft. Social media trackers know who is communicating from that area and
when, so that individuals who are regularly at the location in the morning
could be identified for community patrols. Community listservs could share
information. Surveillance cameras could be purchased by the apartment’s
leasing company. These technological or community-based interventions can
occur with or without police assistance to remedy the same environmental
risk.

The choice to use police presence as the remedy must be seen as a choice
—a policy choice—not one driven by predictive data. True, police may be
the primary actors in the system to solve crime, but they do not have to be the
primary actors in the system to reduce risk. Other institutions, agencies, and
community groups might be able to reduce the risk without police
intervention. Simply stated, the insight that predictive policing data can
identify the problem does not dictate the choice of remedy.

An even bigger question involves whether a police-focused remedy helps
or hurts the larger goal of reducing the environmental vulnerabilities that
encourage crime. Even a week or two of successful police deterrence
provides only a temporary fix. Next month or next winter, the problem might
reoccur. While holistic plans to strengthen police presence through traffic
citations or to reduce abandoned buildings through zoning enforcement might
have a longer-term impact, neither would have as much of an impact as
permanently improving the physical environment. The danger is that by
thinking police can fix the problem by following the data, the community
stops looking for longer-term solutions. After all, the real crime driver
involves the structural poverty that causes someone to need to steal a car in
the first place. In thinking of predictive policing as only a policing tool, the
community may fail to see other solutions to the identified environmental
risks.

Bright Data and Patterns



Big data patterns can help visualize the societal risk factors that encourage
crime. Current crime maps record reported crimes, but big data technologies
could also create a sophisticated risk map that displays social needs.

Imagine a digital map that took all of the consumer data provided by a
data-broker service like Beware,3 but instead of identifying homes of danger,
the algorithm identified homes in need. Which families need educational
assistance, financial assistance, or mental or physical health assistance?
Which people in those families have the highest level of need? What if you
had a risk map that showed all of the children not getting enough food to eat?
Then, one could overlay that map with existing available services. What if
you could show a mother a digital map with the closest food pantries? What
if you could precisely target your social-service employment resources to a
particular single father? One thing you would likely see on that map is that
the social-services providers are not where the people are located. Further,
you would likely see that there are too few resources available for the need.
But a map showing the imbalance would effectively highlight the need for
more funding and more resources. Patterns of social problems could be
visualized (in addition to crime) on citywide risk maps.

Visualization matters. Before the advent of crime mapping, police knew
that crime happened. Mayors knew crime happened. Communities knew
crime happened. The mapping did not stop crime or solve crime, but it did
allow for more focused attention to the particular areas of higher crime. The
same visualization can happen with social need. The idea of a bright data risk
map would be to make that social need visible, targetable, and, thus, the focus
for remedial action. Just as police managers relentlessly used data to drive
down crime numbers, demanding concrete, numerical improvement, so too
could city managers drive down poverty figures in similar targeted fashion.
This idea of turning CompStat-like data collection into bright data strategies
for social and governmental accountability has been pioneered by Robert D.
Behn, at Harvard’s Kennedy School of Government. Behn created the idea of
“PerformanceStat” as a data-driven leadership strategy to show the potential
of data-centered governance.4 Oversimplifying a bit, the same data-driven
accountability mechanisms used to track crime reduction can be redirected to
track and improve city problems from street lights to homelessness.

These risk maps of social problems could also help police officers do their
jobs. Every day, police confront a series of social problems from poverty-
driven crimes (urination in public, trespass, disorderly conduct) to mental-



health-driven incidents (public displays of anger or confusion) to youth
offenses (truancy, graffiti, school assaults). Many of these minor incidents
never rise to the level of criminal prosecution (or even a citation) but do exist
as part of the mosaic of urban life. Mapping these social problems would be
very helpful to identify the problem spots and to catalogue what police do
every day. The gaps of service and the repeated patterns in need of attention
could be visualized with cold, hard data. In the same way that you could see
the hot spots of crime, you could see the hot spots of social need (or social
decay) and provide appropriate proactive intervention. Again visualization
matters. These hot spots of social need are etched in the mind of every police
patrol officer who knows his or her neighborhood. Officers know the
homeless veteran, the begging runaway with his dog, and the mentally ill
personalities. But these interactions are not measured or monitored because
police data collection focuses on crime, not the myriad other public health
functions police play on a daily basis. Mapping social problems with data
could change the level of awareness about what first responders do every day.

As an example of mapping bright data, the District of Columbia Fire and
Emergency Medical Services Department (Fire & EMS) and the Department
of Behavioral Health (DBH) interact with a host of health-related data points
on a daily basis.5 Every drug overdose involves ambulance runs, hospital
visits, mental-health or substance-abuse referrals, arrests, and social-service
calls. In the typical overdose case, a 911 report brings police and emergency
personnel to a location. The patient is treated and taken to the hospital. The
forms are filled out, the services contacted, and the case closed. This is so
even if the same drug user regularly overdoses. This is so even though all of
the different agencies and first responders know the pattern will repeat. This
is so even though the few people burdening the system with repeated
emergency calls can be identified and assisted.

In the summer of 2015, D.C. Fire & EMS decided to change that reality by
mapping data about drug overdoses. At the time, Fire & EMS was responding
to an average of 15 suspected synthetic-cannabinoid overdoses and six
suspected heroin overdoses every single day. In a pilot program, Fire & EMS
started transmitting the name, location, and overdose history of every
suspected heroin-overdose patient in real time to DBH. The two agencies set
the goal of ensuring that every identifiable person in the city who appeared to
overdose on heroin would receive a follow-up visit from a professional team
(trained in substance-abuse counseling) within seven days of the overdose



event. The team would offer the overdose victim a voluntary screening, brief
intervention, and referral to drug treatment. Treatment options, including a
free van ride to a treatment facility, would be offered on the spot. During the
two-month pilot program, 84 individuals were referred to DBH for
intervention.6 These individuals had collectively been responsible for over
1,000 prior EMS responses over the past eight years. The DBH outreach team
was able to locate 39 of the individuals, and over half (21) completed the
voluntary screening and agreed to substance-abuse treatment, including eight
individuals who literally got in the van and went directly to the treatment
facility.7

Perhaps just as importantly, the data sharing between Fire & EMS and
DBH enabled District of Columbia health officials to update their
assumptions about the population at risk for opiate overdose and thus create
more effective public health strategies.8 Analysis of the addresses of locations
where the overdose victims were found revealed that there was a strong
correlation between repeat overdose and residence at a handful of specific
homeless shelters, thus enabling D.C. officials to target their outreach and
intervention efforts where they would achieve the most impact.9

Of course, the blurring of public health with law enforcement creates
serious privacy issues. In the pilot project, D.C. Fire & EMS did not share the
names or home addresses of drug-overdose victims with law enforcement.
Information about the location and types of overdoses encountered was
deidentified and aggregated to unit blocks or similar geographic subunits
before being mapped and shared with law enforcement. Due to privacy
concerns, locations, not people, were targeted.

Finally, imagine using a powerful video surveillance system like the
Domain Awareness System to track not only terrorists but people in need.10

The current tracking system focuses on patterns of suspicious activities (an
abandoned bag, a hand-to-hand transaction, flight), but the same
technological tools also could be used to track patterns of poverty or social
need. DAS could be used to identify homeless youth in order to offer housing
services. DAS could be used to identify people with mental illness to offer
psychological assistance. DAS could automatically alert on particular
patterns like a highly intoxicated woman being dragged from a bar or
someone passed out from an overdose. The only change is widening the focus
from identifying crime to a system that automatically alerts to the social
forces that drive crime.



Because all of these human patterns can be reduced to data, they can be
studied in conjunction with other city data. Data on lead pipes, housing-code
violations, evictions, abandoned buildings, public transportation, economic
investment, traffic patterns, streetlight brightness, recreational space, library
use, health care, or school attendance levels can also be mapped and tracked.
Comparing patterns of social activity and community dysfunction (or
vibrancy) can reveal new insights about correlations that undermine
economic and social development. Perhaps a correlation between libraries
and reducing youth violence could be discovered, or one between parks and
improving mental health. By studying and tracking this bright data, the entire
city (not just law enforcement) can get a better sense of places of risk and
patterns of healthy and lawful behavior to help drive future planning.

Bright Data and Persons
Innovations like Chicago’s heat list provide the best example of the
conflation of risk and remedy.11 By design, the heat list predicts both potential
victims and potential offenders, meaning that innocent victims have been
identified because of a network of associations or prior criminal contacts.
Reaching these young people to warn them makes infinite sense. Developing
algorithms to spot risk factors captures the essence of bright data. But the
remedy of having a police officer knock on the door with a custom
notification letter (even accompanied by a social worker) does not necessarily
follow from the risk identification. Police involvement is not required to tell a
young person to turn his or her life around. Such interventions have been
done (more or less successfully) throughout history without police
involvement. After all, society does not task police officers to intervene and
explain other public health risks to citizens (like the dangers of lead paint,
smoking, or drinking). So why do we do so for the public health risk of
violence?

The answer, plainly, involves the fact that the technology remains largely
initiated by police, funded by police, and of interest to police seeking to
maintain connections and social control over at-risk populations. But why not
take the police out of it? Why not create a true public health heat list? Putting
aside the obvious privacy issues, a “social-need heat list” could precisely
target those individuals most in need of social assistance. Young men and
women could be equally targeted for educational, financial, and health



services. Using big data and well-designed algorithmic techniques, any big
city could create a list of the 1,400 children most in need of assistance
(mirroring the number of people on the heat list). You could match those at-
risk youth with jobs, mentors, services, or counselors. You could track
progress. You could reweigh risk factors if some of the underlying concerns
were ameliorated.

Going one step further, you could integrate social-service contacts into the
existing Palantir-like tracking system.12 Instead of high-risk offenders getting
points for each contact through field interview cards, high-need clients could
be scored for the services being provided to them. Every time a social worker
helps a child, the data would go in the citywide system. Every counseling
session would go in the system. If no contacts are made, an automated alert
could go out to signal that the individual is being neglected. Social network
technologies could identify at-risk family members who may be the next
generation of young people in need of services. Networks of neglect could be
tracked instead of networks of criminal associates. In essence, the entire
surveillance architecture, currently created for social control, could be
restructured for social betterment.

In a bright data world, violence could actually be treated as a public health
concern. If you want to remove the toxins poisoning a society, you cannot
simply arrest the polluters. You also have to clean up the poison. Informing
citizens that they are living in a toxic environment is not enough without
resources to allow families to move, young men to escape gangs, or
economic support to avoid the sickness of the drug game.

The failure has always been finding a cure for these bigger social ills.
Tasking a detective to play the role of doctor (informing patients of their
illness with a custom notification letter) fails to understand the optimal role of
police. Police are not the doctors in the public health metaphor but more like
EMTs, responding from emergency to emergency, bringing the afflicted to
the front door of the emergency room. Tasked with delivering the cure are
city governments. To find a cure for the public health emergency of violence,
cities must address the root cause of those environmental risks. And a cure—
like any effective medicine—costs money. Resources are needed to address
job training, failing schools, safety issues, and underlying issues of poverty,
mental illness, and addiction. In parts of Chicago, Kansas City, Baltimore,
and New York City, these environmental risks have not been remedied for
generations, so asking police to triage care—even with those who are



identified as the greatest risk—will not solve the underlying social problems.
But, so far, this is where the money has gone. Predictive policing programs
invest in identifying risk without similar investment in remedying that risk.

But investing in social-service remedies has been hard—or at least harder
than investing in police. Without that money, cities have instead doubled
down on more law-and-order-centered remedies. Because the cure is so
difficult, strategies like intelligence-driven prosecution begin to appear more
attractive.13 After all, removing the target from society reduces the spread of
violence (at least in the short term). Like quarantining the contagious or, as in
ancient times, banishing the afflicted, this type of incapacitation-focused
solution might be easier than finding a cure.

But the rise of bright data offers an argument for non-punitive methods to
address the same social problems. The risk-identification systems are the
same, and the targeted individuals are the same. The only difference is the
chosen remedy for the identified risk. Bright data opens the door for non-
police-centered big data strategies. But city governments must want to enter
that door and go forward into the future. Just as with blue data policing,
tweaking the lens of existing big data capabilities can offer new insights and
new approaches to the same underlying social problems. Big data, blue data,
and bright data all involve identifying risk from vast streams of disparate data
sources. The difficult part remains doing something constructive with the
information.

A separate difficulty arises when those data streams weaken or do not
exist. In a big data world, the places and spaces without data can become
neglected. The next chapter examines the problem of “data holes,” where the
lack of data creates its own distortions.
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No Data

Filling Data Holes

Data Holes

At age 18, John had lived more than a hard life.1 In and out of residential
homes for juvenile delinquents, a child of the neglect system, essentially
abandoned by his mother, with a high school degree and no stable home,
John was sleeping on a girlfriend’s couch, pondering a bleak future. Anyone
assessing the risk factors for involvement in the criminal justice system could
see that he was at risk. And, sadly, such an assessment would prove prescient,
as he ended up facing cocaine-distribution charges within the year. John’s
case and thousands like it feed the criminal courts in most cities and populate
the criminal justice data systems.

Across town, Charlie, another 18-year-old, was heading off to college.
From an affluent home, he was packing up his treasured possessions: iPad,
smartphone, laptop, Xbox, Bluetooth speakers, Fitbit, headphones, some
clean clothes, and a few vials of cocaine. As a product of the information age,
Charlie lived, worked, and played in the digital world. As a child of relative
wealth, he consumed media, music, and styles in age-appropriate ways. As an
affluent drug dealer, he had never been caught, and he had no profile in any
criminal justice system.

Reduced to data, John and Charlie present very different profiles.
Consumer data brokers might well ignore people like John with little money,
no stable address, and a depressed economic future. A data hole exists
because there is little economic incentive to track someone for consumer
purposes who will not be a strong consumer. Big data marketing companies
just do not care enough about John to figure out his preferences. Charlie, on



the other hand, presents the perfect demographic profile for consumer
spending and advertising. Charlie is the present and the future for marketing
companies, and he needs to be monitored closely.

Similarly, law enforcement data-collection systems might focus on John
more than on Charlie even though at age 18 both have no adult criminal
record and both are involved with the distribution of the same illegal drug.
Data-driven policing systems will be watching John, not Charlie. John will
see police surveillance, accumulate the contacts, and be monitored over time.
And a data hole will exist about Charlie, even though he is engaging in
repetitive risky behaviors involving selling cocaine. Affluence and
environment create a buffer zone against invasive police surveillance.

These data gaps present a problem. The promise of big data policing
depends on the size and scale of the data analyzed. But data holes remain
because of systemic pressures on what type of data gets collected. As society
moves toward a more data-dependent policing system, filling these data holes
or, at a minimum, acknowledging their existence can counteract a blind
reliance on numerical, probabilistic suspicion. Consumer data undercounts
people without significant income. Crime data undercounts certain kinds of
crime. This chapter briefly examines two big data holes that should caution
against trusting in big data numbers and explains some of the difficulties in
getting complete data sets.

Not Worth the Data
Three interrelated financial realities create a consumer data gap for poor
people. First, much of the data collected by big data systems involves digital
capture through personal electronic devices. No access to personal electronic
devices means no data trail. As Jonas Lerman has written, “Big data poses
risks also to those persons who are not swallowed up by it—whose
information is not regularly harvested, farmed, or mined. (Pick your
anachronistic metaphor.) Although proponents and skeptics alike tend to
view this revolution as totalizing and universal, the reality is that billions of
people remain on its margins because they do not routinely engage in
activities that big data and advanced analytics are designed to capture.”2 If
you do not own a smartphone, shop online, use a credit card, own a car, or
even have a home address, you will remain hidden from consumer collection.



As Kate Crawford has recognized, “not all data is created or even collected
equally,” and “there are ‘signal problems’ in big-data sets—dark zones or
shadows where some citizens and communities are overlooked or
underrepresented.”3 Big data collection will not count those whom it cannot
see.

Second, many of the traditional, nondigital data-collection points also do
not apply to those who live on the margins. Basic governmental services like
driver’s licenses, taxes, and voting all require a mailing address. Professional
licenses and employment records require a stable-enough life to engage in
those pursuits. Poverty, homelessness, and transience undermine the ability to
track individuals, even in the criminal justice system. In addition, as data
begins driving government services, this lack of visibility also distorts the
government benefits available to this forgotten group: “In a future where big
data, and the predictions it makes possible, will fundamentally reorder
government and the marketplace, the exclusion of poor and otherwise
marginalized people from datasets has troubling implications for economic
opportunity, social mobility, and democratic participation. These
technologies may create a new kind of voicelessness, where certain groups’
preferences and behaviors receive little or no consideration when powerful
actors decide how to distribute goods and services and how to reform public
and private institutions.”4 This voicelessness may create a negative feedback
loop whereby data-driven systems undercount the data disenfranchised,
which, in turn, will mean less money and services for those under the data-
collection radar. Those invisible to big data may be forgotten by a system
dependent on it.

Third, from an economic perspective, consumer data brokers simply do not
have a strong financial incentive to get the data correct.5 Consumer data
brokers prosper by selling information to companies. People on the margins
of the economic system do not merit the time and energy needed to capture
good data.6 This does not mean that the companies might not have some
information on every home address or person, but the level of detail and thus
accuracy might be less. If police begin depending on commercial systems to
inform their risk assessments (as in the Beware system), then such inaccuracy
in poor neighborhoods could have unpleasant or even deadly results.

This data gap also holds a warning for police systems growing dependent
on outside data collectors. Some of those individuals most at risk for criminal
activity will not be picked up by the data collectors. John and his unemployed



high school girlfriend whose apartment he shares are not good consumer
targets and thus not in the big data systems. Those who are most at risk of
criminal activity will not be observable to consumer big data systems.
Ironically, the data gap might be a benefit for criminal actors seeking to hide
from government surveillance, since overdependence on consumer big data
might omit them. But, as has been discussed, other police-centered data
surveillance systems exist and will likely capture John in their net.

Rich Data, Poor Data
Law enforcement data-collection systems create the inverse problem of
consumer data systems. Large portions of the population do not get tracked or
surveilled even though they might be involved in criminal activity.

Class—and the policing decisions impacted by class—protects many
people who break the law.7 Most of the targeted individuals on Chicago’s
heat list are young men between the ages of 18 and 25. This is the same age
as many young people pursuing college or graduate degrees at universities. In
both urban Chicago and Ivy League campuses, drug use, drug dealing, thefts,
threats, assaults, and sexual assaults are unfortunately common.8 Young
people of all economic backgrounds do foolish, dangerous, and impulsive
things—many times under the influence of drugs or alcohol—yet criminal
prosecutions are not equally consistent. After a drunken brawl or a theft or a
threat or even a rape, a call to campus security leads to a university
disciplinary investigation, while a call to the police leads to a criminal
prosecution. Only the latter ends up in the city’s criminal justice database and
as a part of the suspect’s permanent criminal record.

A host of other class-based protections exist to keep people with money
hidden from law enforcement’s big data collection systems. Physical barriers
involving private property keep surveillance away from activities that take
place behind the walls,9 and economic mobility allows travel away from high-
surveillance, high-crime areas. Social status influences police discretion
about whether to stop, search, or arrest.10 If affluent Charlie should be pulled
over on the way to college, the ALPR would reveal no warrants, the
computer system would show no contacts, and the data trail would be
nonexistent. A presumption of data-driven innocence would shape the police
interaction (despite Charlie’s possession of illegal narcotics).



Apart from class discrepancies, police data is also quite fragmented. As
Ronald Wright has explained, “There are 17,876 state and local law
enforcement agencies operating in the United States. Only 6.1% of those
agencies employ 100 or more full-time sworn officers. Seventy-four percent
of the agencies employ fewer than twenty-four officers.”11 These smaller
entities cannot do the data quality control or collection required for most big
data systems. The result is that local police data sets are both incomplete and
too small to create useful criminal databases.12 This fragmentation creates
further data holes.

Equally problematic, the current criminal justice system does a notoriously
poor job of collecting complete crime data. Certain crimes regularly go
unreported.13 Interfamily physical and sexual abuse does not get reported
because of the personal relationships involved.14 Sexual assault remains
underreported due to the social stigma and legal difficulties of reporting.15

Gang violence results in extrajudicial responses rather than police reports.
Most drug users do not self-report. Most people illegally possessing firearms
do not turn themselves in. White-collar theft remains hard to investigate.
Some communities, frustrated with biased policing practices or concerned
that contact with the police could have negative consequences, simply decline
to report crimes. Even violent crime does not always make it into the data
systems.16 The Bureau of Justice Statistics found that nearly half of violent
crimes (3.4 million incidents a year) went unreported.17 Paralleling the other
reasons, the BJS study found that victims of violent crime did not report
because they were too afraid or knew the perpetrator or chose some other
method to handle the situation.18

The combination of class-based and crime-based gaps means that any big
data policing system—at best—works on only half the crime data available.
Such a distortion signifies a huge limitation of data-driven systems, and on a
very basic level, the distortion challenges the reliability of the results from
data-driven strategies. Police resources and technological investment go into
fighting the crime we can see, not necessarily the crime that exists. For
victims of sexual abuse, trafficking, drug addiction, and other less reported
and, thus, less measurable crimes, this neglect can have real impact, because
a data-driven policing system without complete data may give a false vision
of success.

At another level, these data holes distort future data analytics. Data-driven
systems trained on incomplete data can lead to inaccurate outcomes.19



Outlying data from a minority community can be seen by a computer as an
error and be ignored in later algorithms.20 This means that a data hole can
create further data holes if the algorithm chooses to minimize certain data that
does not fit its model.

That said, the omissions do not hold for all crimes. As discussed, certain
crimes like homicides, stranger sexual assaults, property crimes connected to
insurance (such as car thefts and burglary), and other assaults with serious
injuries tend to be reported fairly accurately.21 In these cases, police reliance
on data-driven systems makes sense. Data holes are not everywhere, but they
do offer spaces of darkness that must be recognized, even if they cannot be
illuminated.

Costly Collection
Data holes also exist for the very simple reason that all big data technology
costs money. Lots of money. Money that many police districts simply do not
have to spend. Basic hardware for fixed video surveillance cameras costs
about $25,000 per camera.22 Add automated license-plate readers, and it might
cost $100,000.23 The cost of ALPR varies depending on the company and the
capabilities,24 but car-mounted cameras can cost around $24,000 each, plus
annual maintenance fees. Police body cameras run about $1,000, but the
storage capacity for the thousands of hours of digital storage can run into the
millions (a year).25 It all adds up.

Fancy predictive programs like HunchLab and PredPol can range from
$30,000 to $200,000 depending on the size of the jurisdiction, again with
annual fees to be paid.26 The Beware system reportedly costs around $20,000
a year,27 and a single stingray device can set police back $135,000.28 These all
pale in comparison to the New York Domain Awareness System, which
reportedly cost between $30 million and $40 million to build, and the LAPD
RACR Headquarters, which cost $107 million (including construction of the
building).29 Although costs of technology will come down significantly and
new capacities for storage and analysis will grow to meet the need, the fixed
costs for purchasing any big data system are prohibitive.

Adding to the expense of physically creating big data technologies is the
cost of hiring people to run and maintain them. Crime analysts, data
technicians, and a whole host of information technology support people need



to be employed. Consultants to ensure data reliability, security, and
usefulness need to be budgeted for from time to time. To run a real-time data-
driven system, police need full-time support to make sure the system works.
To handle emergencies, the system must remain operational 24 hours a day.
To protect law enforcement equities, the system must defend against hackers
or criminal elements. All of these people and systems cost money that is not
being used to hire officers to patrol the streets.

For very good reasons, police administrators reading this bottom line may
decline to adopt new technologies for fear of not being able to continue to use
them. Dependence on a system that cannot be maintained may not be in a
city’s interest. After all, some smaller jurisdictions have a hard time buying
gas for patrol cars, let alone paying for smartphone plans. Yet that means data
holes will develop and further fragment data collection. The inability to
capture and maintain data may mean choosing to remain ignorant of certain
criminal patterns.

Privacy Fears
Data holes also exist because citizens react to big data surveillance by hiding
or protesting pervasive monitoring.30 Elizabeth Joh, a national expert on big
data surveillance, has called this response to police surveillance a “privacy
protest.”31

Technology now exists to blur facial-recognition technology, blind license-
plate readers, and hide from electronic surveillance.32 A company has made a
radar-like watch that vibrates to warn of nearby audio-recording devices.33

Artist Adam Harvey created a clothing line he called “Stealth Wear”: “The
collection includes an anti-drone hoodie and scarf that are designed to thwart
the thermal-imaging technology widely used by [drones].”34 A company
called Domestic Drone Countermeasures even sells “anti-drone defense
systems,” which would “neutralize the ability of a small air-bound drone to
capture sound and images through its on-board cameras, video recorders and
microphones.”35 As big data surveillance grows, so will these
countersurveillance responses to the monitoring.

More importantly for the collection of criminal data, people committed to
criminal activity will learn how to outsmart additional police surveillance. If
automobiles are monitored through ALPR, criminal actors will stop using



their own cars. If cellphones are intercepted, criminal actors will use
disposable phones. The cat-and-mouse game of cops and robbers will
continue no matter the technology, and this reaction to big data collection
will undermine the reliability of the collected data. Data holes will remain
from acts of subversion and will need to be filled.

Finally, privacy advocates may organize against data collection in certain
areas. Community objections to drone flights in Seattle shut down police use
of drones.36 Community objection to predictive policing in Oakland prevented
its initial adoption,37 and similar concern has arisen in Baltimore about the use
of Persistent Surveillance Systems.38 This pattern recurs, but not all
communities have the political will to organize and protest. Those areas that
do not have the organization or capacity to protest will be less successful in
blocking surveillance, and the result may be a patchwork of surveillance that
tends to capture more from disempowered communities and less from well-
organized communities. Data holes may exist in those more protected areas,
further altering the fairness of data collection and use. After all, if police
respond only to where the data exists, then police will target those same
disempowered communities more. Perhaps it is just coincidence, but
Persistent Surveillance Systems first tested its aerial cameras on Compton,
California, and West Baltimore, Maryland, two of the poorest and most
racially segregated areas in the country.39

Data holes present a problem for big data surveillance’s future. Limitations
on consumer collection and law enforcement monitoring, in addition to issues
of fragmentation, cost, and privacy, all conspire to undermine full utilization
of the technologies. The challenge for risk-identification technologies
dependent on big data is that the data will be incomplete, if not misleading.
The remedy at this stage requires recognition of the danger. Data holes will
naturally occur, and so systems reliant on data must see these gaps and
account for the distortions that arise. As will be discussed in the conclusion,
constant questioning of data-driven systems provides one of the only
accountability mechanisms in a constantly evolving landscape.



Conclusion

Questions for the Future

More often than one might think, the unstoppable force of cutting-edge
technology and the unsolvable conflict of police-citizen tension winds up on
the desk of an overworked police administrator.

In that bureaucratic space, surrounded by much more mundane problems
like staffing schedules, sick leave, and training manuals, fundamental
decisions must be made about the future. Does the police department
purchase a high-tech new data-mining tool? Should the department embrace
futuristic proactive patrols? Should the police be open to body cameras? Who
will pay for it? Who will train the officers? How will the community or the
police union react? That single desk usually cannot bear the weight of
historical racial discrimination. Nor can it sustain a searching inquiry into the
finer points of machine learning or how “the algorithm was trained.” The
desk is simply too small to hold the overflowing policy and legal
ramifications that might arise from any big data change.

But decisions must be made. This book grapples with these big decisions
about new technology, policing strategy, and its community impacts. It has
raised a largely hidden issue at the core of big data policing—the problem of
“black data”—with all the complications of race, accountability, and
constitutional law that come along with it. It has also examined how police
practice and societal needs can be illuminated by big data technologies.

In this conclusion, I offer the advice I would give to that overworked
police administrator. It is the same advice I would give to a concerned
community member or activist or judge or legislator wondering what to do
when confronted with big data policing. The advice can be boiled down to
five principles—foundational questions—that must be satisfactorily answered
before green-lighting any purchase or adopting a big data policing strategy.
These questions are keyed to concerns about racial bias, error, and
accountability, but they also recognize the base-level humanity that is
threatened by data-driven policing. I frame them as questions, but really they
are answers to the puzzle of black data policing.



 

1. 1. Can you identify the risks that your big data technology is trying to
address?

2. 2. Can you defend the inputs into the system (accuracy of data,
soundness of methodology)?

3. 3. Can you defend the outputs of the system (how they will impact
policing practice and community relationships)?

4. 4. Can you test the technology (offering accountability and some
measure of transparency)?

5. 5. Is police use of the technology respectful of the autonomy of the
people it will impact?

These questions require answers but also require a space to discuss those
answers. A time, place, and collaborative environment must be created to
debate the adoption and use of new big data surveillance technologies. I
propose the establishment of local, state, and federal “surveillance
summits”—annual meetings to audit, evaluate, and account for the big data
police-surveillance technologies being used in a community. These meetings
would involve police, community representatives, elected leaders, technology
experts, and civil liberties groups engaged in public and open information
sessions about future surveillance acquisitions and past usage. At these
forums, which would function as formal reviews of the technology, the
preceding five questions would be debated and discussed.

1. Risk: Can You Identify the Risks That Your Big Data
Technology Is Trying to Address?

Big data policing is risk-based policing. So the first task for any data-driven
system is to make sure that risk identification becomes part of the equation.
Which of the big data technologies is right for the crime problem you face?
Do you need a “predictive system” to identify places or people suspected of
crime? Do you need a “surveillance system” to monitor at-risk areas? Do you
need a “search system” to mine data for investigative clues or to develop
intelligence nets of helpful data for groups or across communities? Not all
police departments need all three.

The risk you care about will be localized to the current crime problems in



an area. Predictive systems such as PredPol, HunchLab, RTM, or subject-
driven predictive technologies (like the heat list) may be fairly adaptable
across jurisdictions. Police want to know where and who might commit crime
in almost all localities. Extensive video surveillance technologies might be
necessary in big cities like Washington, D.C., or New York City but
unnecessary in western Montana. The cost of storing surveillance-camera
footage from downtown Missoula would be more expensive than placing a
police officer at the town’s main intersection. Search systems for biometric
data mining may make little sense at a local level because of the lack of data
but great sense at a national level with access to a shared, aggregated data set.

Choosing the correct big data system is a political decision, not a policing
decision. The nature of big data systems tends to hide this truth, but the
choice of where to focus police resources remains a political call. Some
political decisions are easy. No one wants people shot in one’s community,
so targeting violence or violent people may be an unobjectionable top
political priority. But other decisions are more difficult. Many police chiefs
might love the capabilities of a Domain Awareness System or surveillance
drone with video playback. After all, getting a time machine to solve crimes
will save a lot of investigative effort. But constant surveillance may not be
palatable to the community.1 Other choices are truly hard. From a police
safety perspective, the value of an accurate, Beware-like system that provides
real-time threat assessments to police before they knock on a suspect’s door
overshadows the privacy concerns of citizens who would rather not have
police categorize them on the basis of a data broker’s assessment of their
lifestyle.2 But weighing officer safety versus community privacy presents a
challenge. Both choices have costs. One erroneous assumption that leads to
an innocent homeowner getting shot could jeopardize the predictive alert
system. But not having the information might also endanger officers
responding to emergencies.

For this reason, part of the risk-identification process must include the
community. Community input into big data policing choices at the front end
will minimize many of the black data concerns of these technologies. In
proposing an annual surveillance summit, I envision a formal, public meeting
where police would present future technology purchases and provide an
accounting of past use. Such a public audit and review process will clarify the
extent, sources, and expense of current systems and allow public criticism
and concern to be aired. In communities of color, such an annual



accountability moment will allow concerns about racial bias to be aired and
addressed. But more importantly, community input will allow a more
contextual identification of risk. Police might follow the data to focus on a
certain high-risk block, but the community might prefer to have a heightened
police presence around schools or community centers or parks. The
community might realize that encouraging school attendance or after-school
sports might be better for the ultimate goal of keeping kids away from that
risk-generating “hot spot” of crime. The data might well be accurate about
the future crime location, but the community might see the importance of
addressing the broader risk factors driving that prediction.

Identifying risks alongside the community reduces some of the black data
problems coming from modern big data systems. But issues of transparency,
racial bias, and fear of nonhuman automation still need to be dispelled by
officials. Big questions must be addressed. Will this technology
disproportionately impact people of color? Will it target the right people?
Would you implement it in affluent neighborhoods? How will we know if it
works? Who is accountable for mistakes? Is it better than other alternatives?
Can we afford it? Any police chief standing in front of a community room
explaining the next new surveillance technology had better be able to answer
these foundational questions.

That same police chief must also be able to look in the mirror and answer
two more difficult questions. First, “Am I choosing this technology because it
actually will assist police officers and the community, or is it just a good
answer to the unanswerable (but unavoidable) question of ‘what are you
going to do to reduce crime?’?” This question becomes even more pointed in
cities burdened by racial unrest or police tension. Leaning on the “sound-bite
solution” of big data to turn the page from past scandal or current tension
without being convinced of the underlying technological effectiveness is
shortsighted.

The second question is, “Are police really the optimal institution to address
this identified social or environmental risk?” The idea of turning down
money flowing into police coffers and turning away actionable intelligence
about criminal patterns may make accepting the technology too hard to resist.
But many identifiable risks do not require a policing remedy. Big data
technologies could be helpful to predict risk, but they do not have to be built
through police channels and with police control.



Answering this foundational risk-identification question is the first step
toward defending a big data solution. Making this initial determination will
control the design, implementation, accountability, and success of any
technology adopted.

2. Inputs: Can You Defend the Inputs into the System
(Accuracy of Data, Soundness of Methodology)?

The second big question to be addressed involves the inputs that go into the
chosen big data system. For predictive models, this might be the criminal
justice data. For surveillance systems, this might be the choice of where to
place the camera, what information to flag, which automated alerts to set. For
search systems, the inputs might be the raw data (biometrics, arrest records,
etc.) that goes into the aggregated database. Ensuring the correct inputs is key
to the legitimacy, accuracy, and effectiveness of any big data system.

This book has identified recurring issues of data bias, data error, and the
incompleteness of data systems. These input concerns potentially undermine
the legitimacy and reliability of big data systems. A data-driven system based
on bad data is a bad system. To create a quality system, one must be able to
answer the following very basic question: can you trust the data?

Building that trust means that police administrators must know where the
data comes from, who collects it, who double checks it, and who corrects it.
For police collecting crime data, this means developing systems to train,
audit, and cleanse the data. In any system that collects thousands of bits of
information a day, from hundreds of different officers, error will exist. The
goal must be to ensure that the erroneous inputs do not corrupt the entire
system. This may be one of the toughest issues facing administrators, because
if you cannot trust the incoming data, how can you rely on the outputs? The
only answer is to have systems in place to check the mistakes you know will
exist. Right now, arrest systems, gang databases, and many criminal justice
databases generate too many errors, with too few corrective measures to
really trust.3 Currently, systems do not exist to guarantee accuracy.
Intelligence-led systems vacuum up fragmented data without sufficient
investment in intelligence analysts to evaluate the data.4 In the rush toward
data-driven policing, a collect-it-all mind-set has dominated, without a
corresponding “check-it-all” system in place. Building a check-it-all



compliance system must be a top priority for new systems. Every police
administrator should be able to announce at a surveillance summit, “Yes, I
trust the data, and here are the compliance systems in place that give me trust
in that data.”

False positives will still occur. False positives involve predictions that
erroneously identify a person who should not be identified.5 In the data-
mining context or person-based heat list, false positives will occur because
predictions and correlations can be wrong. Policing is not a profession
marked by perfection, and adding data to policing does not suddenly change
that reality. Judgments made quickly, by humans and with imperfect
information, will be mistaken. So, too, big data systems built on those
decisions will make mistakes. But the fact that errors cannot be eliminated
does not mean that error rates cannot be addressed. Accepting the natural
occurrence of error and building systems and redundancies to reduce and
correct error is the only way to maintain trust.

For surveillance systems, the inputs should involve design choices to
ensure accuracy. An ALPR that misreads license plates does not help police.
A facial-recognition system that misreads faces does not help investigators.
And an automated surveillance system that alerts on handshakes and not
hand-to-hand drug transactions does not help anyone. These systems must be
trustworthy to be useful for police acting on the information. Police
administrators’ interests are aligned with community interests to get this
right, because otherwise there will be unnecessary stops resulting in conflict.
But someone must promote the value of accuracy so that systems will be
designed for accuracy. Before the investigative report showing racial bias or
the governmental audit of data error or the lawsuits alleging negligence,
communities must address at the front end the foreseeable data problems that
will occur at the back end.

Beyond accuracy, the predictive models themselves must be sound and
scientifically reliable. The models must be designed with a consciousness of
potential racial bias and the structural inequities in the data sets. Models must
address data holes and be careful not to overstate results. These requirements
are no different from any big data project. Most data sets involve incomplete
information, possible bias, and messy real-world variables.6 Police
administrators who are called on to defend the inherent limitations of human-
produced data systems must focus on three recurring problems in predictive
analytics: (1) internal validity, (2) overgeneralization, and (3) temporal



limitations. These problems recur in all big data systems, and technical
solutions have been designed to address and correct for them.

“Internal validity” means “the extent to which a methodology can
accurately determine cause-effect relationships.”7 Big data almost by
definition does not seek to determine causal relationships.8 Correlations can
be identified, but theories of causation do not arise from pure data crunching.
So the fact that a predictive policing strategy lowers crime can be celebrated,
but it should not be sold as the cause of the crime reduction. This limitation
goes beyond semantics. Correlations encourage caution. We do not know
why the result occurs, so we watch to make sure the correlation continues.
Causation oversells the technology and can lead to a blind data-driven focus.
Defending predictive policing systems means defending on the grounds
supported by the data and only those supported by the data.

“Overgeneralization” means accepting the findings of one jurisdiction as
necessarily applicable to another, different jurisdiction.9 This is a common
error. Predictive policing may work in the sprawling areas of Los Angeles but
work less well in the vertically designed architecture of Manhattan. A 500-
by-500-square-foot box might encompass precisely one farmer in Kansas but
100 families in the Bronx. Focused-deterrence theories might work well in
New Orleans but not in Chicago due to issues completely unrelated to the
technology or underlying theory. Just as policing is a localized process,
finding the right technology is also localized. This means thinking carefully
about whether a technology that was vetted in a major city would also work
well in a smaller town. It very well may, but the question of
overgeneralization must be asked and answered before adopting a specific
technology.

Models offer predictions, but predictions vary in accuracy on the basis of
the time frame established by the model. With a long-enough time frame,
almost any prediction could come true. “You will die” is an accurate
prediction, but the timing of “when” is a critically important variable. For
purposes of actionable intelligence for police, time frames must be limited.
Place-based predictive policing models specifically recognize that the “near
repeat” phenomenon rapidly decays over time.10 For place-based systems,
temporal awareness means encouraging continuous and up-to-date data
collection to ensure usable predictions. For suspect-based predictions,
temporal awareness means recognizing that suspects or gang members age
out or change habits over time. Recognizing the temporal limitations of



predictive models must be factored into any big data policing strategy.
Defending the inputs of data and methodology requires understanding the

limitations of any data-driven system. The black-box power of the system can
be trusted only if the information going into the box and the system working
inside the box can be explained and examined. These requirements may
necessitate expert assessment and advice, and thus, at any surveillance
summit, techno-legal experts should be present. Currently, a few legal-tech
consultancies and nonprofit organizations exist that offer such analysis, and
these groups could offer needed objective assessment about how these big
data technologies work or fail to work. More formal, independent review
boards may also be instituted on a local level.

3. Outputs: Can You Defend the Outputs of the System (How
They Will Impact Policing Practice and Community

Relationships)?
Ask any police chief—or probably any top executive—about their number-
one job, and they will all say their role is to provide “vision.”11 Vision
involves setting priorities, strategies, and general values to achieve those
goals. Big data technologies can be a part of that vision, but they can also
create certain blind spots. To avoid blind spots, the key is to ask the question
of what outputs you want to achieve within the system you have designed.
Do you care about crime rates, police procedures, officer wellness, officer
training, community support, citizen trust, or a balanced budget? And if your
answer is “all of the above,” how do you adopt a policy that supports those
sometimes-conflicting goals?

Crime rates regularly top priority outputs in most big cities, so measuring a
reduction in crime using data remains a top attraction of big data systems.
But big data policing can distort how we measure success. Outputs that are
easily measured will be chosen over those that are more difficult to quantify.
Crime rates involve hard numbers. Respect of the community does not.
Arrests can be counted, criminals ranked, neighborhoods labeled. But none of
these outputs necessarily addresses how police interact with the community.
In an age of growing tension between police and citizens, big data’s outputs
may mask deeper trust problems that need to be addressed. Police
administrators must ask themselves whether the chosen metrics accurately



reflect the issues in their community, because reducing crime while also
reducing trust in law enforcement may not in the end be much of a success.

For administrators, managing limited resources has become a top
responsibility in an age of reduced budgets.12 Big data technologies offer
efficiencies in scheduling and staffing. But big data policing may distort how
police do their jobs. Reliance on predictive boxes changes how police patrol,
and whether or not aggressive police attention on particular blocks is
effective at reducing crime, it will change the environment of those blocks.
Field interview cards change how police interact with citizens,13 and whether
the repeated contacts are good or bad at collecting intelligence, they alter the
relationship with targeted citizens. Persistent surveillance cameras capture
criminal activity, but in doing so, they also turn citizens into subjects of
surveillance. These outcomes, which encourage social-control efforts in
certain neighborhoods and against certain populations, will produce backlash,
especially when those same tactics are not used in affluent neighborhoods.
Those negative sentiments need to be seen—and admitted—as an output of
the technological adoption. Police administrators must acknowledge
technology’s cost in regular public forums and be able to defend its value to
the community.

As the DOJ reports on the Ferguson and Baltimore Police Departments
demonstrated, certain policing strategies create racially discriminatory
outcomes. Empirically and anecdotally, policing systems resulted in
documented racial discrimination against poor communities.14 Big data
policing presents similar risks, which is why police administrators adopting
big data systems must be able to defend the racial impact to the community.
Police administrators must be able to point to concrete steps, tests, and
strategies in place to avoid a racially imbalanced application of the
technology. The “color of surveillance” cannot remain black.

If community trust dominates as a priority outcome, police administrators
may need to embrace blue data systems to identify and help at-risk officers. If
a desired output involves improving community-police relationships or
saving money from police-misconduct lawsuits, redirecting at-risk officers
makes sense. But such worker surveillance may undercut officers’ morale
and undermine their well-being. Police officers may respond negatively to
increased personal surveillance of their professional duties, and
administrators will need to defend these changes to police unions, which may
resist additional workplace surveillance. At least at a systems level, looking



at general policing patterns, administrators have begun seeing the value in
blue data, but targeting individual officers will remain difficult. Adopting a
blue data system can create a culture of accountability that ultimately could
improve community relations, but it will take significant community and
professional pressure to implement.

Finally, if police seek to become involved in addressing the underlying
environmental risks that encourage crime and to turn themselves into public
health officials, big vision questions arise. Bright data can identify the risk,
but police may not be the appropriate remedy for those risks. Seeing social
problems in need of social-services solutions and not policing solutions may
require police to pull back from certain responsibilities. Plainly stated, it may
not be the optimal choice to send an armed, relatively untrained police officer
to handle the next mental health crisis, especially if a trained social worker
could also respond to the 911 call.15 One report stated that one-third to one-
half of the people shot by police in a two-year period had some mental health
issue or disability, so one wonders why alternative solutions are not tested.16

Funding emergency responders who are trained in crisis management of
mental illness or disability might be a way to deescalate foreseeable violent
confrontations. This change may also improve the lives of police officers. It
may change who gets shot. But it also may mean a redirection of financial
resources away from police. Depending on the vision set by police
administrators, this move away from police-oriented solutions could have a
large impact on police budgets and the role of police in a society.

Police administrators regularly must answer hard questions about
outcomes; it is part of the “police chief” job description. For much of the
recent past, rising or declining crime rates dominated as the measure of
success, but in recent years, police chiefs have been fired when racial
tensions overwhelmed community trust (despite lower crime rates).17 Big data
may offer another way to shape outcomes. But to do so successfully, each of
these different types of outputs must be measured, weighed, and openly
defended to the community as part of a vision of big data policing.

4. Testing: Can You Test the Technology (Offering
Accountability and Some Measure of Transparency)?

The recurring themes of this book—error, bias, distortion—and the issues of



systemic inputs and outputs all lead to one solution: testing. Big data
technology used in policing must be tested and retested constantly.

Testing improves accuracy. Testing fosters legitimacy. Testing ensures
security. But more importantly, the fact that the technology can be tested
allows a measure of accountability necessary in a democratic system of
government. Political accountability, more than legal or scientific
accountability, will be the most important check on these powerful policing
systems.

As a practical matter, traditional forms of accountability may be too slow
to police the rise of big data technologies. Legal accountability—challenging
police practices through the courts—has been a familiar mechanism to
address constitutionally threatening technology. Yet litigation takes time, and
the technology changes rapidly. The FBI investigation into Antoine Jones
began in 2004. The Supreme Court resolved the constitutionality of the
search in 2012.18 Eight years is a lifetime in technology. Scientific testing also
takes time. The RAND study examining the effectiveness of Chicago’s
Strategic Subjects List 1.0 became practically obsolete before it could be
published because the police expanded the criteria for the heat list;19 so the
RAND study, in actual fact, critiqued a system that no longer existed. Media
headlines deemed the heat list a failure, when really only the first version
failed. Academics and scientists may justifiably have larger goals in testing
older systems of prediction, but for real-world accountability, the testing
process always gets overtaken by the advancing technology. Many predictive
models change daily, and testing such a moving target remains quite difficult.

Political accountability focuses on the political present and requires police
administrators to “answer for their actions, possible failings, and
wrongdoings.”20 Political accountability in the form of annual public forums
—publicized and scrutinized—will offer a window into this quickly changing
landscape. At surveillance summits, police chiefs should answer the question
of how the big data policing system can be tested. This answer is different
from “how the system works,” “whether it works,” or “why it works.” Those
are important questions, but the question of how to test the system is even
more important. Police chiefs may not be in the best position to explain the
details of the algorithm or the criminological theory of why it should work,
but they should be able to explain the testing process. “Here is how we test
it” may be a more comforting and enlightening answer than “here is how it
works.”



In the past, however, the testing question came after the “how” or “why”
questions. We demanded—perhaps unfairly—a police administrator to justify
why an untested system should work, rather than ask how to test whether the
system worked. The first answer is an educated guess. The second answer
can (and should) have concrete reference points about independent audits,
metrics, and compliance standards. Holding police officials accountable to
meet those standards may provide clarity about the successful use of any new
technology. And if those answers can be backed up by expert examiners, in
public and with the engagement of the community, all the participants will
feel a greater measure of comfort with these new technologies.

5. Autonomy: Is Police Use of the Technology Respectful of the
Autonomy of the People It Will Impact?

Big data policing’s allure involves its reliance on seemingly objective,
nonhuman judgments. The danger, of course, is that the human consequences
get subsumed in the quest for technological guidance. Policing—data driven
or not—is human and touches core issues of individual justice and autonomy.
As a result, users of any data-driven policing system need to be cognizant of
the human dimension.

Human beings commit crime. Human beings investigate crime. While both
actions can be reduced to data points, neither can be understood merely as
data without missing something significant in the analysis. Specifically, data-
driven policing has the potential to ignore the personal, emotional, and even
symbolic aspects of the process and thereby undercut principles of individual
justice and dignity.

This reliance on data to influence police action fails to recognize the
importance of autonomy. As Barbara Underwood has written in the context
of prediction and sentencing, “The use of predictive criteria for selection is
subject to challenge not only on grounds of accuracy, however, but also on
the ground that it conflicts with other important social values, involving
respect for individual autonomy. The attempt to predict an individual’s
behavior seems to reduce him to a predictable object rather than treating him
as an autonomous person.”21 In the context of policing, a focus on the
statistical value of an arrest undercuts the humanity of the suspect. If, for
example, police are rewarded based on the number of arrests or pressured to



generate higher arrest statistics, the persons behind the metric of productivity
become somewhat secondary. Or systemically, if administrative policing
strategies focus on numbers (crime rates and patterns) and not community
needs (people and culture), the data-driven focus can overtake the community
caretaking function.

Further, the risk of undermining autonomy grows when the predictive
elements involve things beyond the suspect’s control.22 Many elements of an
actuarial assessment involve factors that suspects are born into, rather than
choose, and, of course, even the choices can be impacted by environmental
forces.23 Person-based predictive methods, like all risk-assessment
instruments, include potentially discriminatory socioeconomic factors.
Awareness of these influences and intentional correctives to avoid unintended
discrimination must be a priority. In other words, the actuarial tools chosen
must be cautious to avoid discriminatory effects, and the predictive models
must guard against implicit or explicit bias.

Finally, as a legal matter, big data policing shifts the focus from the
individual person to group suspicion or place-based suspicion in the
predictive data set. The shift to generalized suspicion also encourages
stereotyping and guilt by association. This, in turn, weakens Fourth
Amendment protections by distorting the individualized suspicion standard
on the street.24 An area might be targeted because of the actions of others, or a
group might be identified because of the actions of others. Even targeted
individuals might be identified only because of their association with a
problematic social network. Every boy whose brother is a gang member
cannot be assumed to be a gang associate. Every girl born on a high-crime
block is not a suspect. Such generalization ignores the individual
characteristics of the particular suspect involved.25 Individualized suspicion is
a Fourth Amendment requirement, but it also serves as a reminder that
associational suspicion or correlative suspicion should not be enough to
justify infringements on liberty. Although predictions may suggest future
criminal involvement for certain populations, many individuals within those
populations will avoid such involvement and should not be tarred by
generalized suspicion.26 Regardless of the technology chosen, police
departments must continue to prioritize systems designed with a focus on
autonomy and a commitment to individualized suspicion.

* * *



Black data policing is just big data policing in the real world. The issues in
this book reflect traditional problems in policing, albeit with a new
technological gloss. The algorithms and data-driven theories are new and,
like most innovations, will disrupt the status quo. But police practice could
use some change. The movement that arose to protest police treatment after
Ferguson did not begin there. Echoes of frustration, resentment, and rage can
be traced all the way back through American history and all across the
country. Just because the sparks of rage catch fire only occasionally does not
mean that the embers are not always hot. Big data policing should not be used
to ignore this past. Believing that technological promise can avoid human
problems offers a false hope, because no new technology can turn the page
on systemic societal problems.

But the influx of big data technologies does offer space for reflection. With
data collection comes more information, better tools, and a clearer picture of
the crime and social problems in society. Police administrators can visualize
risks illuminated on maps, in charts, and in recorded surveillance video.
Police administrators can see deeper into the dark.

My hope with this book is to clear a space on every police administrator’s
desk for reflection: to encourage thoughtful answers and defenses about risk,
inputs, outputs, testing, and autonomy; to recognize that the moment of
deciding whether to invest in the next big data innovation also provides a
moment to think systemically about the future of law enforcement. Big data
may be a part of that future, but so might blue data or bright data. In fact, the
thought process of defending the next data-driven acquisition in a public
surveillance summit may inspire police administrators to reinvest in
community policing over more computer power.

These questions and answers are not for police alone. In a democratic
system of government, police serve the community. The introduction of big
data policing offers community members, criminal justice advocates, and
police critics an opportunity to change the future of law enforcement. The
architecture of surveillance also needs an architecture of accountability.

And so this book ends with a prediction: big data technologies will
improve the risk-identification capacities of police but will not offer clarity
about appropriate remedies. Because traditional budgeting systems and
federal grants will direct resources to law enforcement, police administrators
will make the initial determination of which big data technologies to use and



how to implement them. Due to this reality, police chiefs will be required to
decide whether expanding big data’s lens to include blue data or bright data
adds to their vision. Police chiefs will, ultimately, have to be held
accountable for these choices (hopefully in newly regularized surveillance
summits). Those engaged citizens and legislatures wishing to influence police
decisions will need to find methods of democratic accountability to test the
systems and educate the public. In the end, the forecast for big data policing
depends on how we choose to illuminate the darkness inherent in the data.
Black, blue, bright, or something else, big data will change policing for the
foreseeable future, and we need to be able to see the path ahead.
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